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Abstract

Cryptography is a technique that uses mathematicerfcryption of original data followed by decryptiof
encrypted data. Cryptography enables the impretityabf information while it passes through thedntet or
wireless medium with more concern for securityislthighly challenging to execute the conventionigher
technique algorithms in a resource-constrainedrenwient attributable to their size, speed and tjnput. The
Lightweight cipher technique is an algorithm thaatires a low footprint and computational compiexin
cipher methods, the substitution box acts majoe inlthe encryption/decryption algorithm. The pichoe of
creating powerful S-boxes in cryptographic algaritimever end. Various methods are opened for cgeatin
powerful S-box leading difficulty for an attack. iShpaper depicts a key-based dynamic Ssubstititgmnfor
every round of encryption in PRESENT algorithm.fBiéntial Cryptanalysis attack is verified with theantity
of active S-boxes in each round.

Keywords. — Key dependent S-box, Key Scheduling, Light-weightptography, PRESENT algorithm,
Security, S-box.

1. Introduction

Light-weight cipher technique [1] is an encryptide¢ryption method that technique a tiny footprinl/ar
low computational difficulty. It is targeted for wstrained devices that include RFID tag, sensarsrs The
inspiration of this cipher technique is to use miai memory and fewer power supplies to deal ther#igdahat
can work over resource-constrained devices. THawigight cipher technique is expected with compad
high speed than traditional cryptography. Its dras¥bis less secured. The optimizing encryption rilgm
supports the standard cryptographic primitivesutoan portable and resource-constrained devices [2]

The component that are necessary for hardware gara@re cited below
* Size
» Power consumption
» Throughput and Delay

The foremost factor is highly required as thesertigms meant for resource limited devices. Powea i
crucial metrics considered for energy harvestingads while the power utilization is important wittattery-
operated devices. A high throughput is critical iardware with enormous data transmissions nansteca
or a vibration sensor, while high speed is vitaltfee real-time control processing of car-contgatem, etc.

The important part in Light-weight algorithm is &box. S-box is the core and nonlinear component of
cipher technique. Consequently, it is said thatcipber technique’s strength is decided by S-bogoaAd S-box
will have the following properties [3].
* Robustness
e Balancing
* Avalanche effect
* Nonlinearity
» Differential Uniformity

Substitution is a nonlinear alteration in whichskare shuffled. The property creates the compléyugmess
between the encrypted output and key is calledusiofi. This property makes it tough to trace thg &at
of encrypted data and if a small change happensirigle key bit, it becomes challenging for retrayi
ciphertext.
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Section 2 explains the PRESENT algorithm, sectiade8ls the Key-dependent S-box algorithm section 4
illustrates the features of differential cryptarsdybased on active s-boxes of the cited algoritiwwhde section
5 shows the simulated results of Lightweight Crgpaphic algorithm and section 6 deals the conchssio
related to this work.

2. PRESENT Algorithm

The PRESENT algorithm [4] consists of Substitutimmd Permutation block. It is termed as SPN
based algorithm takes a same secrete key at themnriasion and reception side. This algorithm alldwe
performing in devices with minimal-sized hardwardigh gives a sense of adequate use of resources
making it easy to utilize the processors with snials. Figure 1 shows the block diagram of PRESENT
algorithm.
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Figure 1 PRESENT Algorithm

2.1 AddRound Key

In the AddRound Key, Exclusive-OR operation is parfed with key and state. In each round, 64-bi{sike
produced using scheduling of main key as sameaszstate. The 64-bits key is Exclusive ORed wigtest
XOR operation is applied between 64-bit plaintexd &4-bit sub key that is extracted from 80-bit.kByb key
is extracted from 64 leftmost bits of current cantef register K as mentioned below.

Ki:kegkez....k0:k79k78 ..... k]_e, 1<i<32

Round key K= kgs . . . k for i ranges from 1 to 32 and current stage.h . ky, AddRound Key takes the
operation for j ranges from 0 to 63,

p=b; @k

2.2 Substitution Box (S-Box)
The S-box used in PRESENT algorithm is 4 x 4 S-bBo&.action of S-box in hexadecimal notation is give
in Table 1.

Table 1 S-box of PRESENT algorithm
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In each round, S-Box Layer takes the staig.b. . iy as 16 Four-bit words & . . . wy where w =
Bgsie3||ysivo | |usis1 | |y fOr i ranges from 0 to 15. The output nibble $[pvovides the updated state values in the
obvious way.

2.3 Permutation (PLayer)
The 64- bit permutation utilized in PRESENT aldamit Bit on position i of current state is movedtbon

position P(i). It is noted that the bit on positidrof input moved to the PLayer position 0 andditposition 1
moved to bit position 4 of PLayer, so on.
P(i) =i.16 mod 63,0<i< 63

Table 2 Permutation of PRESENT algorithm

PGI) | i PGI) | i PG) | i P(i)
0 16| 4 32 8 48 | 12
16 | 17| 20 | 33| 24 | 49| 28
32 | 18| 36 | 34| 40 | 50 | 44
48 | 19| 52 | 35| 56 | 51| 60
1 20| 5 36| 9 52| 13
17 | 21| 21 | 37| 25 | 53| 29
33 | 22| 37 | 38| 41 | 54 | 45
49 | 23| 53 | 39| 57 | 55| 61
2 24| 6 40| 10 | 56| 14
18 | 25| 22 | 41| 26 | 57| 30
10| 34 | 26| 38 | 42| 42 | 58 | 46
11| 50 | 27| 54 | 43| 58 | 59| 62
12| 3 28| 7 44 | 11 | 60 | 15
13| 19 | 29| 23 | 45| 27 | 61| 31
14| 35 | 30| 39 | 46| 43 | 62| 47
15 51 | 31| 55 | 47| 59 | 63| 63

OO |N|O|UA[WIN[FP|O

Table 2 express the permutation of PRESENT alguoritb4-bits generated from substitution box are
rearranged bit-by-bit position. A good PLayer sldoglpport the diffusion property. The diffusion peoty
states that making the complex relationship betvaintext and ciphertext.

2.4 Key Schedule
PRESENT algorithm takes the key size either 80duit28 bits. Here 80-bit of key is considered. Staps
to be followed for key updation in the Key regist€r= kygkss.... ki kg is shown below

o [kygkzg.... Ky ko] = [K1gKi7--.. Koo Kig] -=> 61 bit circular Left shift
o [keokzgksr kzg] = S [krok7gks7 Kzg
o [KaokigkizKieKis|=[K1okigki7Ks6K1s]“roundcounter

The key register is circularly left shifted by 6it positions, the left-most 4-bits are fed into thestitution
box of PRESENT algorithm and roundcounter valug XORed with bits g kig ki7,KieKis of K with the LSB
bit of roundcounter. The scheduling process isatgabefor each round. Figure. 2 shows Key schedulirtgut
of 80-bit key.

3. PRESENT Algorithm with Key Dependent S-Boxes

The key dependent S-box [5] is in line to PRESEND@thm where it has 32 rounds, 64-bit plaintextw
80-bit of key. The main difference is that 16 S-&®xare used in key dependent S-box wherein in PRESE
algorithm only one S-box is used.

Figure 3 depicts the PRESENT algorithm with key efefent S-box. Selection function is acquired by
taking XOR operation of key elements and seleciglsiS-box out 16 S-boxes.
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Key scheduling:

Roundkey for round O 1111222222333334
Eoundkey for round 1 BEBBB2222444444¢%
Eoundkey for round 2 TocecT11104444E9
Roundkey for round 3 P1110f5998222209
Roundkey for round 4 6112362221333
Eoundkey for round 5 8882c2Z4bc4443c
Eoundkey for round & ecccefl1l105844E8db
Roundkey for round 7 dl10fd9s8dz2220b3
Roundkey for round &8 alz23Ta22l1fbh331a0
Roundkey for round 9 c882d4246f44435f2
REoundkey for round 10 Jcce99105a848ded
Roundkey for round 11 810fcl19B8d3220kb55
Roundkey for round 12 £237b021f8331a62
Roundkey for round 13 22d5ed4efe043£00
REoundkey for round 14 Sce89305akbeidecT
REoundkey for round 15 20fcl0b8d4d3260bo7e
Roundkey for round 16 T37b041f8171a644
Roundkey for round 17 32dSeecnfa083L026
REoundkey for round 18 Te99065akbdedecls
REoundkey for round 19 6fc08ed320ckSThRO
Roundkey for round 20 cTb0edfEl1dacdls
Roundkey for round 21 adSed8fe0dbf0231
Eoundkey for round 22 b8805S5akbdbleclhbc
REoundkey for round 23 ecl8d7320abSThbes
Roundkey for round 24 cbhl0efd8llasbdlsa
Roundkey for round 25 05edb89e0dfR02350
REoundkey for round 26 co90560bdb T2l
REoundkey for round 27 al8ds920aclTbeed
Roundkey for round 28 c0eff4llab24l158c
Roundkey for round 29 ceedbbB80dfef2356a
REoundkey for round 30 90563ddbT701bEdE

Eoundkey for round 31 : 18dSkbZ20acTbboeel
Figure 2 Key Scheduling of 80-bit key

The S-box chosen in a round is decided by key &led from 80-bit input key. It is proposed to pitie
substitution box using 4 bit key in a round, t8 Ss S-boxes are taken from Serpent and Humming bird
algorithm [6].
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Figure 3 Key Dependent S-Box
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Table 3 indicates the S-boxes used in PRESENT ighgorwith key dependent technique. If 4-bit key is
0101, then the algorithm selectst®x in that round. Selection of S-box varies astesch round.

Table 3 S-boxesin Key dependent S-Box

X 0] 12| 3] 4, 5 6 71 8§ 9 A B ¢ D E F
SX) |3 8| F| 1| Al 6] 5 Bl EE O 4 2 17T 0 9% C
SX)|F|C| 2] 7] 9 0l 5 A 1 B H § 6 D 383 4
S(x) |8/ 6| 7] 9 3] CC AFF DY BE 4 0 B b P
SX) O F| B 8 C|l 9 6 33 01 2 4 A T 5 E
SXx) |1 F| 8] 3] Cl 0 B 6§ 2 5 4 A 9 E ¥ D
SxX) |F| 5]/ 2] Bl 4] Al 99 C 0 3 BE 8§ D 6 y 1
Sx) | 7] 2] C| 5/ 8 4 6 B H 9 1 F D B A D
S(x) |1/ D|F|O| E|] 8 2/ B 7 4 ¢ A 9 83 b b
S(x) |0 35/ 8 6] 9 ¢ 7 D0 AEBE 4 1 F B P
S(x) |0 3|5/ 8 6] C B 717 9B ADUEF 2 1 4
Sex)|0] 3| 5]/ 8 6] Al Fl 4 H DO 9 2 1 7 C B
Sux)| 0] 3|58 6/ C B 7 A 4 9 B F 1 2 D
Sx)| 7| C|E| 9] 2] 1] 5 H B g D 0 4 8 A B
Ss(x) |4|A| 1] 6|8 F 71 C 3 0 BE D 5 9 B P
S4x)|2| F| C| 1| 5| 6/ A/’ DL f § 3 4 0 B 9 |
Ss(xX) |F| 4] 5]/ 8 9 7 20 ] A 3 0 E 6 €C D B

4. Differential Cryptanalysis

Differential cryptanalysis [7] is a cryptanalysisrin related to cryptographic algorithm which takhe
plaintext in blocks or stream. It will investigatew difference of change in input can affect thgpatichange.
Considering block cipher that refers to few techeig|for depicting variations on the network of sfanmation,
discovering the ciphertext exhibits some nonranddmraracteristics and secret key taken back by uiisy
nonrandom property. Differential cryptanalysis isrmally a chosen-plaintext attack [8]; the crackan
retrieve ciphertext from known plaintext. Their biigal data rely on S- boxes used for encipher the
attacker examines differential, Ay), where Ay = S(X XORAx) XOR S(X) for each S-box.

Noticing the desired output difference between emosr known plain cipher inputs recommends
feasible values of key. If a differential of 1 =>(duggesting difference in LSB of input makes atpoiti
change in LSB) happens with probability of 4/25@&g$pible with the non-linear function in AES cipher)
then for only 4 values (or 2 pairs) of inputs isathlifferential possible. For non-linear functiomheve
key is XOR'ed before assessment then the diffeséntilues are {2,3} and {4,5}. If the attacker sand
the values {6, 7} and gets the correct output diéfece it means key is either 7 XOR K = 3, or 7 X&QR
= 5, meaning the key K is either 3 or 5.In esserfoe,an n-bit non-linear function one must ideally

search as close to f&_l) to reach differential consistency. The differehtittack needs more work to
extract symmetric key. As the maximum chance ofcess in the Differential Distribution Table (DDT)
[9] is 272, the active substitution boxes measured from re2id round-4 are 3, 6 and 7 respectively.

4.1. Characteristics of Differential Cryptanalysis

For any ciphertext, it is mandatory to fix the diffnce in input proper so as to attain the attackess. An
analysis of the algorithm’s internals is taken wpttack highly probable differences through theiois
encryption stages, mentioned as differential charatic [10]. In this method, observing the degit@utput
change between two chosen or unknown plaintexttinpuggests possible key values. Security on difitél
cryptanalysis is essential for contemporary blogkhers. The measure is generally validated by figda
equivalent of lower bound of active substitutiorxés.

The plaintext will be differed by a few numbershits. It is launched as an adaptive chosen-plsi@tack;
the attacker selects plaintext to be encipheredl Kby is unknown) and then performs encryption elated
plaintexts. In extract, for an n-bit non- lineanétion one must ideally inquire as close t 2 as possible to
approach differential uniformity. When this is happd, the differential attack needs more work guae the
key than brute forcing the key. The chance of ssety exhaustive search (Brute-force attack)®fssthce key
size is 64-bits. For the attack to be succeededcltlance of differential characteristics [9] shooédmore than
2% Differential propagation probability of an actigabstitution box at most =2




R.Kousalya, Dr.G.A.Sathish Kumar

Probability of differential characteristics of PREST algorithm = No. of active S-boxes * Probabild§ an
active S-box. - (1)

Probability of differential characteristics of kegpendent S-box = No. of active S-boxes * Prohigbdf an
active S-box*2 (2)

5. Results and Discussion

S-box plays an essential role in security assessmermryptographic algorithm. PRESENT algorithm
consists of single S-box with 16-hexadecimals. Thal tpossibilities of all substitution boxes inaund is 2 x
2* = 2. In key dependent PRESENT algorithm [11], 16 Sdsoare used in a round. Henceforth the total
possibilities of all S-boxes in a round afex2?* x 2 = 2'2 In this paper, security analysis is concludedgsi
active substitution boxes.

Table 4 explains the S-box chosen in a round fere4-bits of plaintext with 80-bits of key. It ipted that
different S-box was chosen in a round. The chofadifferent S-box in a round leads to the fullestemsion of
security by 2.

Table 4 Selection of S-Box

leéazllnbitfs);t (SOKS?/ts) Round Number S-Box chosen

9,31 )

14, 22 )

3, 6,23, 25, 28 S

19, 20 )

13, 15, 16, 24, 27 S

5555ffffeeeeal 11111333335 1,4 S
aaa 555522222 8 S
2,10, 12,30 o)

7 S

18, 21, 26, 29 )

5,11 S

17 Ss

Figure 4 shows simulated result of key dependehbxS-obtained in Python. In this result, ciphertext
generated for the text input. The S box chosemffcryption is &

&) Event Log

P, 4: Run

Figure 4 Encrypted and Decrypted Output
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Figure 5 explains the substitution boxes activatedh round for key dependent technique. The active
substitution boxes are the one with non-zero indfithe count of active substitution boxes [12high then the
algorithm is more secure. Here 7 S-boxes are detiviar 4 rounds.

25

20

15

M Rounds

10 B Number of Active S-Boxes

1 2 3 4 5 6 7 8 9 10

Figure5 Active S-Boxesin each round

Table 5 shows the comparative assessment of pidpaifideciphering in PRESENT and key dependent S-
box algorithm. It is noted that probability of sess to decipher the ciphertext is reduced by 2

Table 5 Comparison of Differential Cryptanalysis

_ Differential Probability Differential Probability for
Rounds | Number of Active S-Boxes for PRESENT algorithm Key Depender_lt PRESENT
algorithm
1 1 2z 2°
2 3 2° 2>
3 6 212 2—48
4 7 214 2—56
5 10 2% 2%
6 12 2~ 2%
7 14 2% 2
8 16 2% 2
9 18 2 2
10 20 AT > T6C

Figure7 Original Image
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Figure 9 Decrypted Image

Figure 7 — 9 shows original image, Encrypted imagd Decrypted image for key dependent technique.
Since each round uses different S-boxes, the peabieehnique is more secure [13] than the exidteatithm.

6. Conclusion

PRESENT algorithm with key dependent technique been designed with 16 S-boxes. In each round,
different S-boxes are chosen and the numbers feastibstitution boxes are increased By Benceforth the
differential probability of key dependent technichas been reduced by. 2The simulated results for text and
image inputs are verified in Python programs. Tedgrmance of lightweight cryptographic systemadidated
by the area and security. Reversible logic gatasdeaused to design a hardware efficient S-box.
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