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Abstract: The automated teller machines (ATM) uses are increasing day by day. Majority of the population uses ATM cards
for shopping and cash withdrawal from ATMs. Along with increasing use of ATM cards the numbers of ATM thefts are also
increasing worldwide. Majority of the ATM thefts are by manipulating or cloning the card. The incidences of physical ATM
attacks by breaking into the ATM are also increasing worldwide. The securities of the customers are important in ATM
transactions. The customers are protected from both physical and fraudulent ATM attacks by enhanced security measures
provided by the bank. Majority of the ATMs provide fraud attacks by using a valid ATM card and PIN which could be easily
identified and manipulated resulting in thefts. This paper discusses about the enhanced security measures implemented like
face recognition, fingerprint identification, sensors to detects physical attacks along with PIN in various literatures. The merits
and demerits of each security systems are compared.
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1. Introduction

Automated teller machine (ATM) allows people to do online transactions, shopping, checking bank balance
and cash withdrawals without going to the bank. There are now more than one ATM per 3000 persons across the
world. It was discovered by John Shepherd-Barron from UK. In India, first ATM was installed by Hongkong and
Shanghai banking corporation (HSBC). ATM service is one of the most important facilities provided by the banks
worldwide to its customers. Banks provide ATM facilities to provide easy availability of money to customers any
time and to reduce their own working cost by reducing staffs to make cash transactions available for customers. In
the present busy world people don’t have enough time to wait in banks for banking transactions and so the banks
improved customer satisfaction [25] by providing electronic banking [1]. The increase in the number of ATMs
made cash transactions easy for common man. But it’s running and maintenance results in difficulties for banks.
Banks usually employs third parties to fill cash and provide maintenance and security [3]. Majority of the
population uses ATM card for online transactions, shopping, cash withdrawals and checking balances of their
account without going to their bank.

In traditional ATM systems transactions are authorized using customers card and personal identification
number (PIN). The transaction is authorized only when they entered PIN matches the data in the server. On the
other hand, as majority of the population are using ATM cards, the numbers of ATM thefts are also increasing
worldwide. The details of the ATM cards like card number, CVV and PIN are saved in majority of the online
shopping sites which may also increase chances of theft if the details are known to another person. Nowadays PIN
can be scanned or hacked [8] easily by using scanning devices or video cameras. ATM thefts usually occur by
putting duplicate cards into the ATM slots and machine is not able to read the original card when it is inserted. So
the machine asks to enter the PIN and the other person watches the PIN from behind. The customer will stop the
transaction thinking the ATM swallowed the card. The thieves empty your account with the plastic sleeve
completely. Since most of the customers are not familiar with ATM transactions they may not remember the PIN.
Therefore people are reluctant to use ATM because of the chances of losing their money if their card is lost or PIN
is identified. The incidence of physical ATM attacks by digging tunnels beneath the ATM, breaking into ATMs
and using explosives are reported worldwide. Since the incidence of ATM robberies, physical attacks and ATM
password hacking are increasing day by day, technology has to be developed to overcome this problem.

The ATM security is affected significantly if either the card or PIN is manipulated by frauds. So the ATM
security has been increased by the bank to provide secure customer transactions. The main purpose of ATM
security is to increase security against ATM frauds. So, to get rid of these security issues the efficient method is to
combine the traditional PIN verification with biometric security and Internet of Things (IOT). In this present era
by combining technologies like 10T and biometrics, ATM services become much more advanced, safe and user
friendly. This paper identifies and compares different ATM security measures and analyzes the merits and
demerits of each system and proposes a multilayer enhanced security system for the ATM counter and
transactions.
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2. Traditional ATM Security Measures

The traditional ATM system works when a customer inserts a valid card and enters the correct PIN which
helps to identify the authorized users and avoid fraud transactions. In card verification stage authorization is
allowed only after inserting a RFID (Radio-frequency identification) into the ATM machine. For authorizing the
RFID Card [3], RFID Reader is used. After checking it with existing data, if both the data matches it will move to
next stage. In this stage various security measures like PIN, face, fingerprint, alert indication, location tracing, 10T
sensors etc are used. If data don’t match it will exit the system as shown in fig. 1. But this security alone cannot
prevent the increasing number of ATM frauds and physical attacks.
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Fig. 1. Architecture flows of traditional security system.

Different literature review suggested various additional technologies to tackle these problems which are
discussed below.

1.1 Face Recognition Technology

Face recognition is done by camera place at the door of ATM counter [2]. The face detection is done by either
biometric technique or computer application which recognizes the customer from image or video frame. The door
will open only if the face is detected. The detection is accomplished by using techniques like blurred human
shapes or skin tones. Face recognition is done by using Haar cascade classifier for face recognition to increase
ATM security [3]. The facial detector is applied on each frame of the captured image. Then a recognition model of
the face is built from the frame using local binary pattern histogram (LBPH) and it is recognized.

1.2 Fingerprint Verification Technology

The fingerprint detected by the sensor is scanned for the biometric trait in the template database [4]. In the
decision module the similarities in the matcher module is checked and authorization is granted.

1.3 Internet of Things (1oT) Technology

The physical ATM attacks can be prevented by using loT techniques [2]. In this paper temperature sensor,
vibration sensors (SW-420, Comparator LM393) and tilt sensors are used. If any one of the above sensors records
value more than the threshold, an alert will be send through face book or twitter by using IoT techniques. The
system will work by using Arduino (ATmega 328) [23].

1.4 Global Positioning System (GPS) and Global System for Mobile Communication (GSM) Technology

ATM attacks can also be reduced by using GSM and GPS technology [5]. If ATM is tampered an SMS will be
send to the main controlling station through GSM. If cash box is robbed it can be tracked by using GPS.

1.5 OTP Verification

The transactions can also be authorized based on OTP verification [3]. The transactions are authorized only
after confirmation of the message by the user which may be a onetime password (OTP) or confirmation message.
The OTP is send by using GSM technology.
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1.6 Card less Transactions

ATM transactions are done without using ATM cards by combining 10T and computer vision for enhancing
ATM security [3]. Transactions are authorized on the basis of face recognition, fingerprint verification and OTP
authentication without ATM card and PIN.

3. Discussions

The different methods of enhancement of ATM security system compared to the traditional ATMs in various
literature papers are analyzed and discussed in the Table 1. A traditional ATM security system uses only ATM
card and PIN to provide safe ATM transactions. Since the incidences of ATM attacks are increasing worldwide
various literatures suggest different technologies to increase ATM security. The different technologies suggested
include face recognition [9], fingerprint verification, OTP authentication, and smart phone applications to prevent
electronic theft. The physical attacks can be prevented by using temperature sensor, vibration sensor or tilt sensor
with 10T technique. The other technologies used include GPS and GSM  technology. Even transactions without
using ATM cards were proposed to increase security. The merits and demerits of different literature papers are
discussed. The technologies used in this paper are ATM card, PIN and Smartphone for ATM security [1]. The
merits of this system are that it will prevent ATM skimming and remote fraud even if card and PIN is not
available by using smart phone technology. The demerits of the system are that ATM transactions cannot be
completed if Smartphone is not working. The technologies used in this paper are ATM card, PIN, face
recognition, temperature sensor, vibration sensor, tilt sensor and loT technique [2]. The merits of this system
include different sensors which are accurate and easily available. It will also prevent both physical and electronic
theft. The demerits of the system are that, system will not capture and store photos and videos during suspicious
activity.

Tablel.Comparision results of the different ATM security systems

390



Turkish Journal of Computer and Mathematics Education Vol.12 No.13 (2021), 388-393

R reh A rtinl
Card/ | Traditional methods Used Types of | Merits | Demerits
Card | PI Fac | Fingerpri | Alert Locatio | loT ATM
less N e nt Indicati | n Senso | Security
on Tracing | rs

[1] | Card | Yes | Yes Yes Protection | Prevent Working
against ATM Smartphone is
electronic | skimming required.
theft. and remote

frauds.

[2] | Card | Yes | Yes Yes Protection | Sensors are | Captured
against accurate photos or
both and easily | videos not
electronic | available. stored
theft and
physical
attacks.

[3] | Card | No | Yes | Yes Yes Yes Protection | Easy, fast | Face

less against and card | recognition is
electronic | less less
theft. transaction. | accurate.

[4] | Card | Yes Yes Protection | Fast and | Fail to identify
against secure. the fingerprint.
electronic Direct contact
theft. causes

hygienic
problem.

[5] | Card | Yes Yes Yes Yes Yes Protection | Secured and | Manipulation
against authenticate | and
both d unauthorized
electronic | Transaction. | entity can
theft and occur  during
physical transaction.
attacks.

[6] | Card | Yes Protection | Cost Limited
against effective. capacity in
electronic individual user
theft. transactions.

The technologies used in this paper are Face recognition, fingerprint verification, OTP authentication,
computer vision and loT technique [3]. The merits of this system include easy, fast and card less transactions in
ATM counter. The demerits of the system are less accuracy of the face recognition technique. The technologies
used in this paper are ATM card, PIN and fingerprint verification [4]. The proposed system is fast and secure. The
demerits of the system are its failure to identify the fingerprint in some cases. There is a chance of card
duplication in some cases. And also it causes hygienic problem as direct contact is required. The technologies
used in this paper are ATM card, PIN, IR sensor GPS, GSM and fingerprint verification [5]. The merits of this
system are secure and authenticated transactions. The demerits of the system are that it can be manipulated and
can cause an unauthorized entity doing the transactions. The technologies used in this paper are ATM card, PIN,
remote ATM video surveillance using M2M technology [6]. The merits of this system are its cost
effectiveness and make ATM safe from intruders and thefts. The demerits of the system are its limited capacity
when coming down to the individual user transactions.

On the basis of analyses of different literatures it was concluded that none of the system provide total security
from both electronic theft and physical attacks. This research helps to compare different concepts which can be
added to the traditional ATM security [10]-[17] to provide a safe and secure ATM system. This research may also
help in future to develop a multilayer ATM security system. Based on the analysis we would like to suggest a
system in the future which can increase ATM security [24] by combining technologies like ATM card, PIN, face
recognition, fingerprint identification, and GSM technology to reduce chances of electronic theft. Physical attacks
can be prevented by adding loT based techniques which include the use of sensors to detect changes in
temperature and humidity. So by combining above technologies both electronic theft and physical attacks can be
prevented.
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4. Conclusions

In this literature review different method of ATM security measures were analyzed and compared. The recent
trend is to combine the traditional PIN verification along with either biometrics or 10T. But fingerprint is the most
commonly used biometric technology [18]-[22]. The combination of various techniques ensures that ATMs are
secure from different attacks. The various methods discussed in this paper are yet to be implemented. Some of
the systems are cost efficient but others are not. Therefore it is necessary to design and implement a method that is
least expensive and provide multilayer security. In the future we can increase ATM security by combining
technologies like ATM card, PIN, face recognition [7], fingerprint identification [12], and GSM technology to
reduce chances of electronic theft. Physical attacks can be prevented by adding IoT based techniques which
include the use of sensors like  temperature sensor, humidity sensor and MEMS sensor. So this novel
methodology helps to prevent both physical and ATM related fraud attacks.
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