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Abstract: Nowadays, both the Web of Things (WoT) and the Internet of Things (IoT) have become important areas in every
aspect of our lives. This technology is supposed to link billions of devices, which leads to an enormous number of
communications between devices that will produce a huge amount of sensitive information, and to protect that information
from unauthorized persons to access and manipulate it. Given this, encryption algorithms are introduced as a solution to

protect the security of sensitive information. In this paper, algorithms of encryption are compared for the security of data.
Keywords: WoT, Algorithms of Encryption, 10T, Security WoT, Security 10T, Encryption Algorithms Comparison.

1. Introduction

Nowadays, the internet user base is growing at a rapid rate. The internet is used by billions of people around
the world to perform different activities, including browsing, online gaming, sending and receiving emails, and
many other tasks. with a growing population, there is also a rapid rise in the number of people gaining access to
internet networks and global information [1].

These technological advancements are laying a promising foundation for new applications and services for
WoT that empower the lives of people every day. WoT has emerged as an application platform for 1oT. Much like
the web on the Internet the maturity of web services has pushed the web platform to host services exposed by
things in the real world. Continuously constructing connections between the physical and virtual worlds are these
modern WoT services and related applications [2][3].

However, WoT not only inherits from 10T its distinctive features but also many security and privacy problems.
The heterogeneous and restricted nature of things, identity management (identification and authentication),
protection, physical and digital access to devices, and trust are directly related to these problems. Since WoT is
characterized by openness and sharing of resources, so these resources and data must be protected from malicious
interferences. Accordingly, there are many encryption algorithms that have been suggested to overcome the
privacy and security problem[4].

2. Literature Survey

Mingyuan Xin used Hybrid encryption algorithm which has combined AES and ECC algorithms to provide
data transmission security for Internet of Things [5].

Afsoon Yousefi and Seyed Mahdi Jameii used the HAN algorithm that combines the AES algorithm for
symmetric encryption with the NTRU algorithm for asymmetric encryption to reduce safety risks, enhance
encryption speed, and reduce computational complexity. The purpose of this hybrid algorithm was to achieved
information integrity, confidentiality, and non-repudiation in data exchange for 10T [6].

Ahmed H. Mohammed and Mohamed Mosa Jafer proposed an algorithm that relies on a lightweight encryption
called (LWAES). The goals to be achieved this system first: highest speed into encrypt and decrypt by replacing
the Mix Columns stage found in AES with simple SHIFT operations because the Mix Columns stage is the most
requested computational stage in AES design, and thus it consumes most of the time needed for encryption and
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decryption. This process took the time from the start of the sensor reading to the moment the user recalled it from
1 to 8 seconds. Second, the modified LWAES algorithm provides Security was good to a web of things, with the
encryption process was faster and lightweight in the storage process [7].

Haider K. Hoomod et al used the Speck-SHA3 (SSHA) algorithm resulting from a modification to the SHA-3
algorithm by replacing the KECCAK function with another very fast algorithm SPECK, which produces a very
fast algorithm with a strong security level reliable in the validation of the data produced by the sensors. Also, the
extended logistic system is used to generate the initial values that the SHA3 algorithm uses to make these values
unknown which the intruder cannot guess or recognize. This algorithm achieved SSHA, the speed was this
algorithm much faster than the SHA-3 algorithm, with the ability to provide a good level of data security and
integrity in a WoT environment compared to the level of security provided by the original SHA-3 algorithm. also,
the SSHA algorithm could be used in 10T systems that need methods to quickly and securely verify data integrity

[8].

B.Vinayaga Sundaram et al suggested encryption and hashing algorithms, where used RC-5, Skipjack, and
AES. The purposed to be achieved confidentiality assurance where attackers cannot interpret the encrypted-text
that was sent, also ensure integrity (the encrypted-text has not been changed) by being used a hashing algorithm.
The algorithm is not vulnerable to brute force attacks due to its key length (128 bits), it does not have any weak
keys. Confusion and diffusion are also achieved through this algorithm [9].

Dian Rachmawati et al used a hybrid cipher system is a combination between the algorithm of IDEA
(International Data Encryption Algorithm) symmetry and the algorithm of knapsack asymmetry. The most
prominent results achieved are: (1) It was found that the IDEA and Knapsack algorithms meet data integrity
standards. The result of the message decoding test is that the encrypted text will be the same as the initial plain
text (the original message). The result is that the decryption test of the encryption key will be the same as the key
that was used to encrypt the messages. (2) From testing five files with different text and character lengths, the
average coding time is 9.6ms. While the average decoding time is 6ms. Therefore, it can be concluded that the
time to decode the message is shorter than the time to encode the message. (3) The technology of a hybrid
encryption system, the message encryption using IDEA can protect the information contained in the message, and
the encryption key using the knapsack algorithm can secure the key distribution [10].

Sameena Shah et al discussed potential attacks and security threats on the 10T network, and also presented
solutions related to the physical security of 10T devices under a restricted environment and the need for security in
the network and encryption are implemented [11].

The researchers provide the information needed to solve some of the security and privacy problems found in
WoT. Luigi Catuogno and Stefano Turchi have also analyzed those problems and explained that publishing the
current Security and Privacy solutions and technologies in the WoT is not an easy matter due to their potential
breadth, intrinsic inhomogeneity, and the wide diversity of the entities [12].

Vithya Vijayalakshmi and Dr. L. Arockiam suggested a multi-level encryption mechanism using Merkle-
Hellman and Elliptic Curve Cryptography (ECC) which encrypts the data in two steps: the first step, the data is
encrypted by the Merkle-hellman cryptosystem. In the second step, the cipher text from the first step as an input
to the ECC. Then sent the encrypted text generated from two algorithms to the cloud server to be stored there. The
purposed to be achieved the security of the sensed data and did not enable unauthorized persons to access it, also
improving the computation time [13].

Shiva Prakash and Ashish Rajput used a hybrid algorithm that included the advantage of the two algorithms:
the symmetric key algorithm is AES (advanced encryption standard) and the asymmetric key algorithm is ECC
(elliptic curve cryptography), in which ECC was used to generate and share keys, and AES is to encrypt and
decrypt data. The purposed to be achieved data integrity and confidentiality with minimal use of system resources
thus providing data security as well as the proposed hybrid algorithm provides greater security than AES and
consumes less resources and time than ECC [14].

The researchers in [15] presented an analysis of the current situation and concerns related to the Internet of
Things (loT) security, as well as an overview of security principles, security challenges, and technological,
proposed countermeasures, and future directions for securing the Internet of Things.

Dian Rachmawati et al used A hybrid cryptosystem method consisting of the symmetric algorithm is Tiny
Encryption Algorithm (TEA) and the asymmetric algorithm is LUC, which is the file encrypt and decrypt by TEA
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and the encrypting and decrypting of the TEA key by LUC. The result of this method fulfilled the requirements of
the integrity side in the encryption, where the encrypted text size was increased by sixteen bytes with an increase
in the length of the plain text by eight characters. Also, this system can secure the file that has the extension * .pdf,
* txt, * .rtf, * .doc, * .docx and *. otd [16].

Pavithra Kanagaraj and Manivannan Doraipandian proposed the hybrid cryptosystem, included the advantages
of each (Advanced Encryption Standard (AES)) is a symmetric algorithm and (Rivest - Shamir - Adleman (RSA))
is an asymmetric algorithm to produce a hybrid algorithm. 4086 bits of paired keys are produced by RSA. In order
to be provided better security for the system where it is difficult to attack, it is provided good key management,
and it was also found that the calculation time that the program takes is less compared to the original algorithms
[17].

M. Sri Lakshmi and V. Srikanth discussed lightweight encryption algorithms for data security in the IoT
network which is still vulnerable to different types of attacks. Also explained that the traditional algorithms are not
sufficient to guarantee data security in the resource-limited environment of 10T [18].

Sumit Singh Dhanda et al presented a comprehensive study on lightweight encryption algorithms as a solution
to the resource-limited devices security problem of the Internet of Things and also discussed 21 lightweight block
algorithms, 19 lightweight stream algorithms, 9 lightweight hash functions, and 5 different types of curve coding
Elliptical (ECC)[19].

3. The Overview of Architectures

The WoT's basic architecture is split into four layers as shown in figure (1). Layer one is the access layer is
considered the most important because it provides a means of connecting devices to the web by providing a web
application programming interface. Layer two is a find layer that defines the criteria for easy device use by
customers and other applications. It allows devices findable on the web by search engines and other web indexes.

Access Layer

HTML JSON HTTP
REST API Gateway <

COAP URIURL

Find Layer =,
Search Engines linkedData ,——— ()
Semantic Web

Link Header = REST Crawler

- o o
- o o

Figure. 1 Layered Architecture WoT

Layer three is the shared layer that defines the secure and efficient sharing of data created by WoT devices
across the web. Lastly the compared layer simplifies creating applications that include WoT and web services and
also responsible for making use of the tools [20]. As well as, the infrastructure of the 10T consists of three layers,
as shown in figure (2). The physical layer or layer of perception which is primarily concerned with identifying the
objects and collecting the data and this layer contains Near Field Communication(NFC), Global Positioning
System(GPS), Wireless Sensor Network(WSN), Radio-Frequency ldentification (RFID), and so on. In addition,
this layer transforms the data into digital signals obtained from sensors and then used for data transmission.
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3 Application Layer

Network Layer

Figure. 2 Layered Architecture 0T

The network layer that sensibility the data from devices 10T and transfers it into the cloud. Which huge amount
of the data would be transferred to the next layer through the network. Transmission in this layer involves WIFI,
4G,3G, ZigBee, Bluetooth, infrared technology, UMB, and other types of transmission. Finally, the application
layer deals with data representation and provides an interface for the user, by sending commands over the network,
to monitor or even control variables [20,21,10].

4.  Cryptography for WoT and loT

Cryptography involves hidden words or the study of data concealment and verification which includes the use
of algorithms, protocols, and strategies to prevent access to sensitive information by unauthorized persons while
enabling verification of all components in the communication. In other words, it is a way to protect data by
converting it into encrypted text [23][24].

Each of the WoT and loT layers has its own set of procedures and security principles. Algorithms for
cryptography are basically utilized to secure the data. This technology encrypts data necessary to secure it for the
encrypted text during data transmission on the network. Cryptography can be divided into two types: symmetric
and asymmetric algorithms. The symmetric encryption process is a process where the same key is used for every
encrypting and decrypting process, this method is characterized by speed and less complexity. But the security is
less because it uses the same key in both processes. Also, in the encryption process of asymmetric which uses
private and public keys into the encrypt/decrypt process, respectively, this method is slow and complex, but it
provides a high level of security [22].

5. Comparison for Various Encryption Algorithms

The table 1 gives the comparison between encryption algorithms previously discussed in literature survey with
respect to structure, block size, key size, round, and features.

The Table (1) Comparative of The Algorithms

REF. ALGORITH ARCHITECT BLO KEY ROUN FEATUR
NO MS URE CK SIZE DS ES
SIZE
[6] AES Substitution- 128 128,1 10, 12, It is the
Permutation bits 92, 256 14 best in
Network bits encryption
performance
and security,
thus excellent
Security.
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[5] ECC Public Key variab Varia 1 Faster
Algorithm le ble and speed, higher
More security, low
than requirements
symmetri for
c bandwidth
and smaller
storage space.
[9] RC-5 Feistel Network 32,64, 0to 0to Good
128 bits 2048 bits | 255 security but it
uses more
CPU power.
[10] IDEA Lai—Massey 64-bit 128- 8 The
scheme bit fastest in
encrypt time,
speed, and
flexibility.
[16] TEA Feistel network 64 bits 128 variable Fast
bits speed and
most efficient
[17] RSA Public Key 128 1,024 1 Low
Algorithm bits to Speed and
4,096 excellent
Security
[8] SPECK Feistel network 32- 64- 22-34 Fast
128 256 speed, good
security

6. Outcomes and Discussion

This section explains the performance analysis based on the results of different researchers and deals with the
security aspects in developing an encryption algorithm based on the evaluation criteria. As some researchers focus
heavily on surveying encryption algorithms and evaluating their performance, in general, block cipher performance
depends on block size and key size. The large block size will make the algorithm faster because a large portion of
the data will be encrypted in one execution cycle. Likewise, a small block of data requires more execution cycles
which increases the total execution time. On the other hand, large key size will affect the performance of the
algorithm because all the main bits participate in the implementation of the algorithm that makes the performance
slower. But at the same time, it provides more security of the algorithm and thus provides more protection against
the cryptanalyst. Therefore, from the above table, the results show that the AES, IDEA, SPECK, TEA algorithms
are the fastest in encryption time, speed, and flexibility. The results also prove that the SPECK and AES algorithms
are the best in security, flexibility, stronger encryption performance, and the most efficient in comparison with
other's algorithms.

7. Conclusion

IoT and WoT are two of the most important modern technologies for future systems everywhere. Data that was
done Created by these two technologies must be protected. Hence, different types of encryption algorithms are
used to transmit data securely. Each algorithm has various performances based on its block size, key size, rounds,
and also its architecture (structure). The encryption algorithms used for IoT and WoT devices should have different
considerations, taking into account the limited resources of these devices to improve device performance in
addition to maintaining security as a priority.
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