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Abstract—

At remote locations where mobile networks are not present and remote sensing cannot provide enough
information, an ad-hoc network with rechargeable nodes can be implemented. This paper discusses an ad-hoc
network of camera based wireless intrusion detection system. In the proposed system each node has been
implemented using a motion sensor, digital camera, transmission module, and solar-powered battery. Function of
every node is to continuously monitor the occurrence of any intrusion in its range by using a motion detection
sensor. The motion sensor triggers the digital camera only when the intrusion occurs. After triggering, camera
gets switched on instantaneously and starts capturing the visual data. This recorded visual data is transmitted
serially to the base station using Zigbee or Bluetooth transmission module. At the base station, the received
information is decoded to obtain visual data. For keeping track of all nodes present in a network, the battery
voltage level is also transmitted from each node to the base station at fixed time intervals. Various image
parameters are calculated and the energy efficiency of the system is also evaluated at the base station. It is found
that the wireless intrusion detection system presented in this paper is reliable and energy efficient.
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1. INTRODUCTION

A Wireless Sensor Network (WSN) is a type of ad hoc network consisting of sensor nodes connected
to base station. Each node contains a sensor, processor, trans-receiver and battery. These nodes sense
the surrounding environment and transmit the report to the base station. The life-time of WSN depends
upon the average life-time of its nodes. WSN nodes mostly monitor the scalar data like temperature,
pressure, humidity etc. The base station receives data from each node in the network connected to it.
Distinct wireless technologies can be used to transmit the data depending upon the distance between
nodes and base stations. Base stations can transmit data further to other networks or over the internet.

Now-a-days, security has become a prime issue in all spheres of life. Different security application
systems are developed to provide security for homes, hospitals, market places, etc. Presently continuous
monitoring camera systems are deployed everywhere to monitor the area continuously. The biggest
disadvantage of continuous monitoring is that it captures the data continuously and hence lot of
redundant data is generated. It is very difficult to store such huge data and to process it further for
extracting the required necessary information. Thus event-based capturing of visual data provides a
solution for the above problem.

Previously carried out research work on camera-based intrusion detection system generally uses
different image processing techniques like frame differencing [1], background subtraction, etc. Some
intrusion detection systems which do not have a camera can detect intrusion using either Wi-Fi signals
[2] or Passive InfraRed (PIR) sensors [3]. The proposed method in this paper is event-driven that
captures and transmits visual data. This visual data consist of photo or video. Different wireless
transmission technologies can be used in this system depending upon the distance between node and
base station. For nodes placed near to base station, Bluetooth can be applied and when nodes are away,
Zigbee is used. As solar energy is abundantly available in India for most of the time in a year, the solar
panel with a rechargeable battery is the best alternative to any conventional power source. The solar
powered node based system discussed in this paper is more appropriate for remote locations as it has a
long life-time and power dissipation is low.

This paper contains the following sections: Section 11 discusses the related work performed in an area
on intrusion detection. Section Ill explains the intruder detection system. In Section 1V, image
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parameters are evaluated. Section V evaluates the energy efficiency of a system, followed by
conclusions in Section VI.

2. RELATED WORK

A. Mishra et al. [4] propose artificial neural network (ANN) based border intrusion detection by using
WSN. Light and sound data sensors are deployed and ANN is trained using this data. Y. Jin, et al. [5]
provides a home-level intrusion detection system. This system uses the Received Signal Strength
Indicator i.e. RSSI of Wi-Fi signal to detect the intrusion. S. K. Roy, et al. [6] proposes a Zigbee-based
agriculture intrusion detection system. WSN consisting of Passive Infra-Red (PIR) and ultrasonic
sensors are used to detect the motion and position of the intruder in the field. Y. Gu, et al. [7] present
an RF-based device-free motion detection system named Mo-Sense that works on commodity Wi-Fi
devices. Motion is detected when Wi-Fi signals present everywhere are attenuated. Thus it's a
transparent and real-time system. T. Choubisa et al. [8] paper describes the challenges faced during the
deployment of PIR sensors-based nodes of WSN in any outdoor environment.

K. C. Sahoo and U. C. Pati [9] developed PIR sensor-based intruder detection system using the Zighee
module. At the base station, the microcontroller interprets the signal and sends a text message to the
concerned person by using a GSM module. D. ALshukri et al. [10] propose an intelligent border area
intrusion detection system that uses a thermal imaging camera (FLIR) to detect the intrusion of objects
or persons. Spotlight with infrared and laser gun is also present to illuminate the area under different
conditions. C. Pham [11] proposed multi camera-based wireless intrusion detection system based on a
criticality-based scheduling approach used to integrate all the camera sensor nodes. Each camera uses
pixel-based image differencing to detect the intrusion. R. Singh and Gajendra Asutkar [12] presented a
survey paper that discusses the various methods for monitoring and tracking wild animals in the forest
using wireless sensor networks and GPS systems.

S.K. Mohapatra et al. [13] proposed a big data analytic architecture to analyze the vast data generated
from camera sensor nodes. These nodes can move and rotate individually and form a barrier to detect
the occurrence of an intruder in the monitored area. J. L. Raheja et al. [14] present across border intruder
detection systems using Kinetic sensors. These sensors extract only the skeleton from full-frame and
this feature is explored and further classified using a neural network. Seung Hyun Kim et al. [15]
designed an intrusion detection system to protect the nuclear power plant. A virtual fence is set up using
these nodes and neural network-based classification is used. Lee et al. [16] paper illustrate an outline
of video wireless sensor networks in which Quality of Service (QoS) is evaluated based on parameters
such as allocated energy, capture rate, and transmitted power. These parameters are optimized to
improve QoS and the network is said to be energy efficient.

From the previous work done in this area, it is observed that PIR sensors are widely used for motion
detection as they are cheap, robust, and reliable. PIR is a low-power device that can detect intrusion
even in the dark. Most of the intruder detection systems use only PIR sensors. Though this motion
detection technique does not require any processing at the node, it also does not provide any idea about
the type of intruder. Few researchers have used only cameras for intrusion detection by using image
processing techniques like frame differencing, background subtraction, edge detection, etc. Video
camera-based motion detection techniques [17] [18] require more power, continuous processing, and
proper illumination conditions. From most of the research carried out in this area, it can be observed
that a low-power camera-based intrusion detection system has not been implemented.

The proposed system in this paper overcomes the previous research work drawbacks by providing a
complete solution for energy-efficient intrusion detection at remote locations.

3. INTRUDER DETECTION SYSTEM

3.1 System Architecture

The wireless network is made up of base stations and nodes spread over in the surveillance area. All
the nodes are connected simultaneously to a base station in a star topology. Each of the nodes acts as a
solar-powered standalone system. These nodes can be placed at various key locations in a monitored
area [19]. If any one of the nodes senses motion, it captures the video / photo and transmits this video
data serially [20] over the wireless network to the base station. When there is no motion, the digital
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camera remains non-functional. At the base station, the serial data is received using a serial terminal
and decoded back to obtain the video / photo. The visual data further helps to predict the activity and
behaviour of the intruder in detail.

~
PIR Motion Sensor Open MV Camera with H Transmission Module

4[ Solar-Powered Battery

Fig 1 Node architecture

Fig 1 shows the node architecture, which consists of the PIR sensor, Open MV M7 Cam module with
an embedded processor, transmission module, and solar-powered battery. PIR sensor is used for motion
detection, whose output is connected to the input of the Open MV M7 Cam module. The output of Open
MV Cam is connected to the input of the transmission module, which connects the node to the base
station wirelessly. These three modules are powered using rechargeable batteries connected to solar
panels. All the nodes connected in the WSN have a similar architecture, while the type of transmission
module can be different.

3.2 Node Implementation

Fig 2(a) shows the outer view of a hardware implementation of a WSN node that can be mounted at
any required location. Fig 2(b) shows the internal node circuit, which is made up of Open MV M7 Cam
with inserted SD card, PIR sensor, Hc-05 Bluetooth transmission module, battery, and solar panel.
These nodes can be used to monitor areas within the range of 10 meters from the base station. Fig 2(c)
displays the internal circuit that comprises Open MV Cam with inserted SD card, PIR sensor, Zighee
S2C transmission module, and solar-powered battery. These nodes can be used to monitor the area in
the range of 10 to 100 meters from the base station.

Open MV Cam module is a python based, low-power machine vision module. This module has a
camera integrated on a small board that runs on the Micro Python operating system. It has an inbuilt
OV7725 image sensor, ARM Cortex M7 processor, which runs at 216 MHz and has 512KB of RAM
with 2 MB flash memory. It needs to be programmed using the Open MV integrated development
environment. A micro SD card that is placed in its socket capable of 100Mbs reads/writes due to which
Open MV Cam can record video. It is expandable by attaching shields to create a customized circuit. A
major advantage of this module is that it turns on instantaneously when the signal is received.

PIR sensors are used for motion detection [21]. These sensors are low-cost, low power, small-sized,
and thus suitable for WSN. All objects emit infrared (IR) radiations, and the PIR sensor can measure
them for objects in their field of view. The term passive indicates that PIR devices neither produce nor
radiate any kind of energy for sensing the environment. PIR can sense the changes in the amount of
infrared radiation, which differs based on temperature, surface characteristics of the objects as well as
the distance between object and sensor. If any object passes in front of the stationary background,
temperature change occurs at that point. PIR sensor detects this variation as a change in radiations and
gives an output that signifies motion detection.
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Fig 2(a) Wireless node Fig2(b) Wireless node internal circuit using Hc-05

Solar Panel

Battery

Open MV Cam with
SD card

PIR Sensor

Zighee module

Fig 2(c) Internal circuit of WSN node using Zigbee S2C

Bluetooth wireless technology operates on IEEE 802.15.1 protocol. Here Hc-05 Bluetooth module is
used, which has a short-range of up to 10 meters and wireless transmission depends upon the
atmospheric and geographical conditions. Hc-05 is a serial communication device that serially transmits
the data to the base station. Zigbee modules are used for long-range as compared to Bluetooth modules.
Zigbee is a secure, reliable, cheap, low data rate and low power network protocol based on IEEE
802.11.04 standard. It can cover a range of up to 100 meters for a direct line of sight. Zigbee is suitable
for infrequent, low-power serial data transmission.

A simple 6V, 4.5Ah lead acid battery connected solar panel is used to power up the circuit. This
battery is used because of its easy availability, has higher cell voltage, and lower cost. This battery is
connected to the node circuit via voltage regulator IC7805 for getting the constant output voltage. The
battery is recharged by using a solar panel mounted at the top of the node. Solar-powered battery thus
helps to increase the life-time of the node, which in turn extends the life of the entire network.

4, SYSTEM FUNCTIONING
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Fig 3(@) shows the flowchart for the WSN node. When the node is turned on, the PIR sensor
immediately starts to monitor the area in its range continuously to detect an event. Event is defined as
the occurrence of motion of any object in the given area. PIR sensor generates a signal whenever a
motion is detected in its range. This signal turns on Open MV Cam instantaneously and it starts
capturing the video / photo with the help of a Micro SD card mounted on the Open MV Cam module.
Captured visual data is first saved in the SD card and then converted to serial format. This data is further
transmitted serially to the base station through the transmission module. When the motion does not
occur, live value of battery voltage is transmitted. As the visual data is saved before transmission at
node end, the data can be recovered from the node, if any frame loss occurs during transmission. All
the nodes consume low power as the redundant data is not captured due to event detection. Open MV
Cam present in the system uses VGA (Video Graphics Array) digital image frame format for capturing
gray scale video or gray scale snapshot. The frame size can be varied, if required. If the frame size is
increased, the number of bytes transmitted will increase, which will enhance frame quality, but more
time and energy will be required for transmission. Thus the tradeoff between frame quality and
transmission time needs to be decided depending upon the specific application of intrusion detection
system. Open MV Cam is programmed such that it reads the pin input obtained from the PIR sensor.

Check PIR sensor output <

Transmit battery
voltage

Motion
occurs?

Turn on the camera

A 4

Capture the video/ photo

'

Save the captured video/ photo

'

Convert data into serial

!

Transmit data serially to base station

Fig 3(a) Flow chart for WSN node
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When the Open MV pin connected to PIR reads 1, Open MV will capture and transmit the video / photo.
If it reads 0, Open MV measures the battery voltage and transmits it. UART transmitter terminal of
Open MV is connected to the receiver terminal of the transmission module. UART receiver terminal of
Open MV is connected to transmit terminal of the transmission module. These pin connections are
similar for both the transmission modules (Zigbee or Bluetooth) for serial data exchange. The Baud rate
for the Bluetooth module is fixed at 9600 bps and for the Zigbee, transmission module is set at 19200
bps.

For Zigbee S2C module, three different baud rates: 9600bps, 19200bps and 38400bps are compared.
At each baud rate, frame delay and frame loss are calculated by transmitting similar video 10 times
from node to base station. It was observed that as the baud rate is increased from 9600bps to 38400bps
the frame delay is reduced but the frame loss occurs at 38400bps. Frame loss does not occur at 9600bps
and 19200bps. Thus 19200bps is a reliable baud rate as frame delay is less as compared to 9600bps and
frame loss is prevented.

Table 1: System parameter specification

Parameters Specification
Frame size 160X120 (QQVGA)

Video format Greyscale

9600 bps (Hc-05),
Baud rate 19200 Eps((Zigbe)e)
Transmission range 10m (HF'OS)
100 m (Zigbee)

PIR range 10m

Table 1 shows the system parameters and their specifications. These specifications include digital image
frame size, format for video, baud rate for serial transmission. Fig 3(b) shows the flowchart for the base
station where received data is processed. Zigbee module or Bluetooth module connected at the base
station receives data from the serial input terminal. Received data is converted back into frames and
displayed. If the received length of bytes is less than 52900, it means frames are not present. During
this time battery voltage is displayed. Finally, different image parameters are evaluated to find out and

improve the quality of received image frames.

> Check the serial com port for input

Display battery Long length

voltage of bytes?

Decode the received data

v

Obtain the video frames

Calculate various parameters I
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Fig 3(b) Flowchart for base station

To display received serial data, here X-CTU is used as shown in fig 4. For displaying the data
received, a separate X-CTU terminal needs to be opened for each node as every node is connected via
a different com port. The baud rate of the respective node also needs to be specified.This X-CTU
terminal is also used to configure the Zigbee modules as transmitters or receivers. The baud rate for the
Zigbee receiver module is set at 19200 bps. Hc-05 Bluetooth transmission module is by default
configured in data mode, which enables data exchange. The baud rate for the Bluetooth receiver module
is set at 9600 bps. The Hc-05 module is used as the node end as a transmitter and the in-built Bluetooth
of the computer is used at the receiver end in this system. If in-built Bluetooth is not present at the base
station, then the Hc-05 module is connected to the base station and configured as a receiver.

Serial data received at the base station is displayed in the HEX form, as shown in fig. 4. Transmitted
image frames from the node end are shown in fig 5 (a, b). Corresponding decoded frames at the receiver
end are shown in fig 6 (a, b). These frames are converted into a video, which can be further analyzed or
transmitted, as per the requirement. To keep track of all nodes in the network, the measurement of the
battery voltage of each node is sent to base station at regular intervals from the node end. This helps to
check the live battery status of all the nodes. If any battery related issue occurs, then it can be easily
figured out.

BB [com12] X-CTU — =
About  XModem
PC Settings | Range Test  Teminal | tModem Configuration |

Line Status Close
| HE D ﬁ—l'om > [FTST [Breal | comimt

= 5.141392vA 31 33 39 32 76 41 44
DC = 43 20 3D 20 35 2E 31 36 39 32 33 31

Hide
Hex

Clear
Screen

Azsemble
Packet

5.115018vADC |76 41 44 43 20 3D 20 35 2E 31 34 31
= 5.139927vA |33 39 32 76 41 44 43 20 3D 20 35 2E
pc = 31 32 30 38 37 39 76 41 44 43 20 3D
5 128205VADC 20 35 2E 31 34 31 33 39 32 76 41 44
= 5.132601vAa |43 20 3D 20 35 2E 31 31 35 30 31 38
DC = 76 41 44 43 20 3D 20 35 2E 31 33 39
5.103297VADC 39 32 37 76 41 44 43 20 3D 20 35 2E
= 5.131135vA 31 32 38 32 30 35 76 41 44 43 20 3D

= 20 35 2E 31 33 32 36 30 31 76 41 44
5 101831vADC |43 20 3D 20 35 2E 31 30 33 32 39 37
= 5 126740vA |76 41 44 43 20 3D 20 35 2E 31 33 31

5 097436VADC 31 30 31 38 33 31 76 41 44 43 20 3D
= 5.120879vA |20 35 2E 31 32 36 37 34 30 76 41 44
DC = 43 20 3D 20 35 2E 30 39 37 34 33 306
5.113553vADC |76 41 44 43 20 3D 20 35 2E 31 32 30
= 5.101831wvA |38 37 39 76 41 44 43 20 3D 20 35 2E
DC = 31 31 33 35 35 33 76 41 44 43 20 3D
5.091575vADC |20 35 2E 31 30 31 38 33 31 76 41 44
= 5 110623wA |43 20 3D 20 35 2E 30 39 31 35 37 35

5 103297VADC 36 32 33 76 41 44 43 20 3D 20 35 2E
= 5.094505vA |31 30 33 32 39 37 76 41 44 43 20 3D

5.0§4505VADC 43 20 3D 20 35 2E 30 39 34 35 30 35
= 5.079854vA |76 41 44 43 20 3D 20 35 2E 30 37 39

DC = 38 35 34 76 41 44 43 20 3D 20 35 2E
5.106227v| 31 30 36 32 32 37 76
COMI12 9600 6M-1 FLOW:NONE R 212568 bytes |

Fig 4 XCT-U terminal at the base station

- (a) gl LRSS N (b)x -

Fig. 5 Transmitted frames
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(a) (b)

Fig. 6 Received frames

5. IMAGE PARAMETERS
Image parameters are used to find out the quality of the received image as compared to its
corresponding transmitted image. For the above system, different image parameters [22][23] are
calculated such as Mean Square Error (MSE), Peak Signal to Noise Ratio (PSNR), and Structural
Similarity Index (SI). These parameters for eight different frames are listed in Table 2. These parameters
also show the level of distortion in the received image [24]. These parameters are defined as:

5.1.Mean Square Error (MSE)
It is the progressive square of the error between the transmitted image and the received image.

1 .. .o
MSE = ——¥in=1 Zn=1{T(0.)) — R(i, N} 1)
Where T(i,j) is the transmitted image, R(i,j) is the received image, and the dimension of the image is
M XN
5.2. PEAK SIGNAL TO NOISE RATIO (PSNR)
In this system, the transmitted image represents a signal, and transmission losses represent noise. This

ratio of signal to noise displays the quality of the received image.
Max3

PSNR = 10log; = )

Here, Maxo is the maximum value of pixels in the given image, every pixel constitutes 8 bits, therefore
Maxo = 2"-1=255, n is bits per pixel.
5.3. STRUCTURAL SIMILARITY INDEX (SI)

Total error among images and received images is given by MSE and PSNR. But SI measures the
deterioration in structural information for a received image concerning the transmitted image. Thus Sl
gives the similarity among these two images. The value of Sl varies from 0 and 1. For two perfectly
similar images, the value of Sl is 1. The value of SI lowers when dissimilarity increases and becomes
zero when two compared images are dissimilar.

(20xuy+C1)(20xy+C2)
SIGY) = s re@Erogecy )

Here x is the transmitted image of size NXN and y is the received image of size NXN. px and Ly is the
average value of x and vy, respectively. 09?,03% is the variance and ay,, is the covariance of x and y,
respectively.

All the above image parameters are calculated and listed in Table 2. These image parameters are
evaluated based on the transmitted video frames by Open MV Cam, as shown in fig 5, to the received
video frames at the base station as shown in fig 6. The average value of MSE is found out to be 17.6295,
an average value of PSNR is 23.2642 and the average value of Sl is 0.6701, which is largely acceptable.

Table 2: Image parameters

Frame MSE PSNR Sl

No.

Frame 1 17.41093 | 23.31436 | 0.667947
3 3

Frame 2 17.21625 | 23.41203 | 0.671006
0 2

Frame 3 13.18017 | 25.73238 | 0.827747
4 1

Frame 4 19.02278 | 22.54532 | 0.631642
5 2

Frame 5 19.08411 | 22.51736 | 0.628116
1 5

Frame 6 16.74989 | 23.65056 | 0.681712
6 1
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Frame 7 | 19.14622 | 22.48914 | 0.628358
6 0
Frame 8 | 19.22578 | 22.45312 | 0.624357
7 1
6. ENERGY-EFFICIENT SYSTEM

When the image / video is not being transmitted, the voltage level of battery from each node is
transmitted to the base station continuously at fixed time interval. This helps in energy monitoring of
the system and identifying the dead nodes present, if any. A single node is considered for energy
monitoring. Each component of the node circuit is powered by using 6V, 4.5 Ah batteries. For
evaluating the energy efficiency of the system, a fully charged battery is connected to the circuit
without solar cells, and energy is monitored for one life cycle of the battery. The circuit is switched on
and monitored constantly. Fig 7 shows the battery voltage that drops continuously along with time.
Fig 8 shows the power dissipation of the node circuit that remains almost constant with time. Fig 9
displays the energy consumed by the node circuit that increases with time. It is observed that the
circuit can run for nearly 35 hours before the battery dies out and power dissipated is nearly 552mwW
(milliwatts) and energy consumed is about 20Wh (Watt-hours). Battery voltage is measured in volts
and circuit current in milliamperes. These values demonstrate that it is low power and energy-efficient
circuit. This circuit is more suitable for remote locations, as it can work for more than a day even if
the weather is cloudy and sufficient sunlight is not available to recharge the battery. To prolong the
life of this circuit for few more days under such cloudy weather conditions, a more powerful or higher
rating battery has to be applied.
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Fig.8 Power Dissipation
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7. CONCLUSION

The wireless intruder detection system presented in this paper is an embedded system consisting of
low power standalone nodes connected to the base station. As nodes being solar-powered, this system
is suitable for remote locations. The uniqueness of this system lies in avoiding redundant data and
identifying dead nodes, if any. This energy-efficient system is combination of Open MV cam with PIR
sensor and transmission module. Each node performs motion detection by using a PIR sensor and
captures the video/photo by Open MV cam only when the motion occurs. This video/photo of an
intruder is transmitted from node to base station serially by using a transmission module (Bluetooth /
Zigbee). For nodes in short range of up to 10m, Bluetooth hc-05 module at baud rate of 9600bps is used.
From 10m to 100m range Zigbee S2C module is applied inside the nodes at 19200bps, as this baud rate
provides reliable transmission without frame loss. At the base station data from all the nodes is received,
decoded and evaluation of image parameters is carried out to check the quality of received visual data.
It is done by comparing transmitted image frames from nodes with received image frames at the base
station. The average value of PSNR is found to be 22.264 and the average value of Sl is obtained as
0.670. These values confirm that resultant quality of visual data obtained at the base station is up to the
mark for serial data transfer. From an energy monitoring point of view, the circuit is found out to be
energy efficient as the average power dissipation is 551.23 m-Watts and the total energy consumed by
the circuit is 19.286 Watt hrs. This wireless intruder detection system is reliable and optimizes the
power required for transmission.
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