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Abstract: The Internet of Things (IoT) describes the network of advanced microcontroller based embedded
system having capability of connecting and exchanging data with other electronics devices and systems over the
internet. The loT applications are enabling the integration of internet or cyber world with the physical world. It
provides the facility of interaction between human beings and computers with the millions of things, which are
embedded system and other internet connected objects. The System on Chip (SoC) based processor development
platforms are becoming extensively popular in development of different embedded systems and hence, loT
networks because of their low cost, ultra-low power, small size and ease in deployment. In this paper we
investigated the many development platforms, such as Arduino Uno, Raspberry Pi, Beaglebone Black, Adafruit
feather, etc., are made available by the vendors which is revolutionizing the 10T based embedded systems. This
paper depicts review and survey of development platforms and different technologies for the development of the
sophisticated and smart systems for numerous 10T applications. Therefore, extensive literatures survey has been
carried out and studied, and provided a comparative solution to choose a relevant 10T development platform for
various applications.
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1. Introduction

Internet of things (IoT) products are emerging paradigm, that connects many smart physical
devices with each other to form a smart network, that stores and analyses the data on cloud to provide
smart solutions to the users. On the extensive study and survey of the industries, such as sugar factory,
alcohol industry, textile industry, food processing industries or the applications like smart homes,
smart retail, smart cities, Industry 4.0, smart traffic management system etc, it is found that most of the
applications are demanding a smart electronics system for high preciseness and reliability, smart
control and smart decision-making scenario.

It is also found that some applications are using the wired networks for the measurement of
parameters, data acquisition and controlling the process. The wired network ensures the complex
wiring connections; it also exhibits electromagnetic interference in the transmission signal, difficulties
in troubleshooting the problems, etc. Secondly, portability was also the biggest challenge in wired
sensor networks, since these were always connected with the power outlets and network ports in order
to function properly.

To overcome the drawbacks of Wired Sensor Networks (WSN) [1], smart WSN technology
was also introduced, wherein any number of sensor nodes were deployed for collection of the different
parameters, these sensor nodes are equipped with data processing circuits and will collect and transmit
the data at the base station using short range wireless communication like Zigbee [2]. But it is found
that, the WSN also has some limitations like data security, Power management, limited signal strength,
etc. The line of sight or geological restriction will limit the area of the network. Therefore, to
overcome the present-day problem of the industrial sector as well as different smart applications and to
ensure wireless data transfer with high accuracy and reliability, implementation of the 10T based
advanced electronic systems are preferred. 10T is the most trending and revolutionary innovation in
today’s world. Wherein most of the devices networked with the internet, can now connect and share
the data as a smart device [3].
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The 10T is adding true in many smart applications by connecting all the devices on the cloud,
this cloud data let us allow remotely monitor, control and configure systems, and allows us to analyze
the data on a unified platform. It gives the real time glimpse of everything from machine performance,
industrial monitoring, smart homes, smart logistics and smart traffic management [4-5].

On extensive study, it is found that, many researchers are working in the field of IOT and also
suggested the different architecture, platforms, applications, etc. in this field. Therefore, literatures
survey has been carried out and studied, and provided a comparative solution to choose a relevant 10T
development platform for various applications.

2. Literature Survey

Indeed, the Internet of things (loT) is an emerging field of electronics,
ensuring research of applied nature. The salient features of 10T motivate to undertake the research
work in this field. According to the architecture of 10T, it consists of a thousand of self-organizing,
lightweight internet enabled connecting devices, which are used to monitor physical or environmental
conditions. For the deployment of 10T networks, smart sensors and data processing devices should
have capabilities like strong security and encryption, less power consumption, compatibility with
operating systems, data handling and storing, data acquisition and control, different wireless
connectivity scenarios and most importantly, the cost effectiveness [6]. To get started with 10T
project it is important to understand the 10T device characteristics and applications requirement.
Since the 10T technology is rapidly developing it is necessary to have an advanced microcontroller
SoC, which provides data processing and storage capacities [7]. The possibilities of deployment of
0T hardware and software are numerous but 10T hardware must be classified in to two categories
wearable gadgets & devices and embedded systems & boards. Since last decades, Arduino enabled
electronic hobbyists to make their own prototypes. The Mohammad Hoque et al have been designed
the 10T based smart home security systems wherein, passive infrared sensors, also known as motion
sensors temperature sensors, smoke sensors and web cameras are employed for security surveillance
[8]. The Jie Lin et al have been reported the extensive survey and also investigated the fog/edge
computing based loT for many applications [9]. The Sobin have reported and presented the survey on
technical challenges, such as security & privacy, interoperability, scalability and energy efficiency
[10]. It is also observed that, different modules which are available in tiny sized has the ability to be
programmed and deployed in to wireless networks [11]. The mentioned platforms or development
boards are becoming part of our day-to-day activities. Some of the applications of 10T are smart
homes, smart retail, smart cities, Industry 4.0 and smart traffic management system [10]. The
advantages of proposing loT networks are, it has widespread adoption in industries, intelligent
infrastructure signalling, many wearable smart devices and smart factories. Since loT facilitates
novel products and services by reducing cost and improving the efficiency that enhances the utility of
the existing systems [12]. The technical and economic constraints like development and support cost
with the concern about data security and system security are the limitations of this technology [13].
The principles of 0T technology have a large impact on industries and organizations affecting
business strategy, cost and risk management as well as architecture and network design. loT
processors or 10T development boards are having very important role in creating loT network
architectures [14].

3. Architecture of 10T System

There is no single or confirmed consensus over the architecture of 10T network, many
researchers introduced different type of architectures based on layers like Three-layer, Five-layer and
Six-layer architecture. However, the most common architecture is Five-layer architecture that includes
perception layer, transport layer, processing layer, application layer and business layer [15], which is
depicted in Fig. 1.

Whereas in perception layer sensors and smart devices are deployed, that gathers information
and sends it toward network devices using different communication technologies, these network
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devices are part of transport layer. This layer transfers the information from the perception layer to the
processing layer and vice versa through networks such as wireless, 3G, LAN, Bluetooth, RFID, etc.
using network devices like gateways, routers and servers using protocols such as HTTP, MQTT,
CoAP, etc. [10]. The processing layer is storing, analyzing and processing huge amounts of data or
information that comes from the transport layer. It supports many technologies useful for loT
applications, such as databases, cloud computing and big data processing modules. The issues related
with this layer are integration and authentication of the data transported in the network [16].
Application layer is responsible for client interaction with IoT objects and their environment by
visualizing and analyzing the data, this layer sends action requests also to sensors and actuators in 10T
network. This layer provides application specific services to user, many kinds of applications can be
defined in this layer like smart homes, smart cities, smart factories, etc. [17]. Finally, the business
layer controls and manages the complete 10T system including applications, business & profit models
and user’s privacy as well. Some researchers have discussed about six-layer architecture, where
additional layer like monitoring layer is also included to explain the system in very fine manner [16].

Business Layer

Application Layer

Processing Layer

Transport Layer

[ Perception Layer ]

Figure 1. Five-layered structure of 10T architecture

4. Architecture of 1oT Hardware Module

The Fig.2 depicts the architecture of connecting device or 10T platform [18-20] wherein, the
processing unit which is a heart of the connecting device, connectivity Universal Serial Bus (USB)
host, storages unit, memory unit, etc. present. The whole system of a connecting device is also known
as an loT development platform.

These hardware development platforms are available with connecting ports for loading
programs, Operating System (OS) or updating firmware. These ports are USB or RJ45 type of ports,
memory interfaces are embedded on board to connect memory devices for storing data. Processors
with different computing capabilities are the core of the SoC systems [21-23], which processes on the
data based on system program. The graphic unit and audio/video unit enhances the image processing
and audio/video processing capability of the board, since these boards are utilized in many kinds of
WSN and IoT applications [24-26].
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Figure 2. Internal architecture of typical 10T development platform.

Input/output interfaces are implemented on board, so that user can connect sensors, actuators
and smart devices with the board. While choosing a relevant development platforms, user needs to
understand the requirements of particular application and accordingly select the development platform
based on parameters shown on the diagram, like connectivity options provided by the manufacturer,
performance of processor in terms of speed, interfaces provided for audio and video, storage interfaces
for the external memory, graphic processing capacities, amount of internal memory (EPROM) and
number of input & output interfaces for connecting sensors & actuators. In this paper, comparative
study of development boards like Raspberry Pi 3 model B, Arduino UNO Rev 3, Beaglebone Black
and Intel Joule 570X has performed based on the mentioned parameters [6].

In following section, the comparative study of development platforms which are available for
various 10T applications are elaborated. Input/output interfaces are implemented on board, so that user
can connect sensors, actuators and smart devices with the board. While choosing a relevant
development platforms, user needs to understand the requirements of particular application and
accordingly select the development platform based on parameters shown on the diagram, like
connectivity options provided by the manufacturer, performance of processor in terms of speed,
interfaces provided for audio and video, storage interfaces for the external memory, graphic processing
capacities, amount of internal memory (EPROM) and number of input & output interfaces for
connecting sensors & actuators. In this paper, comparative study of development boards like
Raspberry Pi 3 model B, Arduino UNO Rev 3, Beaglebone Black and Intel Joule 570X has performed
based on the mentioned parameters [6].

In following section, the comparative study of development platforms which are available for
various loT applications are elaborated.

4.1. Raspberry pi 3

The Raspberry Pi is an open-source, Linux based, credit card sized computer board created by
Raspberry Pi foundation in United Kingdom. Many generations of Raspberry have been released
where all the modules consisting of Broadcom SoC [27-29] with an integrated ARM Controller (CPU)
and Graphic Processor Unit (GPU). The Raspberry Pi 3 (Model-B) was released in 2016 replacing
Raspberry Pi 2, it consists of a processor with 64-bit quad core and clock speed of 1.2 GHz Broadcom
(BCM-2837) is provided on board. It also includes 802.1n Wi-Fi, Bluetooth and USB boot facility, 1
GB RAM available facilitates the user to utilize this board as a server in most of 10T Network
configurations. The 40-pins of General-Purpose Input/Output (GPIO) are provided to interface
different types of inputs and outputs from sensors and actuators in an loT network. The 4 USB 2.0
ports are given as a storage interface. 100 base Ethernet in Pi can be used to connect with internet
gateways [30-31]. There is no need to connect external antenna to Pi 3, its radios are connected to chip
antenna directly soldered to the board [32-33].

4.2. Arduino Uno Rev 3

The Arduino Uno Rev 3 is an open-source microcomputer platform based on ATmega328P
microcontroller which is flexible and easy to use hardware/software developed by Arduino.cc. It has
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20 input/output pins for external hardware interface through which it can sense the physical or
chemical parameters by receiving inputs from variety of sensors and control its surrounding like lights,
motors and actuators. Out of 20 input/output pins 6 pins can be used as Pulse Width Modulation
(PWM) output and 6 pins can be used as analog inputs. The Arduino UNO Rev 3 is the latest version
with improved USB interface chip. It can cope up with many communication protocols that must
useful in loT applications. Arduino Uno Rev 3 is incorporated with 16 MHz on board resonator for
generating a clock frequency for its operation. A dedicated USB boot loader is given for users to
reprogram it. [32-34].

4.3. Beaglebone Board

The Beaglebone board is very famous among researchers, electronics hobbyists and embedded
system enthusiasts because of its wide range of capabilities, which makes it a very powerful board for
constructing various embedded systems. It has very flexible networking capabilities which supports
many kinds of networking services like File Transfer Protocol (FTP), TELNET, SSH and the biggest
benefit of its that, it can be used as a web server to publish webpage with lighttpd package.
Beaglebone board can be remotely accessed by using VNC/MobaXterm based software. It makes the
use of Linux file system which offers enhanced file security and has better capability of handling
function calls compared to FAT32/NTFS file system. Beaglebone board provide support for variety of
programming languages like C, C++, Python, Ruby, perl, JAVA, etc. Since it works on LINUX
operating system this board becomes multitasking which processes multiple programs without
affecting the performance. Beaglebone board is equipped with ARM Cortex A8/AL15 processor
technology that operates on clock speed of 720 MHz, 1 GHz and 1.50 GHz. Ethernet port with 10/100
RJ45 standard is available for all kind of network protocols and USB port for data sharing [35-36].

4.4. Adafruit Feather

Feather is a microcontroller board developed by Adafruit. Feathers are the main or mother
boards of the system and daughter boards as a feather wing. Almost every board in the feather family
makes use of ARM microcontroller that can be programmed with Arduino IDE environment. All
feathers are having on board bootloader, that reduces the need of separate programmer device for
loading the programs. 20 General Purpose 1/0O’s for interfacing of external hardware and every 1/0 pin
is able to source PWM output. Analog input and outputs pins are also given. Those feathers have
‘Express’ in their names are fully compatible with circuit python. [37]

Feathers or main boards are broadly classified in to five types as Basic Feathers, Wi-Fi
Feathers, Bluetooth Feathers, Cellular Feathers and LoRa & Radio Feathers. Basic feathers are the
boards without wireless connectivity and built-in data logger, this are simple boards and works great
for those who don’t need wireless network and data logging facility. Wi Fi feathers are introduced by
Adafruit in 2012, most popular Wi-Fi feather from Adafruit is ESP8266 which contains 4 MB of flash
and antenna. Feather nRF52840 Express is Bluetooth feather and its core & peripherals are similar
with the other feathers. Cellular feathers can be used anywhere from the world, one can get access of
SMS network, phone calls and Internet with GPRS. It has built-in geo location facility as it can
communicate with cell tower. LoRa and Radio feathers having long range packet radio transceiver
with built in USB and battery charging. It provides flexibility than Bluetooth LE Feathers and
low power than Wi-Fi Feathers [38].

4.5, Intel Joule 570X

The Intel Joule 570x developer platform integrates a broad hardware and software ecosystem,
allows developer to select OS from multiple operating systems to take advantage of different libraries.
This platform features a quad core Intel atom T5700 processor operating at 1.70 GHz that burst up
to 2.4 GHz, with 4 GB of on-board RAM and 16 GB of on-board embedded multimedia
controller (eMMC) storage, minimizing the need of SD card. The 802.11ac Wi-Fi and
Bluetooth 4.1 features Wireless connectivity for data transmission and reception. The multiple
GPIO’s are available for interfacing multiple sensors and devices. Serial Peripheral Interface
(SPI) and Inter Integrated Circuits (I2C) interfacing protocols are supported for peripheral
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devices. Joule board is expensive, but the advantage of using joule board is that, it is equipped
with quad core processor that will be able to support 64-bit OS [39].

4.6. Thunderboard Sense 2

Thunder board Sense 2 is a product from Silicon Labs' developed as an excellent platform to
get familiar with the energy friendly IoT devices. It is a multiprotocol kit containing EFR32™ Mighty
Gecko 32-bit ARM cortex M4 Wireless SoC that operates on 38.4 MHz frequency with 1024 KB
flash, 256 KB RAM and 8 Mbit of flash for Over the air (OTA) programming and data logging. The
development kit is embedded with many sensors and peripherals that delivers SoC solution and can be
useful in different application developments. The Thunderboard Sense 2 features total seven on board
sensors that include relative humidity & temperature sensors, Hall-effect sensor, Barometric
pressure sensor, UV index & ambient light sensor, indoor air quality gas sensor, 6-axis inertial
sensor and MEMS microphone. Programming the Thunder board made easier with the MicroUSB
port and SEGGER J-Link debugger, MSD programming facility, it has a 2.4 GHz ceramic chip
radio antenna for communication, it also supports standard communication protocols like
Zighee, Low energy Bluetooth and Thread. 20 breakout pins are provided for connecting
external hardware peripherals with 12C, Universal Asynchronous Receiver and Transmitter
(UART), SPI protocols or it can be used as GPIO’s. Absence of Ethernet Port and Wi-Fi
communication facility are the demerits of the Thunderboard. Free android and iOS app as a
cloud analysis tool is provided to connect a smartphones or smart devices for sharing and
analysis of real time data, which makes it great hardware development board for loT
applications [40].

4.7. DECA Board

The DECA Development board is built around the Altera MAX 10, The board can have
a capability of availing re-configurability paired with a high-performance and low-power
FPGA system that provides overall design protection features, onboard integrated Analog to
Digital Converters (ADCs) and 32-bit microcontroller. The DECA development board is
equipped with DDR3 memory, video/audio capabilities, networking/communication with
Ethernet and many other facilities that promise interesting applications. The four different
types of sensors like proximity/Ambient light sensor, humidity/temperature sensor, separate
temperature sensor and accelerometer are also provided on board, which makes the board
compatible for 10T applications. 2 FPGA (Field Programmable Gate Array) based ADC’s are
also given onboard [41].

4.8. Intel Galileo

Intel Galileo development board is developed and launched by Intel. To develop these
boards, Intel technology has been combined with Arduino technology. So that, Arduino
Integrated Development Environment (IDE) and libraries will provide smooth project
development as well as easy to code interface for the programmers. The board uses Open-
Source Technology like Linux OS along with Arduino Libraries. Basically, the entire
ecosystem of Arduino is supported by Intel Galileo in terms of hardware and software [42].
Intel Galileo board makes use of a 32-bit Intel Pentium-class Quark SoC X1000 Processor as a
CPU which operates with 400 MHz of clock. It is first generation board developed by Intel in
compliance with Arduino Shields. Front end programming of this board can be achieved by
Arduino IDE for sending code to the Board and easy interfacing. Till date, Intel Galileo has
revised in different generations like Gen 1, Gen 2, where Intel Edison is also launched by Intel
Corporation to support development. Galileo provides total 20 pins, where Pins 0 to 13 can be
used as digital I/0 pins and pins 0 to 5 can be used as analog inputs. Galileo also contains
power header, ICSP header and UART port for data flow [43].

4.9. Particle Photon

The Particle photon is a fully-integrated 10T development prototype. The Particle has
developed different versions like Photon, Electron and Particle Mesh. Where the Photon family
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boards work on Wi-Fi network. It's easy to use and powerful enough to get connected to the cloud.
The board uses a Cypress Wi-Fi chip with a powerful STM32 ARM Cortex M3 microcontroller,
which operates with clock frequency of 120 MHz on board 1 MB of flash and 128 KB of RAM is

Sr loT CPU/
Hardware Clock | RA .| Communication | Supporting
Developm Mi | Security
ont icrocontrol | Speed | M platform Protocols
ler
0 Platforms

provided for the support of CPU. 18 Mixed-signal GPIO are given for interfacing much analog as well
as digital type of peripherals. The board comes with free RTOS. The onboard Wi-Fi is supported with
Broadcom BCM43362 Wi-Fi chip. The RGB LED on Photon board is used to give information about
the mode of operation of the device. The colour of the LED and its blinking pattern indicates, which
mode the device is operating in, like connected mode, OTA firmware update, looking for internet,
connected with cloud, listening mode, cellular signal strength, network reset, cellular off, safe mode,
Device Firmware Update (DFU) mode, firmware reset and factory reset mode. It has on board 9 pins
or channels for PWM generation. The Photon also comes with all the standard peripherals for data
communication including 1?C, SPI, UART, PMW, USB, CAN, ADC and (Digital to Analog
Converter) DAC, but the Photon does not have the shield support like Arduino microcontrollers.
Just like other microcontrollers the Particle Photon is also having cloud-base with the IDE and
compiler being accessed over the cloud. But the compilation of program code is not the only
cloud-based service; the feature of Photon is that it can be programmed remotely, this remote
program capability allows the Photon to be built into a remote system and changing the codes
easily by sending to it via the cloud. All Particle hardware is designed in such a way that it will
ground up to work with the Device Cloud. [44-45].

4.10. Intel Edison

Intel Edison is available in three variants as Intel Edison Module, Intel Edison with kit for
Arduino and Intel Edison with Breakout Board. The Intel Edison module is a System on Chip (SoC)
that includes an Intel Atom dual core, dual threaded CPU, which operates on the 500 MHz clock
frequency and it also contains Intel Quark microcontroller capable of operating at 100 MHz This tiny
sized board packs 1 GB DDR3 RAM and 4 GB eMMC Flash storage. For wireless communication
it is equipped with integrated Bluetooth 4.0 LE and Wi-Fi. The Intel Edison has a 70-pin header
connector which exports all the interface pins such as USB, GPIO, SPI, 1?C, PWM and many
more. The Intel Edison can be programmed with this special version of the Arduino software. This
device supports different type software platforms like Yocto Linux, Python, Node.js and Wolfram
[46-47].

Table 1. provides guantitative comparison of all the discussed modules based on, its version,
clock speed, RAM, Security features, communication platforms used, data transfer protocols. After
extensive review of the above modules, it is observed that, Arduino UNO Rev 3, Thunderboard
Sense 2 and Particle Photon are the low cost 10T hardware modules with limitations like low
RAM capacity, less clock speed, limited communication protocols, absence of Ethernet
connectivity and most importantly, no security features included. So, these modules are not
preferable in complex loT applications where extensive amount of data will be collected and
analyzed. It is very difficult to maintain data security also with this type of modules. But for
small and experimental purpose 10T systems these devices are most suitable.

On the other side Raspberry Pi 3 model B, Beaglebone Board, Adafruit Feather (Basic) and
Intel Galileo are the modules with medium cost providing sufficient amount of RAM capacity,
moderate clock speed, different types communication protocols, data encryption for enhanced
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Table 1. Comparison of typical 10T development platforms.

security and different types of port connectivity for the data transfer. With these features, many
small scale loT applications can be constructed for small industries, home appliances,
agriculture and healthcare etc.

Finally, Intel Joule 570X, DECA Board and Intel Edison are the modules with high cost but equipped
with large RAM capacity, flexible communication protocols, different types of ports and high security
features which makes these devices very useful in complex 10T applications, where a big amount of
data collected and shared with the cloud services for the purpose of analysis. Smart cities, driverless
car, industrial automation, wearable healthcare devices are the few applications of complex systems.

5. Conclusion

On literature survey and extensive study, it is found that, many researchers are working in the field of
Internet of Things (l1oT) and also suggested the different architecture, platforms, applications, etc. in
this field. This also provided a comparative solution to choose a relevant 10T development platform
for various applications by the investigators. This survey intends to describe technical specifications,
advantages and limitations of SoC loT development boards to develop a complete 10T ecosystem. A
survey on all the 10T development boards helps in understanding the architecture, types of devices
used on board, operating system supported by board, middleware and communication interfaces.
According to the requirement of the hardware for an 10T ecosystem, various 10T development boards
are discussed. A comparative overview of loT OS, memory management, performance, power has
been done. Basic communication technologies that are supported by 10T platforms has been described.
Cloud computing as a base technology in order to operate and integrate with recent technologies such
as big data. The technology of cloud computing refers to the processing power of the data at a central
database. So different type of Clouds supported by 10T platforms are also studied extensively.
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