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Abstract-The actual need of the today’s organizations and residential areas is security frameworks. The security 

methods which were implemented on those areas are now frequently facing major issues like break-in burglar 

easily. And also, the major obstacle with home security is people who are being incautious about the visitors or 

intruders before opening the door while security alarm goes off unfortunately. As a result, to attain the desired 

security, there will be an additional need of particularly skilled personnel to increase the level of safety 

frameworks. As a human being, those personnel will likely make faults which leads to uncertainty of persons 
entering into the residential zones. The main motive of the project is to provide the better home security against 

potential harm made by intruders and unknown visitors by recognizing them with predictable accuracy. 

This security system consists of hardware part and software part. The image capturing is done by camera which 

comes under hardware part, whereas face detection, face recognition and voice notification are all will be done 

based on algorithms under software part. 
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1. INTRODUCTION 

 Nowadays, availing the safety environment is very important when it comes to security. The main prioritized 

aspect is that, as people are busy in their modern lifestyle and there will be less assurance in safety of their things 

in and out of their home. The theft cases are also been increasing in particular area which is not under surveillance 
and protection. The main biggest reason that should be considered by the homeowner installing a security system 

is that it offers protection to family members and their things from burglar. Sometimes, this indicates that the 

presence of alarm system alone fixed in certain area is enough in most of the times to protect the home and their 

member from break-in. In certain cases, alarm can go off unfortunately which allows the third party to walk-in. 

So, having the home security system installed, often provides the members of the house with enough warning by 

voice notification and pictures related to intruders. 

  This security system would help such residential zones and organizations to safeguard their areas from unwanted 

intruders and visitors. Thus, by using only minimal use of resources, it’ll help the residential owner to keep track 

of visitors of that area and thereby maintain the record of the visitors for future substantiation.  

  In facial recognition system, it will firstly capture the pictures or videos of the human entering into the residential 

area. Then, the system will   make comparison between the images taken and the existing images in the previously 
stored database. During the phase, the system will compare the biometrics of the faces. This system will compare 

based on some conditions like distance between eyes, ears and so on. Many images of one particular face are 

taken. The picture must be in different angles and expressions.  

  When the person stands in front of the camera, face recognition process gets started and further comparisons will 

take place continuously. Nowadays, facial recognition is used everywhere because it has huge benefits. The main 

virtue of the proposed system is being scanned even when the person is in the long distance. This security 

procedure is main need for some places like residential areas, governmental organization and banks. Some person 

will fake their face by wearing some mask, cap or cloths, since it is the facial authentication device it will recognize 

the face easily. But other surveillance techniques have some reduction in their accuracy. 

 

2. EXISTING SOLUTION 

  In recent years, there are many security systems have been developed for face recognitions. Every system has its 
unique algorithms for such recognitions. To recognize the person’s biometrics, some system will extract the 

features of the face from the input image. In some systems, the face data and input images are compared but there 

is a lack of liveness detection. In some systems, 3dimensional facial recognition method is used. This 

3dimensional recognition method will capture the complete shape of the face and its features like cheek, chin and 
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eyes. The complete advantage of this method is, even though when there is change in light and angles the face 

can be recognized.  

  Alternatively, in some existing security system, there will be an option for the owner to log on to their smart 

gadgets and access their security system remotely from anywhere. But, the main drawback of this security is that, 

people cannot able to view their security status of their area all the times continuously. So, there is a need of 
complete monitoring which is not possible and also there is great disadvantage is that they cannot restrict intruder 

directly when they are in out of that residential area. Another new technique that indulges for security purpose is 

that analysis of skin texture. Here, the visual details of the skin was analyzed like texture, color and jaw lines.  

  The following are the some of the previously used software programs for facial recognition and identification 

for security reasons. Firstly, Face first-which is a programmed software which allows liveness detection for video 

surveillance and also it generates a security alarm when the face is detected. Secondly, Morpho Trak-which is the 

leading solution providing technology for face and iris recognizing system. Thirdly, Cross Match Technologies 

which encompass facial biometric identification system. 

 

3. METHODS FOR FACE RECOGNITION 

   In Face recognition, the risks related to human facial detection and recognition can be stated. The main factor 

of risks is that human faces are all relatively of same kind, yet differentiating facial expressions makes it more 
tedious process to simplify the suited algorithms. Every face has certain facial features. The surrounding factor 

which are considered during facial detection is that lightning and angles from which the face is detected through 

camera site.  

  Considering all into certain criteria, the security should be incorporated with the capability of measuring various 

feature of same and different faces. The software testing has to be done based on the numerous images that are 

stored in the database having different luminous condition, different angles, and various facial expressions. So 

that software will get trained and percentage of facial recognition will be done accurately. For home security 

access control, the technology used majorly is face recognition. As a result, the important tasks for the betterment 

of home security is that storing the database of known person details based on certain predefined conditions and 

testing, permitting access control for providing voice notification and mail notification and finally database 

retrieval happens is the person enter into the residential zone is unknown. 
 

4. PROPOSED SOLUTION 

   
                         Fig 1. Proposed architecture 

   The proposed solution for the face recognition security system that reads the image of the person in a real time 

which also includes the feature of liveness detection, Voice notification to alert the user and also a mail verification 

to ensure the maximum security of the system. This system contains a camera which captures the image of the 
person and it checks if the face image of the person is present in the set of existing databases using face recognition 

method. It is categorized into two process: face detection and face recognition. This system also contains a feature 
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of mail verification for images if the face image of the person is not present in an existing database and if the 

person is unknown the image captured is sent to the mail of the user. This feature provides the extra security of 

who is encouraging at the door step.  

 

 
                   Fig 2. Data flow diagram 

 

i. Face detection and liveness detection: 

  First, face Detection is a technology which is used to detect the presence of the person’s face within digital 

images. Face detection identifies the person’s face with an image or even with the video. This system uses Face 
Detection using Haar cascades. 

Haar Cascades 

Haar cascade is one of the effective ways for face detection. Haar cascade trains the classifier with 

positive and negative images. The Positive images are something which the classifier wants to identify whereas 

negative image contains everything else other than the positive image has. The Haar cascade uses matrices to 

represent the image that is captured. Each feature of the image is calculated by subtracting the sum of mixes under 

each category. At the end the sum of values of each classifier is compared with the threshold of the cascade and 

the decision is made whether the object is found or not by the cascade. This system also includes the feature of 

liveness detection in face detection. The process of liveness detection can be achieved by identifying whether the 

person is blinking his eyes while recording the image. 

ii. Face extraction 
  Face extraction is the nothing but extraction the features of the person’s face like eyes, nose, mouth, etc. Face 

extraction is the important process when it comes to face recognition. This system uses MTCNN (Multi-Task 

Cascaded Convolution Neural Network). 

MTCNN (Multi-Task Cascaded Convolutional Neural Network) 

  MTCNN is a neural network which is used to detect faces and the facial landmarks of a person on images. 

MTCNN has 3 neural network connected in a cascade. The first process of MTCNN is creating the pyramid of 

the given image to identify the faces of different sizes. It creates different copies of the same image and also at 

different sizes to search for different sized face within the image. After passing each image it is scaled up to create 
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a multiple copy of the image and pass it to gathers the output. The output is created by listing the confidence level 

of the image using boundaries. The lower confidence boundaries are deleted and the boundaries with higher 

confidence are picked up. 

iii. Face recognition: 

  Face Recognition is a method of identifying and verifying the individual using the image of the face. This 
security system uses embedded face net algorithm to recognize the faces of the captured image. It also uses SVM 

(Support Vector Machine). 

Embedded FaceNet:  FaceNet is used for performing tasks such as face recognition verification and clustering. 

FaceNet maps each image into a Euclidean space so that the distance in that spaces corresponds to face similarity. 

And when the embedding are created then all other tasks like verifying the person, recognizing the image of the 

person will be performed by the standard technique of the particular domain using the generated embedding as 

the feature vector. The system is trained so that the square distance between the embedding corresponds to the 

similarity in the face. The image used for training also scaled up and cropped around the face area 

Support Vector Machine 

  SVM (Support Vector Machine) is used for both verification and identification of the image. For identification 

the system is given with the unknown images of the person. The algorithm checks with the existing database of 

known person and tries to identify the person and returns. For verification the known image of the person is given 
and the system claims that the person in known by going through the existing database, or the algorithm returns 

the confidence measure of validity of the claim. 

 

5. RESULT AND TESTING 

 In the proposed face recognition security system, the algorithm was implemented using Jupyter 

Notebook. The output of the system was processed by the database that was accessed by the system. This system 

is a real-time face detection system which reads the image of the person in real-time through camera connected 

to the system running that software. The system captured the image of the person and process the image with the 

set of images in the database. Later, it recognizes the image and produces the output. This system was tested using 

several images and has achieved the face detection 98% accuracy of and face recognition accuracy of 95%.  

 

6. CONCLUSION AND FUTURE WORK 

    Image Classification of visitors for home security is going to become more important in future as it ensures the 

security for the place we live in and provides better performance than other security systems. The detailed view 

of face recognition of this system is presented, which is used to verify and identify the person at outdoor using 

the image captured. This system is performed and coded in Jupyter Notebook   which is based on face detection 

and face recognition. Although the accuracy of the system is above 94% and this system may be improved by 

utilizing the additional features. 

   And the future work may include the improvement of the face recognition system using more specific characters 

of the person like Iris detection or otherwise called as eye detection. Since Iris scanning are reliable and quick 

when compared to other methods. By including this technique, the probability of error will be decreased in the 

system and will be more and more accurate 
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