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Abstract: The TOR Browser is a web browser that anonymizes traffic on the web with the help of Tor network by easily
hiding the identity in online platform. It uses onion routing protocol to make use of internet in possible private mode with
multiple levels of encryption. These features are being misused for committing many illegal activities such as black market
and cyber terrorism. TOR browser takes out all the browsing data and other traces from the network thereby making
investigators job a difficult one. This research paper eyes on extracting and analyzing any possible artifacts generated by the
TOR browser on local system files and memory dump.
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1. Introduction

Internet can be categorized as Surface web, Dark web and Deep web. Surface web or World Wide Web
comprises only 4% of the Internet. Deep web holds about 90% of Internet contents. Deep Web represents part of
web that has not yet been indexed by common search engines. Remaining 6% is hosted on dark web. Dark Web
accommodates a set of publicly accessible content that are hosted on websites whose IP address is hidden but to
which anyone can access it as long as it knows the address. The contents in Dark Web are encrypted which
makes them more to be associated with drug trafficking, cyber terrorism, blackmailing etc. Figure 1 shows
different layers of dark web.
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Figure 1. Different layers of dark web

Accessibility to dark web is possible only through sophisticated web browsers like TOR, 12P/ISP, Tails,
Whonix, Subgraph etc. Tor Browser, as shown in Figure 2, is nothing but an extended version of Mozilla Firefox
intended for anonymous and secure connection to the Internet more specifically to the dark web. TOR stands for
The Onion Routing which is freely available and can be used in Windows, Linux and Mac platforms.
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Figure 2. Tor Browser

Tor is an open source privacy network that allows anonymous usage of internet. Tor protects user’s identity
and secure network by encryption. Users that engage in digital marketplaces, digital payments, and community
forums are demanding more anonymity in the way their online communications and transactions are shared. Data
anonymization platforms are meeting these demands in the forms of dark wallets and underground networks. Tor
is one of such underground networks that was implemented for the purpose of protecting users’ identities.

But this advantage of Tor is often abused to commit illegal activities such as drug trafficking, gambling, sale
of arms and violent activities etc.

2. The Onion Routing

The Tor browser is an implementation of Onion routing in Firefox browser which encrypts the data and is run
by some volunteer nodes. Tor browser supports the onion sites. The components of Onion Routing include:

Initiator: The sending application.

Responder: The receiving application.

Destination: The receiving end.

Directory node: A node storing the information of other nodes in OR.
Entry node: The first node in a chain.

Exit node: Last node in a chain.

Relay node: Intermediate node between entry and exit node.

The working of Tor consists of four stages:

i. Network establishment: The network topology is defined and connections between neighboring nodes
are established continuously.

ii. Connection establishment: The directory sends the list of other nodes to be added in the chain or circuit.
The initiator responds with the selected nodes. In this stage, the connection between the selected nodes
will be created and key exchange will also happen here.

iii. Data exchange: Actual data is exchanged between the initiator and responder.

iv. Connection crack: After all the data exchange, the connection will be lost.
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3. Related Works

David Goldschlag et al. [1] discussed about onion routing, their network architecture and its basic functions.
Roger Dingledine et al. [2] described about Tor browser, its working, advantages, design goals and how it
withstands different attacks. Ohana et al. [5] proposed a new methodology for analyzing private and portable
web browsing artifacts. Said et al. [6] investigated the effectiveness of the privacy mode feature in three widely
used Web browsers, and outlines how to investigate when these browsers have been used to perform a criminal
or illegal act. H. Chivers [7] discussed how browsing artifacts are stored in Windows file system and analyzed
what all artifacts can be recovered from browsers. Ghafarian[8] explained about analysing privacy of private
browsing mode through memory forensics.

K. Satvat et al. [9] evaluates security of private browsing across major browsers and from multiple angles and
some of the attacks have been experimentally verified with countermeasures proposed. Filleau et al.[10]
discusses on artifacts left behind due to private browsing mode. J. Oh et al. [11] experienced on advanced
evidence collection and analysis of web browser activity in multiple aspects. Ming-jung et al.[12] analyses the
tor browser artifacts and recovered the browsing histories from the memory dump. Kim et al.[13] focused on
sgx-tor, which is a secure and practical tor anonymity network with sgx enclaves.

Ling et al.[14] conducted discovery, blocking, and traceback of malicious traffic over Tor. Matt mulr[15]
used some experiments to analyze what all artifacts can be obtained and provides results for evidence trails
which can be used within real-life investigations. Natalija et al. [16] discussed on anonymity of tor users
demystified. Muhammad et al.[17] proposed an active attack scenario of Tor browser using some unpopular
ports and described a technique that allows to increase the scalability of this type of attacks. Mattia epifani Sans
eu[18] discusses about the artifacts of Tor browser and its location in windows OS.

From the literature surveys conducted, the perspective of Tor browser in the eyes of an investigator is that it
clears all its browsing artifacts. This research paper proposes a system by which Tor browser artifacts can be
collected effectively which can be further used for investigation.

4. Problem Statement

Tor browser possesses default security features which turn out investigation to be a laborious task. The prime
issue confronted by investigators is to trace out evidences from Tor Browser as it clears all browsing data
including cache and cookies. This research paper attempts to explore more about Tor browser, analyze system
files and memory dump to dig out evidentiary data generated because of Tor browsing activities. Forensics
analysis of Tor was initiated with the memory dump. Tools used for this purpose are

Dumpit  : For taking the memory dump
Volatility : Analyzing the dump
Win-LiFT : Memory dump analysis

HxD : Hex viewer

el N S
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5. Analysis of Tor Artifacts

Extraction of Tor browser

related artifacts were channeled on memory dump and system local files like

prefetch and browser locations.

Memory Dump Acquisition

Figure 4 shows the memory dump acquisition using the Dumplt tool. The raw memory dump is generated in

the current directory itself.

h4.-12 2006
27-84-20108
04122006
04122006
18822007
A6-11.-2007
18-87-2811

A9:=17

13:=29
17 fichierd(s
2 Répls>

C:sremotetools >Dumplt . exe
Dumplt — v1.3.2.20118481
Copyright <c) 2887 - 2681
Copyright <{c> 2818 - 281

Address space size:
Free space size:

#* Deztination “TINGE
——> Are you sure you u
+ Processing... Succes

_|= ﬂ

264
843
664
184
126
39
743

pspasswd.exe
PzService.exe
psshutdown.exe
pssuspend.exe
Pztools.chm
psversion.txt
README. txt

) 222 167 octets

3
2 563 469 312 octets lihres

—h
1,
1.

One click memory memory dumper
Matthieu Suiche <http:/“ww.msuiche.net>
MoonSols <http:/suww.moonsols.com>

536878912 hytes < 512 Mh>
2563469312 bytes < 2444 Mb>
“remotetools“0Z-COGAGAGF2D3C-20121822-172945 . raw

ant to continue? [ys/nl vy

o
5.

Figure 4. Dumpit

Figure 5 shows the GUI version of volatility to load the memory dump.

Command it nrvwg

Figure 5. Volatility GUI

Volatility

Workbench

Figure 6 shows the GUI of Win-LiFT memory dump analyzer.
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Figure 6. Win-LiFT GUI

Memory Dump Analysis

Process List

Figure 7 shows the process list extracted from the memory dump using volatility which shows tor.exe has run
whose process id is 5627 and parent process id 5744.

) processl.t - Notepad

File Edit Format View
Offset(V)

Help
Name

Oxffffbo8ed4004300
Oxffffbe8ed30af540
Oxffffb@Becf58c540
OxffffboBed2ea080
Oxffffbe8ed82ad540
Oxffffb@8ed5539080
Oxffffbo8ed3d552¢0
xffffb@8ed2e9d080
Oxffffbe8ed44f6080
OxffffblB8ed2a5d080
Oxffffbl8edbbbb080
OxffffbeB8ed8ddadB8O
Oxffffbo8ed52ec080
Oxffffbo8ed2e3c080

A rFrrmoan

" sAaran

firefox.exe
aswidsagent.ex
audiodg.exe
unsecapp.exe
GoogleUpdate.e
firefox.exe
firefox.exe
tor.exe
GoogleCrashHan
svchost.exe
GoogleCrashHan
firefox.exe
firefox.exe
msiexec.exe

~ .

Figure 7. pslist output

Registry Hives

PPID Thds Hnds
2364 0 --oeeee-
784 23 e

2484 5 0
956 3 0

1208 4 0
5876 59 0
5744 8 0
2 0

6832 5 0
784 2 )

6832 5 0
5744 44 0
5744 20 0
784 5 0

1oV eoMIVUNOSOO WV

2019-10-03

P00 OREBIOOHIOIOODD

AnAn an AN an

2019-10-03 18:
2019-10-03 18:
2019-10-03 18:
2019-10-03 18:
2019-10-03 18:
2019-10-03 18:
2019-10-03 18:

2019-10-03 18:
2019-10-03 18:
2019-10-03 18:
2019-10-03 18:
2019-10-03 18:
2019-10-03 18:

UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000

s AnAn

Figure 8 shows the registry hives been extracted from the memory dump using volatility specifying to the
process id 5672 which is tor.exe.
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}lirtual Physical Name

OxffffI60ff0c81000 0x0000000070747000 \?2\(:\Users\DEVI\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager cw5
OxffffI60fea282000 0x0000000156e92000 \?2\(:\ProgramData\Microsoft\Windows\AppRepository\Packages\microsoft,windowscommunic
OxfffI60ff268c000 0x0000000036119000 \?2\(:\ProgramData\Microsoft\Windows\AppRepository\Packages\Microsoft.Ul.Xaml.2.2 2.2
OxFfffI60fflce5000 0xD00000016¢437000 \22\(:\ProgramData\Microsoft\Windows\AppRepository\Packages\InputApp_1000.17763.1.0_n
exffff96010813000 0x0000000057d5F000 \?2\(:\Users\DEVI\AppData\Local\Packages\InputApp_cw5Snlh2txyewy\Settings\settings.dat

OxFFffI60feea0000 0xD00000005F6a6000 \22\C:\Windows\System32\config\COMPONENTS
Oxffff9601e5000000 0x0000000004038000 [no name)

OxfFffI60fe505c000 0x00000000005c6000 \REGISTRY\MACHINE\SYSTEM

BxffffI60fe50dad0d 0x000000012494b000 \REGISTRY\MACHINE\HARDWARE

OxffffI60fe84c5000 0x00000001375e1000 \SystemRoot\System32\Config\SOF TWARE

OxfffI60fe97choed 0x000000010236a000 \SystemRoot\System32\Config\DEFAULT

Oxffff960feIb55000 0x0000000173050000 \SystemRoot\System32\Config\SECURITY

OxffffI60feIb58000 0x000000017010f000 \SystemRoot\System32\Config\SAM

OxffffI60fe9cadoed 0x000000013dd2f000 \22\(:\Windows\ServiceProfiles\NetworkService\NTUSER.DAT
OxffffI60fe9e37000 0x000000011F651000 \?22\C:\Windows\ServiceProfiles\LocalService\NTUSER.DAT
BxffffI60fe9e33000 0x0000000111654000 \SystemRoot\System32\Config\BBI

OxffffI60febd50000 0x000000016ad55000 \?2\(:\Windows\Applompat\Programs\Amcache.hve
PxffffI60fed2d8000 0x0000000146602000 \?2\(:\Users\DEVI\ntuser.dat

OxffffI60fed32¢000 0x0000000173ccdORd \22\C:\Users\DEVI\AppData\Local\Microsoft\Windows\Usr(lass.dat

Figure 8. Registry hives

Threads

Figure 9 shows the number of threads run by tor.exe. Totally two threads were extracted by volatility using

the command “D:\VolatilityWorkbench\volatility.exe”—plugins="D:\VolatilityWWorkbench\profiles”  pslist
filename ="C:\Users\username\Desktop\tor.raw” —profile=Win10x64 17763 —kdbg=0xf807606ac5e0

Offset(V) Name PID PPID Thds Hads  Sess Wowbd Start Exit

OxfFFb08ed60dS540 AvastUl. exe 479 8168 47 ] 5 0 2019-10-83 18:23:55 UT(+0000

Oxf£££b0Bedd6d9080 AvastUl.exe 6560 479 1@ ] 5 @ 2019-10-03 18:24:13 UT(+0000

OxffFfb8ed50abSe8 software_repor 1116 84 2 ] 5 @ 2019-10-03 18:24:54 UTC+0000

Oxffffbd8ed7ccInB ConpPkgSry.exe 7860 956 5 ] 5 @ 2019-10-03 18:26:36 UTC+0000

OxfFffbd8edd004300 Firefox,exe 5540 2364 0 ceenenes 5 @ 2019-10-03 18:26:41 UTC+0000  2019-10-03 18:26:45 UTC4+0000
@xFFFodBed30af540 aswidsagent. ex %80 784 23 ] o @ 2019-10-03 18:28:46 UTC+0000

OxFFFfudBecf58c540 audiodg. exe 4448 2484 5 ] 0 0 2019-10-03 18:28:46 UTC+0000

OxfFFb08ed20ad080 unsecapp.exe 7568 9% 3 ] 0 @ 2019-10-03 18:28:50 UTC+0000

@xf£ffbdBedB2ad54@ GoogleUpdate.e 6832 1208 4 ] e 1 2019-10-03 18:29:05 UTC+0000

BxFFFfbdBed5539080 firefox.exe 5744 5076 59 ] 5 @ 2019-19-83 18:29:12 UTC+2000

OxffFfb0Bed3d552¢o Firefox.exe 1644 5744 8 ] 5 0 2019-10-83 18:29:14 UTC+0000

OxfFFfFLDBedaaf6080 GoogleCrashHan 9224 6832 5 ] 0 1 2019-10-03 18:29:22 UTC+0000

Figure 9. Threads

Handles

Figure 10 shows the resources used by the process 5672(tor.exe). This handle list is extracted by the volatility

(GUI) from the memory dump.

5604



Tor Browser Forensics

U PassMark Volatibty Workbench v}

bomaioan GO Volatility

Dumo the USER handie tables

Prose.  Widdows 10 6400 bukd 17763 Retrath Process List Womben

Command  handle Command Info
Command paametes —
Aun
®) Process 1D tor e (5672 SE———

EPROCESS offeed

C ) Process Nave [Hegex
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¢ “" ¢ Cteileg a
26 ‘ 1 AL
56 4 LtwRe atio
$672 x5 4 XL Key MACHINCA\SYSTEM \CONTROL SETOOL \CONTROL \ SESSION MANAGER
) r 247470 $672 Oxs¢c INI00L9 Key MACHINCASYSTEM \CONTROL SETOOL \CONTROL \NL 5§\ SCRTING\ VIR S10KS
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Figure 10. Handles
Dlls and Prefetch Files

Dynamic Link Library (dll) contains a library of functions that can be accessed by a windows application.
When a program is launched, links to the necessary .dll files are created. If a static link is created, the .dll files
will be in use as long as the program is active. If a dynamic link is created, the .dll files will only be used when
needed. These dlls can be found from prefetch file. Figure 11 shows the prefetch files of Tor.

This PC » Local Disk (C:) » Windows » Prefetch

s

el Mame Date modified Type Size
Hetll TIWORKER.EXE-48EBDS51 4772020 10:31 PM PF File 17 KB
Hetll TIWORKER.EXE-4754344% 4172020 12:27 PM PF File 15 KB
Helli TOR.EXE-T2420A88 2/26/2020 5:05 PM PF File 19 KB
I TOR.EXE-EE410A34 A77/2020 10:00 PM PF File 13 KB
o TORBROWSER-INSTALL-WING4-9.0.-3540...  1/14/2020 10:24 AM PF File 33 KB
0 TRUSTEDINSTALLER.EXE-TREEFF32 47772020 10:31 PM PF File 6 KB
g TSETUP.1.8.15.TMP-73D10049 12/3/2019 2:13 PM PF File 8 KB
o TV W32.EXE-BBBBBICS 4/10/2020 %52 PM PF File 8 KB

Figure 11. Prefetch Files

Location of prefetch file is C:\Windows\Prefetch. The tool named winprefetchview is used to view the
prefetch files. Figure 12 shows the dlls extracted from the Tor’s prefetch file.
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[BF] WinPrefetchView

File Edit View Options

Help

[ % &2 B & o) |

Filenarme

[#] SYSTEMSETTINGS.EXE...
E=3 svSTEMSETTINGSERO...
[85] TASKHOSTW.EXE- 2E5...
172 TASKMGR. EXE-4C2500...
=] TEAMVIEWER.EXE-B57...
[5=] TEAMVIEWER_.EXE-46...
=] TEAMVIEWER_DESKTO...
©) TELEGRAM.EXE-EAEC...
[®5] T'WORKER.EXE-47545...
85| T'WORKER.EXE-42ERD...
[®5] TOR.EXE-T2420A8B.pf
& TOR.EXE-EE410A34.pf

Created Time
11/27/2019 8:55:...

4/5/2020 2:33:04 ...

31042020 3:37:0...
11/26/2019 8:34:...
47772020 10:06:4...
31272020 7:50:1...
47772020 10:42:0...
12/30/2019 1:29:...
3/31/2020 3:08:0...
4172020 12:28:3...
272472020 10:16:...

Modified Time
4/5/,2020 10:36:2...

45,2020 2:33:04 ...

4/10/2020 9:56:5...

47772020 5:30:38 ...
47772020 9:17:45 ..

3/12/2020 7:50:3...
47772020 10:50:0...

4/6/2020 1:10:50 ...

4/1,,2020 12:2T:2...
47772020 10:37:3...
2/26/2020 5:05:5...

File Size Process EXE

56,528 SYSTEMSETTIMNGS...
18,575 SYSTEMSETTINGSE...
7,224 TASKHOSTW.EXE
36,791 TASKMGR.EXE
48,796 TEAMVIEWER.EXE
33415 TEAMVIEWEFR_.EXE
18,972 TEAMVIEWER_DES...
44 261 TELEGRAM.EXE
14,470 TIWORKER.EXE
16,748 TIWORKER.EXE
19,108 TOR.EXE

TOR.EXE

Proce
CNWI
CNW
CNWI
CNWI
CMAPR
CAUS
CAPR
Chs
ChWG
CNWI
ChUsi

;s TORBROWSER-IMSTAL... " - 33,454 TORBROWSER-IMNS...  ChUs:
[®E] TRUSTEDIMSTALLER.E...  3/31/2020 3:02:0...  4/7/2020 1(:31:2... 5179 TRUSTEDIMSTALLE...  CAWi
[®=E] TSETUP.1.8.15.TMP-T3...  12/3/2019 2:13:3... 12/3/2019 2:13:3... 7,600 TSETUP.1.8.15.TMP CAUS
Filenarme Full Path Dewvice Path Index
SMFT CAWindows!\System32hmswsock.dll AWOLUME{D1d5a3e85299F8d0-ac535fc... 43
|:| ADVAPIZZ.DLL CHhWindows'\System32hadvapi32.dll SWOLUME{O1d5a3e85299%F8d0-ac535fc.. 11
BCRVPT.DLL ChWindowshSystem32\borypt.dil WWOLUME{O1d5a3e85299f8d0-ac535fc... 36
%] BERYPTPRIMITIVES.DLL  C:AMWindows\Systern32\BCRYPTPRIMIL... \WOLUME{01d5a3e85299f8d0-ac535fc... 21
[ cACHED-CERTS ChiUsers\devizDesktop\TOR BROWSE... \WOLUME{01d5a3e85299f8d0-ac535fc... 48
|:| CACHED-MICRODES... ChUsers\devihDesktop'\ TOR BROWSE... SWOLUME{O1d5a3eB853299F8d0-ac535fc.. 50
[#] cFGMGR32.DLL ChWindowsh\Systern32\cfgmgr32.dil \WOLUME{O1d5a3e85299%8d0-ac535fc... 17
|%] COMBASE.DLL ChWindowshSystem32\combase.dll WWOLUME{O1d5a3e85299f8d0-ac535fc.. 20
[m=] CONTROL_AUTH_CO... CAUSERS\DEVIMDESKTOPA\TOR BROW... \WOLUME{01d5a3e85285f2d0-ac535fc... 45
[#] CRYPTBASE.DLL CHWindows\System32\CRYPTBASE.D... \WOLUME{01d5a3e85299f8d0-ac535fc... 38
] CRYPTSP.DLL C:AWindowsh\Systern32\cryptsp.dll \WOLUME{O1d5a3e85299f8d0-ac535fc... 34
GDI32.0LL ChWindowshSystermn32\gdi32.dll WWOLUME{O1d5a3e8529%f8d0-ac535fc... 29
|:| GDIZZFULL.DLL ChOWindows\System320\GDI32FULL.DLL  \WOLUME{01d5a3e8529%F8d0-ac535fc... 31
[ GEOIP ChUsers\devi\Desktop\TOR BROWSE... \WOLUME{01d5a3e85299f8d0-ac535fc... 46
|:| GEQIPE ChUsershdevitDesktop' TOR BROWSE... SWOLUME{OT1 d5a3e853299F8d0-ac535fc.. 47

Figure 12. List of Dlls

Places.sqlite Files

These are Firefox files holding record of visited websites, bookmarks, keywords etc. Being an extended

version of

Firefox,

Tor

has

this

file in the

profile

folder

C:\Users\USERNAME\Desktop\TorBrowser\Data\Browser\profile.default. The tool SQLite viewer has been
used to recover bookmarks and frequently visited sites even after uninstalling the application. Figure 13shows
the screen shot of places.sqlite files viewed in SQL.ite viewer.

&

(% Add File X Close % AboutUs

@ Help

= Upgrade [ Exit

SysTools SQLite Viewer v3.0 - FREEWARE

st Deleted

place_id(INTEGER)
IHPUT(LON?IX?S;:AE parent position title keyword_id folder_type dateAdded lastModified guid syncStatus  syncChanged|
use_countl al 0 0 <Null> <Null> <Null> 1576429809, 1582731711... root 1 1
# LIRS I 1 0 Null Null 1576429809... 1576429823, 1 3
<Null> <Null>
GHUNTEGER) 1 1 me:s Null Null 1576429800... 1576429823 me:; 1 3
typelINTEGER) toolbar <Null= <Null= toolbar,
AINTEGER) 1 2 tags <Null> <Null> 1576429809... 1576429809... tags 1 1
parent(INTEGER) 1 3 unfiled <Null> <Null> 1576429809... 1582731711.._unfiled 1 3
position(INTEGER) 1 4 mobile <Null> <Null> 1576429809... 1576429823.. mobile 1 2
. ) 2 0 <Null> <Null> <Null> 1576429823... 1576420823.. 3x8XKQKW.. 0 1
| ]
] 3 ] Learn more .. <Null> <Null> 1576429823... 1576429823... vxkhS2u2Wz... 0 1
3 1 The Tor Blog  <Null> <Null> 1576429823.. 1576429823.. 2GYBaY806).. 0 1
= 5 0 http://grym... <Null> <Null> 1582731711... 1582731711... fuSPaiAJUM... 1 1
«
B Table Properties
Table Name moz_bookmarks
Table Schema | CREATE TABLE moz_bq
Ll I
[
Offset 00 01 02 03 04 05 06 07 08 09 OA OB OC 0D OE OF ~
0003FDDR |42 OA OE 00 09 01 01 08 45 00 00 06 06 25 09 08  J....... I....%.
0003FDER |03 05 68 74 74 70 3A 2F 2F 67 72 79 6D 6B 74 67  ..http://grymkig|
Table Name 0003FDFR |77 79 78 71 33 73 69 6B 6C 2E 6F 6E 69 GF 6E 2F  wyxg3sikl.onion/|
0003FEO2 |00 05 SF 7 71 74 42 68 00 05 9F 7C 71 74 4R 68  ...|gtJh...|qtdh v
76Bytes Ln1 Col1l

?gure 13. places.sqlite viewed in SQL.ite viewer
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Visited Websites

The Dump file’s Hex view is viewed using HxD. Using keyword search (Tor or .onion) visited websites can

be viewed. Figure 14 and Figure 15 shows the keyword search and its output respectively.

Find

Text-string  Hex-values

Search for:

>

Integer number Fleating peoint number

[onion -

Options Search direction
Text encoding: (=) All
{Editor encoding) ~ () Forward

() Backward

Case sensitive

Search all Cancel

Figure 14. Keyword Search

T | Checksum Search (3493 hits)

Offset Excerpt (hex) Excerpt (text)
49F244 33673275706C 347071 36 6B 73 66 63 34 6D 2E 6F 6E 69 6F 6E BEF BF 00 00 00 00 06 00 00 00 3g2upldpgbkufcdm.oniong;.......
5B7D46 2F 7369 74 65 2F 64 75 63 6B 64 75 63 6B 67 6F 2E 6F 6E 69 6F 6F 00 D3 FF FF 64 E6 00 00 AQ 8C /site/duckduckgo.onion.Oyydas.. (E
AFRADA 62 7AT3TA G467 68 62 6C 64 64 76 66 69 71 64 2E 6F 6E 69 6F 6E 08 00 BF BF A5 010000 63 01 hzszdghblddvfiqd.onion..; %...c.
1FE7DAB B2 7A T3 VA G467 68 62 6C 6464 76 66 69 71 64 2E 6F 6E 69 6F 6E 0D 0A 5573 6572 2D 41 67 65 hzszdghblddvfigd.onion.. User-Age
1FETEA4 68 7A 73 TA 64 67 68 62 6C 64 64 76 66 69 71 64 2E 6F 6E 69 6F 6E 2F 0D DA 43 6F 6E 6E 65 63 74 hzszdghblddvfigd.onion/..Connect
20FD55E 3F 3134 35 36 35 36 26 71 3D 74 6F 70 25 32 30 2E 6F 6E 69 6F 6E 2532 307369746573 26 74 7145656g=top%20 .onion%20sitest
2245048 68 TA 73 7A 64 67 68 62 6C 64 64 76 66 69 71 64 2E 6F 6E 69 6F 6E 00 00 00 00 45 00 00 00 68 74 hzszdghblddvfigd.onion....E..ht
2249093 62 7A T3 7A 6467 68 62 6C 64 64 76 66 60 71 64 2E 6F 6E 69 6F 6E EF EF BF 00 00 00 00 46 00 00 ié
22490E3 62 7A T3 TA 6467 68 62 6C 64 64 76 66 69 71 64 2E 6F 6E 69 6F 6E 2F BF BF 00 00 00 00 01 00 00
2248170 B8 YA 73 VA 64 67 68 62 6C 64 64 76 66 69 71 64 2E 6F 6E 69 6F 6E BEF BF 07 00 00 00 00 00 00 00
22491E2 62 7A T3 TA 6467 68 62 6C 64 64 76 66 69 71 64 2E 6F 6E 69 6F 6E 00 00 00 00 45 00 00 00 68 74 hzszdghblddvfigd.onion....E...ht
224922F 62 7A T3 VA 6467 68 62 6C 64 64 76 66 69 71 64 2E 6F 6E 69 6F 6E BF BEF BF 00 00 00 00 67 00 0D hzszdghblddvfigd.onion;;;....g..
224827F 68 7A 73 TA 64 67 68 62 6C 64 64 76 66 69 71 64 2E 6F 6E 69 6F 6E 2F 71 61 2D 74 68 65 6D 65 2F hzszdghblddvfigd.onion/qa-theme/
22492F0 62 7A T3 TA 6467 68 62 6C 64 64 76 66 69 71 64 2E 6F 6E 69 6F 6E BF BF 00 00 00 00 00 00 00 00 hzszdghblddvfigd.onion;;........
224939E B2 7A T3 TA 6467 68 62 6C 64 64 76 66 69 71 64 2E 6F 6E 69 6F 6E 00 00 00 00 00 00 00 00 00 00
2248452 68 7A 73 7A 64 67 68 62 6C 64 64 76 66 60 71 64 2E 6F 6E 69 6F 6E 00 00 00 00 45 00 00 00 68 74
224849F 62 7A T3 7A 64 67 68 62 6C 64 64 76 66 69 71 64 2E 6F 6E 69 6F 6E BF BF BF 00 00 00 00 46 00 00
22494EF B2 7A T3 TA 6467 68 62 6C 64 64 76 66 69 71 64 2E 6F 6E 69 6F 6E 2F BF BF 00 00 00 00 00 00 0D hzszdghblddvfigd.onion/;
2249540 68 7A 73 7A 64 67 68 62 6C 64 64 76 66 63 71 64 2E 6F 6E 69 6F 6F BF BF 20 6F 2E 55 64 ED 01 00 hzszdghblddvfigd.onion; ;€n.Uj's..
22495AB 62 7A T3 7A 6467 68 62 6C 64 64 76 66 6% 71 64 2E 6F 6E 69 6F 6E 2F BF BF 01 BF BF BF 00 00 00 hzszdghblddvfiqd.onion/ ;. ;i
2245632 61 BE 73 77 65 72 73 74 65 64 68 63 74 62 65 6B 2E 6F 6E 69 6F 6E 00 00 00 00 1D 00 00 00 68 74 answerstedhctbel.onio
2249657 61 6E73 77 6572 73 74 65 64 68 63 74 62 65 6B 2E 6F 6E 69 6F 6E BF BF BF 00 00 00 00 1E 00 00 answerstedhctbek.onion;
224967F 61 6E73 77 6572 73 74 65 64 68 63 74 62 65 6B 2E 6F 6E 69 6F 6E 2F BEF BF 00 00 00 00 00 00 00 answerstedhctbelk.onion/; ;.
2249702 68 7A 73 7A 64 67 68 62 6C 64 64 76 66 69 71 64 2E 6F 6E 69 6F 6E 00 00 00 00 45 00 00 00 68 74 hzszdghblddvfigd.onion....E..ht
224974F 62 7A T3 7A 64 67 68 62 6C 64 64 76 66 69 71 64 2E 6F 6E 69 6F 6E BF BF BF 00 00 00 00 46 00 00 hzszdghblddvfigd.onion;;
224979F B2 7A T3 TA 6467 68 62 6C 64 64 76 66 69 71 64 2E 6F 6E 69 6F 6E 2F BF BF 00 00 00 00 00 00 0D hzszdghblddvfigd.onion/;
27T10AT7 68 74 73 TA 64 67 68 62 6C 64 64 76 66 69 71 64 2E 6F 6E 69 6F 6E 2F 00 00 05 00 00 80 04 00 FF hzszdghblddvfiqgd.onion/.

2710E3F

62 7A T3 TA 6467 68 62 6C 64 64 76 66 69 71 64 2E 6F 6E 69 6F 6E 2F 00 00 09 00 00 80 04 00 FF

,I(:igure 15. Output for keyword search

hzszdghblddvfigd.onion/.....£.5

The result points out the visited .onion websites and searches which contain the keyword .onion.

6. Conclusion and Future Scope

Tor browser maintains anonymity in internet, keep privacy and protect data with double layer encryption. As
the security features of Tor browser increases, it becomes more fragile for committing illegal activities. Hence
analysis of Tor artifacts from memory dump and system local files are expected to play a crucial role in the
investigation point of view. Future work eyes on extending the analysis of Tor evidences from network packets
captured.
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