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Abstract: Internet of Things (IoT) is a new emergent technology of the Internet. The Internet that we use today runs with 

human interposing. The Internet of Things which is the extended version of the internet which aims to offer the machine to 

machine communication or the device may be referred to as objects we call it object to object communication, which is 

without the involvement of the humans. With the growth of IOT in the market there are many considerable subjects relating 

to privacy, authentication, data confidentiality, data protection and other problems where solutions to these issues to be 

derived. This paper works on providing Mutual authentication and data security. A light weight Approach has been employed 

by generating Hybrid MAC ID for mutual authentication and using Elliptical Curve for secure data transfer which provides 

authentication and data confidentiality in the IoT Network. 
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1.   Introduction 

Security is the utmost important concern in wireless communications, as the broadcast nature of the wireless 

structure makes the signals which are transmitted through the medium available to the unauthorized devices or 

nodes. As the IOT is wireless communication since more number of devices entering to the field of IOT, the 

security of the devices on the IOT platform becomes the most important thing. The device with the less security 

becomes the more vulnerable device that may face the cyber-attacks, grabbing the most sensitive data that is 

already in the connected devices on the internet. Also with the IOT there is a problem with the huge data storage 

which being is generated by the no of devices that are increasing day by day. Hence there is uplift in physical 

layer security in the scenario of wireless communication. The physical layer increases the security of the devices 

on the IOT, so that there will be authentic information is delivered to the desired location. 

Security is the main part with IoT concern, due to increase in the more number of devices that are being 

registered in the network daily. And securing these devices becomes the major concern, since a lot of data is 

being generated from these devices together. According to the many researches being conducted on the IOT, the 

major issues on the network of interconnected devices is about the privacy and data security. And the devices 

with the poor area of defense against the attacking devices will be a way to enter for the attacker onto the 

distributed network. 

This paper focuses on the Mutual authentication technique used in IoT. It is an approach for proving the 

individuality of an object in IoT or it is the action taken to authenticate the system’s exclusive identity. The 

scenario where two communicating parties prove each other simultaneously is stated as two-way verification or 

mutual authentication. A reliable communication is delivered to IoT devices existing in remote area. Mutual 

authentication is supplemented by elliptic curve cryptography to enable the security towards the data 

communication also certifies openness, optimality and competence of the algorithm. Section 2 is on literature 

survey carried, Section 3 on System Architecture and methodology, Section 4 discuss on proposed approach, 

Section 5 on results and performance Analysis followed by Conclusion. 

2.   Literature Review 

A new framework for authentication in IoT infrastructure using a multi-level authentication protocol, which uses 

Elliptic Chebyshev Session hashing (EcSH) for refining the complete performance and working of IoT network 

is proposed by Vairagade (2020). A new secure authentication protocol using ECC and ID verifier has been 

proposed. This allows performing mutual authentication and also fulfils the IoT security requirements (Afroz, 

et.al. 2019). A secure group-based lightweight authentication scheme in E-health applications using ECC has 

been identified. This aims at providing mutual authentication and energy efficiency in healthcare applications 

(Almulhim, et.al. 2018). An authentication scheme which customs simple algebraic operations like hashing, 

XORing and make it suitable for IoT in light weight environment has been proposed.  

User credentials such as identity of user, biometrics, and passwords are used for user authentication (Gowthami, 

et.al. 2018). A better, lightweight and computationally effective authentication structure for wearable devices has 

proposed (Hasan, et.al. 2019). A scheme has been proposed which attains security necessities such as mutual 
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authentication, the security of a secret key, session key agreement, repels forgery attack etc (Hasan, et.al. 2019). 

A two factor scheme is used for cloud based IoT to provide security and mutual authentication. Kiran et.al. 

(2019) has presented a novel safe mutual authentication system that can be applied in smart homes applications.  

This technique uses block chain, group signature and message authentication code to audit users access history. 

Lin et.al. (2019) has defined an unique two-factor lightweight mutual authentication approach for IoT objects, 

that can be positioned at various levels.  

Physically Unclonable Function (PUF) is used as first factor which services with a nonce taken from the physical 

channel. Entity-based fingerprint is the second factor used for getting user specific information. Noura et.al. 

(2019) has worked on an authentication scheme by using the dynamic cipher alongside with the present public 

key encryption, where the client produces the key dynamically, which can only be cracked by brute force. The 

key dynamically generated by means of random function is used for encryption and decryption. Added to this, an 

augmentation to the security is projected by incorporating dynamic cipher based authentication.  

Phimphinith et.al. (2019) has offered a light weight mutual authentication mechanism grounded on ECC 

between server and IoT objects. Sachan et.al. (2019) worked on the Light Weighted Mutual Authentication and 

Dynamic Key Encryption for IoT Devices Applications in their research paper. Tewari et.al. (2018) worked on 

the Mutual Authentication Protocol for IoT Devices Using Elliptic Curve Cryptography in their research paper & 

produced novel results. Similarly, Koblitz (1987) did extensive work on the Elliptic curve cryptosystems. 

Mathematics of Computation which was extended to the use of elliptical curves in cryptography by Miller et.al. 

(1999).   

 

Fig. 1 : System Architecture 

Notations  Description 

GWD Gateway Devices 

Nj Node 

H (.) One way hash function 

|| Concatenation operation 

Sgn Secret parameter available for GW and Nj 

HIi Hashed Identity 

HMC Hybrid Mac-ID 

SER Server 

ACK Acknowledgement 

NACK Negative Acknowledgement 

Table 1 : Notations 

3.  IoT System Architecture 

The system architecture in Figure 1 depicts the arrangement of objects and user interaction with IoT network. 

Multiple users are connected to IoT network via a gateway device which acts like interface between user and 

network. IoT gadgets like mobiles, laptops and other devices are connected to the network via a gateway device. 

In IoT devices network, authentication between the objects has to be achieved to maintain the authenticity of the 
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objects in the communication. Similarly, user has to be validated and authenticated to prove the identity of the 

person intending to communicate or get the information from the IoT network. In both cases mutual 

authentication has to be achieved one from devices end and from user perspective. 

4.   Proposed Mutual Authentication Algorithm 

In this section, a Mutual Authentication algorithm is designed which aims at providing authentication of IoT 

objects by using the MAC-ID of the device along with the MAC-ID of gateway device connected to those IoT 

objects. Table 1 contains the notations used to illustrate the proposed scheme. 

The Algorithm Steps are as follows: 

Algorithm: Mutual Authentication Using Hybrid MAC-ID 

Step 1 :  Device Registration to the IoT network. 

  Nj=reg(MAC-ID) 

Step 2 :  Hybrid MAC-ID Generation using Device MAC-ID and Gateway device ID. 

  HMC = getmac(Nj,24)|| getmac(GWD,24) 

  HIi = H(.)HMC 

Step 3 :  Mutual Authentication of IoT devices with Server. 

                Nj(MAC-ID)->GWD 

     Sgn(GWD(Nj 24Bit||GWD 24bit))->SER 

    SER->validate ( ) 

        On success 

       Nj(ACK)<-GWD<-SER. 

       On Failure 

      Nj(NACK)<-GWD<-SER. 

Step 4 :  Data Communication between the User and server for accessing the IoT data from devices. 

Each Step of the proposed scheme is discussed in the following sub sections. 

Step 1 : Device Registration 

 

Fig. 2 : Device Registration 

Figure 2. shows the process of device registration. At the time of network setup the IoT devices will share their 

MAC -ID to the gateway devices and they are hashed and stored in the sever database. Devices connected to the 

network are having 48 bit MAC address and the gateway connecting the objects and IoT network is also having 

48 bit MAC address. At the time of registration the first 24 bits of device and last 24 bits of gateway MAC 

address are taken and performed a 24 bit swap finally resulting in 48 bit value which is hybrid in combination. 

After the 24 bit swap, the resulting hybrid Mac is hashed using SHA 256 hashing algorithm and a copy is stored 

locally in the gateway device and another copy in the server database. This can be used as a part of mutual 

authentication among devices level in the IoT network. Figure 3. Shows the Hybrid MAC generation process. 

Figure 4. depicts the Hybrid Mac obtained from the above process. 
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Step 2 : Hybrid MAC Generation 

 

Fig. 3 : Hybrid MAC generation Process 

 

Fig. 4 : Hybrid MAC 

Users are the people interested to interact with the IoT devices and to gain access to control, monitor the data, 

and use the data of IoT devices. To make use of the resources of these constraint devices proper authentication 

process has to happen. User at first has to register himself with the server. This process is termed as user 

registration. At the time of registration user will provide his basic information which is recorded in the server 

database. On successful Registration a physical token is generated by the server and questioned to user.  Along 

with physical token a system generated random password is given as initial password credential which has to be 

changed on successful login for the first time. Figure 5. shows the user registration process. 

 

Fig. 5 : User Registration 

Step 3 : Mutual Authentication Phase 

The 12-digit hexadecimal numbers of MAC addresses are a length of 48 bits. MAC addresses are, by 

convention, Typically written in one of the two formats below: 

MM: MM: MM: SS: SS: SS or MM-MM-MM-SS-SS-SS 

The ID includes the first half of a MAC address The adapter manufacturer's number. These IDs are identities 

Regulated by a body regulating Internet standards.  The serial address represents the second half of a MAC 

address. The number allocated by the manufacturer to the adapter. 

After device registration and user registration the next phase is Mutual Authentication phase where IoT devices 

are authenticated with server. In this approach device will sends the MAC ID which is 48 bit length to the server 

to validate via gateway. The gateway plays the role of mixing the device and gateway mac by performing the 24 

bit swapping. At the server end the Hybrid MAC is stored in the database which is validated against the gateway 

generated one. On successful validation IoT object is authenticated and an Acknowledgement is sent to device. If 
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the device is not in the premises of the server then the NACK is sent to the gateway device stating that the device 

is not in the database. Figure 6 shows the mutual authentication process. 

 

Fig. 6 : Mutual Authentication 

Step 4 : Data Communication 

The users register for the network once.  Exchange of data will occur securely.  As soon as a user wants to begin 

data transfer.  In the method, a trigger is produced.  This trigger causes the public-private key pair to be produced 

using the ECC process. Therefore; the device produces a random key pair for the user, which makes it more 

difficult for a hacker to predict key predictions. Encryption and decryption of information is performed using 

ECC using the key pair created by the device. Data on the sender is encrypted using the recipient’s public key 

and the sender's private key.  In order to provide mutual authentication, we use the "digital signature" concept. 

So, the sender applies a digital signature to the entire message while the data is being encrypted. On the receiver 

side, it is decrypted by merging the recipient's public key and the recipient's private key when the data is 

obtained.  The receiver verifies for authentication with the public key of the sender r.  Authentication is 

accomplished when both the decrypted texts match.  Because no one else may decode messages, data protection 

is achieved and, thus, the sender is also authenticated to receive data only from the intended recipient. ECC is a 

public key cryptography technique focused on the algebraic structure over finite fields of elliptic curves. In 

contrast to non-EC cryptography, ECC enables smaller keys to provide equal protection. For key agreement, 

digital signatures, pseudo-random generators and other tasks, elliptic curves are applicable. The set of points that 

satisfy a particular mathematical equation is an elliptic curve. An elliptic curve equation looks something like 

this. 

 
2 3y x ax b= + +   (1) 

where 
3 24 27 0a b+   

 

Fig. 7 : Elliptic curve 

5. Results and Discussions 

The proposed approach is implemented using Java Platform. ECC curve brainpoolp256r1 is used for point 

generation and then for generating the public and private key pair for sender and receiver. The key size reflects 

the maximum input length in asymmetric encryption techniques like RSA. So, for the encryption and decryption 

of three algorithms, AES, RSA and proposed, we have separately compared the different key sizes. 
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Key size in bits AES RSA Proposed 

6 1 0.8 0.5 

25 0.85 0.5 0.30 

48 1.1 0.72 0.35 

102 2.5 1.2 0.68 

128 0.25 0.12 0.09 

Table 2 : Time taken to encrypt data in seconds 

 

Fig. 8 :  Graphical Representation of Time Taken for Encryption 

Key size in bits AES RSA Proposed 

6 1 1.2 0.89 

25 0.85 0.8 0.35 

48 1.1 1.05 0.34 

102 2.5 1.47 0.58 

128 0.25 0.39 0.19 

Table 3 : Time taken to decrypt data in seconds 

 

Fig. 9: Graphical Representation of Time Taken for Decryption 

6.   Conclusions 

This paper explores an approach where Mutual authentication is accomplished to provide stronger authentication 

by using Hybrid MAC ID generated by IoT device and Gateway device. This approach does not allow the 

cryptanalyst to obtain the access to devices and to server who can alter some data in the database. Only 

legitimate and authenticated users are allowed to access the devices and can perform communication among 

them. ECC is used for authenticating and data communication between user and server whereas the Hybrid MAC 

is used for obtaining Mutual authentication between IoT devices and the server. 
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