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Abstract: Cloud computing is a framework for suitable on demand network admittance to a mutual pool of computer resources. 

Cloud computing is a model for delivering services as per the demand related to information technology over the internet. It is 

a type of internet-based computing by which client pay for using the services. A client sends a request to the cloud server, 

server respond to his request and deliver on demand services. The inflamed attack in the cloud surface makes it extra susceptible 

to prevailing and emerging security threats. Predictable cloud data prevention and security approached have been initiated 

unable in anticipation of such threats and this distasteful trend has compelled the need of revolutionary approach to cloud data 

security. Blowfish Encryption and Steganography already had established techniques of data security. This Research work 

possess an amplify approach to safeguarding data security by combining both of the proven techniques. The united methodology 

is aimed to leveraging the strength of these two proven techniques to attain a robust mechanism of confirming security in cloud 

data.   
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1. Introduction 

 

Cloud computing is a innovative internet based computing technology that has gradually established in past 

years. [1] The idea behind cloud computing is to empower users or organizations to access computing resources 

via internet and pay per use model, the same way client pay for electricity, water and related services of daily life. 

[2] Cloud computing defined a framework for delivering services related to IT on internet according to user 

requirement.  [3] Cloud computing approach affords various benefits to cloud users as well service providers. 

Adoption of cloud computing has been by security concerns and others challenges like performance service quality 

and integration. It essential to ensure prevention of cloud data is imperative and it motivated researches in cloud 

computing communities to develop mechanism to safeguard availability confidentiality and integrity. 

 

An important aspect of data security is quality of services, cloud computing inescapably postures new 

challenging security threats for a number of reasons which are concentrated on the individuality of cloud 

computing concept. As we all know that data stored in cloud is in black box process i.e. cloud user does not know 

that where is data stored and how data can be utilized by third party. [4] The aim of cloud data security is to ensure 

data is sufficiently secured for its life cycle. Therefore, contending such threats would require more than the 

outmoded cryptography primitives. This paper suggests an approach using grouping of steganography and 

blowfish to preserve security of data in the cloud. 

 

A.  Cloud Computing Overview 

 

Sidhu and Kinger [5] define, the emerging computing paradigm in information technology is cloud computing 

(CC) that is an evolving technology exemplar. The aim of cloud computing is share data, service transparently and 

calculation over data in the network. Meanwhile cloud computing store the data and distributed resources in open 

environment. The amount of data storage in cloud increases quickly. Usually, there is no regular definition of cloud 

computing. However, it comprises of a cluster of distributed servers known as masters, providing demanded 

services to dissimilar user known as client in a network with reliability and scalability of data center. CC has four 

disposition replicas. 
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1. Public Cloud 

These usually proved services to general public including operation, application and storage of data. Such 

service may be free or accessible as expense as per use.  

2.  Private Cloud 

Private cloud normally provides services to the single organization. This cloud not accessible by general public 

i.e. VMware Private Cloud, Microsoft Private Cloud. 

3. Community Cloud 

These collective its arrangement among numerous organizations with shared consent of clients including 

prerogative and compliance etc.  

4.  Hybrid Cloud 

It is the mixture of two or more than two cloud such as public and private or private and unrestricted etc. 

 

B.  Cloud Computing Deployment Models  

There are usually three service model of cloud: Software as a Services, Platform as a Services and Infrastructure 

as a Services as shown in Figure-1. 

1. Software as a Services (SaaS) 

It is the very common model in which cloud suppliers connect and function software in cloud. Most of the 

applications of cloud support precise client software committed to these application such as Email, Virtual desktop 

etc.  

2. Platform as Services (PaaS) 

Cloud providers run a computing platform containing execution environment, operation system, programming 

language, webserver and database etc. Application developer can advance and execute the software on cloud. Some 

implemented open sources platform as a service providers are Open shift origin, cloud foundry etc.  

3. Infrastructure as Services (IaaS) 

These cloud providers provide their infrastructure (data base, hardware etc) to the cloud user. Cloud provider 

offer computer as a virtual machine and resources. Virtual machine runs as guest by a hypervisor such as Kvm or 

Xen. Iaas also provide images as resources in cloud such as virtual machine library, file based storage, firewalls, 

block storage, load balancing and much more. 

 

C. Cloud Security Responsibilities  

 

The inflamed attack surface intrinsic in cloud surface makes it problematic to regulate who is predominantly 

accountable for securing dissimilar software and hardware tools that establish the deployment model.  The CS 

provider tends to place accountability for securing the cloud data on the client but most of the client shoulders 

security accountability is totally provided by the service provider. The shared accountability between the user and 

the service providers to define who is responsible for securing data in the cloud totally depends on deployment 

model. For achieving this aim the cloud Special Interest Group of the Security Council Propagated a matrix of 

responsibilities [6]. This has been somewhat modified to programming tools given in Fig.1. 

 

Fig. 1 Modified Cloud Security Responsibility Matrix
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D. Cryptography Techniques  

Cryptography techniques can be described as follows: 

1. Rivest-Shamir-Adleman (RSA) 

RSA is known as finest cryptography algorithms which work on public key altercation, digital signature and 

encryption of data. It uses variable key size and variable size encryption block. RSA grounded on asymmetric 

cryptography system based on number theory known as block cipher system [7].  

2. Data Encryption Standard (DES) 

This algorithm is broadly acknowledged and publically available encryption system advanced by IBM in 1970 

but was future espoused by NIST as Federal information Processing Standard 46 [8.There are many method and 

attacks logged those abuse the weaknesses of DES, which made it little unsecure [9]. 

3. Advanced Encryption Standard (AES) 

AES swap DES in 2001. [10] AES has the ability to support any arrangement of data and key length, as its key 

length throughout the progression of encryption and decryption, the procedure of AES spirits to 10 circles for 128 

bits  

 

key, 12 rounds for 192 bits key and 14 rounds for 256 bits key in order to delever concluded cipher or to regain 

the original plain text.  

 

4. Blowfish Algorithm 

Blowfish is used for preservation of data and encryption using symmetric block cipher process. It uses 32 bits 

to 448 bits as its variable length key and made it ideal for data prevention.It is an open and non-patented algorithm 

thus it is freely available for all users [11].   

 

5. TwoFish Encryption 

Twofish is used for preservation of data and encryption using symmetric block cipher process. TwoFish 

awarded one of the finalists among top five algorithms in Advance Encryption Standard contest. Unfortunately it 

was not selected for standardization. Twofish is the next step of Blowfish algorithm. Twofish uses S-box 

independently as pre computed key and schedule of respective complex key. Twofish divide entire plain text into 

two equal parts. It is also used in feistel network like DES. Maximum Distance Separable Matrix is used by 

Twofish algorithm.  

 

[12, 13] Twofish is somewhat slower than AES for 128bits key but slightly faster for 256bit keys on most of 

the plateforms. 

Table 1: Comparison of Encryption Algorithms 

Algorithms Proposed 

By 

Key 

Size 

Bloc

k Size 

RSA Rivest, 

Shamir & 

Adelman in 

1978 

128 64 

DES IBM IN 

1975 

56 64 

AES 

(RAJINDAL) 

Joan 

Daemen & 

Vincent Rijmen 

In 1998 

256 128 

Blowfish Bruce 

Schneier In 

1993 

32-

448  

128 

by 

Default 

64 

TwoFish Bruce 

Schneier In 

1998 

256 128 
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E. Steganography  

 

Steganography is the technique of hiding data from outside the world. It uses object (Carrier), Message and 

password to produce stego object. Cover object is a message that is to be sent [7]. Cover object is the data that 

dispatcher desires to continue it secret and hidden from the outside world. In this model data may be hiding in any 

image, autio or video [14]. Cryptography is known as secret writing while steganography know as hiding of data 

[15].There are so many techniques for hiding the data of message in such fashion that the modification done to 

image is perceptually imperceptible: Steganography methods are: Least Significant Bit (LSB), Covering, Filtering 

and Transformation. 

 

 

                                           

Fig. 2 Model of Steganography

 

2. Related work 

 

Steganography and Cryptography have a common objective to ensure the protection of data by hiding and 

secrecy respectively. These techniques widely used in previous researches and also tested and approved to protect 

sensitive data. Cryptography and Steganography share common objectives of ensuring adequate protection of data. 

In literature survey there are many approaches to secure data in the cloud.  

 

Gurjeevan Singh et. al [17] discusses  Cryptography algorithms play an effective and key role in data protection. 

They provide evaluation of cryptography algorithm such as AES, DES, Blowfish RC 6. They conducted a 

comparison among these encryption algorithm and they found that blowfish is the winner algorithm.  In the final 

result blowfish has best performance than others shared encryption algorithm. 

 

Ranjeet Masram et al.[18] states that electronic data which is most confidential is circulated in the network for 

achieving faster communication. Cryptographic algorithms uses cipher text for providing confidentiality and 

security of data against malicious or attacks. However security is an important factor and some other factors also 

can affect the performance and selection of encryption algorithms during the implementation of such cryptography 

cipher for different application.  They analysis and comparison of encryption algorithm RC4, AES, Blowfish, RC2, 

DES, 3DES. 

 

Garima and Naveen [3] states that the key feature of steganography over cryptography is secret data not get 

attention to itself as message can be concealed under the image, audio or video files. They describe that 

steganography is the best data hiding methodology when cryptography is not acceptable. Yuri et al, [19] explained 

and represented the framework of cloud centered infrastructure service provisioning. They also suggested an 

architecture that facilitate cloud services such as integration and interoperability for inter cloud environment.  

 

Selvn et al. [20][21] conversed some issue of data storing and  data security in the cloud. They concluded some 

steps after implementing: 1) displacement strategies for new data,  2) service level agreement between service 

provider and client and  verification of service quality. Sharon et al. for further inters cloud security infrastructure 

development. Rajiv et al. [23] projected a method, which is the amalgamation of identity based encryption (IBE) 

and facilitated RSA methodology for ensuring secure cloud environment. 
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Table 2: Comparison of Encryption Algorithms 

Propose

d Approach 

Merits Demerits 

EMK[1] 

Significant 

data associated, 

provides 

sufficient 

storage and 

sharing. 

Required 

effective 

training and 

education for 

applying 

strategy. 

AES[3] 

Improves 

pixel 

assortment of 

image, 

detection 

information of 

multifarious 

Need more 

security in 

steganography 

compress 

shrink. 

ADK[4] 

Generate 

master secret 

key, verified 

original data, 

finger print 

authentication 

exist 

Enhances 

data index and 

space 

complexity. 

HMR[5] 

Balances 

network load, 

aware network 

category, 

designed for 

specific 

applications 

Need high 

metrics cost 

EMG[6] 

Provides 

cloud storage 

services, 

enables digital 

physiological 

system. 

Sometimes 

information is 

not 

confidential. 

ACE[7] 

Satisfy 

security 

standards, 

enables access 

control 

encryption 

Issue of 

verifiability in 

cipher text. 

ECC[8] 

Improves 

processor and 

memory usage, 

reduces power 

consumption 

Whole 

communication 

is not secure. 

3DES[10

] 

Improves 

cost 

performance 

trade off, best 

fit in many 

crucial 

applications 

Security 

strength is not 

much complex. 

Blowfish

[11] 

Improves 

encryption time 

and throughput 

Authentic 

mechanism is 

limited only 

few 

applications. 
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CTR[12] 

Secures 

network cards, 

suitability in 

symmetric 

block 

High time 

complexity. 

MSE[13] 

Maximizes 

embedded  

capacity, 

improves image 

steganography 

LSBs do not 

perform well. 

A[14] 

Designed a 

framework for 

steganography 

Adversary 

cannot 

distinguish 

PSNR[15

] 

Improves 

cover objet and 

stego-object, 

provides secure 

communication 

Spatial and 

frequency 

domain are 

much complex. 

A[16] 

Improves 

data link 

encryption 

Need to 

improve data 

system and 

process 

STRIDE[

21] 

Identify 

potential 

threats, and 

provides 

traceability 

Need extra 

power and 

resources 

CDS[23] 

Audit 

variable size 

and block in 

public cloud 

Enhances 

computational 

overhead. 

 

 

Proposed approach 

 

In day-to-day life internet is very important for everyone all almost all the work is done with the help of the 

internet, like online payment, shopping, browsing, data storing, etc.., there are many attacks are possible when we 

are using the internet, like Man-in-middle attack, mathematical attack, timing attack, etc., therefore keeping 

Confidential information in Cloud or online database is not secure. To overcome this, in the proposed method 

cryptography and stenography technique have been used to hide the confidential information for further 

communication. 

Fig 3: Encryption Process in Proposed Model
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A. Implementation 

 

First Encryption: Cryptography Method Let consider the word “CONOFO” as confidential information and is 

converted into a numeric value representation  

  

Plaintext C     O    N     O     F    

Numeric 

Value 

3    15   14   15   6   

 

Key C   R   Y    P    T   

Numeric 

Value 

3   18   25  16   20   

 

 

Encryption is done with the help of,   

Pi + Ki mod 26 = Ci 

 

C + C =  3  +  3   = 6    mod 26 = 6 

O + R = 15 + 18  = 33  mod 26 = 7 

N + Y = 14 + 25  = 39  mod 26 = 13 

O + P =  15 + 16 = 31  mod 26  = 5 

F + T  =  6   + 20 = 26  mod 26  = 0 

 

After performing the first encryption Ciphertext is:  

Ciphertext 6  7   13   5     

0 

Alphabetic representation F  G   M   E    

0 

 

Second Encryption: Steganography Method  

 To hide ciphertext “ FGME0” we have used Steganography online tools  

 

Fig 4: Encryption Using Stenography
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     Finally Ciphertext us hidden behind this image 

Fig 5: Encrypted with Stenography

 

 

Upon receiving an image to obtain Plaintext decryption is performed in a reversed way 

 

  

3. Conclusion   

 

This paper deliberated the cloud computing concept and its possible security risks based. Various prevailing 

mechanisms for data security in the cloud were also evaluated and then a unified methodology for safeguarding 

data integrity and confidentiality was anticipated. The proposed approach is a combination of two tested and proven 

techniques: cryptography and steganography, to achieve a unified data security mechanism. The awareness of 

spreading this proposed method by uniting a cryptography algorithm with steganography would extant absolute 

crushed for future research. This is because holomorphic cryptography is endowed with the potential to support 

computations on encrypted data without the need for prior decryption of such data. This would significantly 

improve the confidentiality of both data-at-rest and data-in-transit within the cloud environment. 
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