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ABSTRACT - This Paper looks at extending the popular probing fish bone methodology to cover heterogenous
perspective of a software specification requirement which further when merged with countermeasure decomposition
techniques makes the requirements more secure and resilient. This paper also explores on applying the machine
learning capabilities to build such resilient requirements at scale in agile projects.
Our experiments have led to below findings:

o Application of Machine learning beyond todays engineering processes advocated by agile methodologies.

e Hybrid approach of countermeasure decomposition and heterogenous probing helps in resilient requirements

e The resilient requirements thus generated can be validated by adopting the attack tree and affinity tests.
Index terms - Extended fish bone, Counter measure, Affinity map, Security Requirement, Vulnerability, Security
Threat

I.  INTRODUCTION
In recent times, application security has been a great concern for all the organizations due to ever increasing data breaches. The
major data breach reasons points to absence of resilient requirement engineering processes. The foremost concern for
organization is to find a reliable, scalable, efficient, quicker, user-friendly and inexpensive Information Technology (IT)
platform for solving their business problems or automate their business processes. Author of this paper would like to focus on
IT solution of latest technology that is more of an attack-free and robust enough to defend against the security attacks.

II. BACKGROUND
There are several researches around requirements engineering, agile process simplification, optimization and adopt best
practices in various SDLC life cycles. There are few earlier models in the world of water fall and RUP processes where business
requirements were documented with pre- and post- conditions to call out the related acceptance criteria. There were several
methodologies which considered legal and compliance requirements as non-functional requirements. NFRs were considered as
final phase of software delivery aspects. Very few recent studies started looking at requirements as an enabler with high cost
sensitivity otherwise if a requirement misses on any specific acceptance criteria and hence made the line between functional
and non-functional requirements more blur. Very recently (involving covid-19 lessons in various walks of life) has brought
back the attention and importance of being resilient, also there are more and more work happening in various industries and
research on making their process, applications, systems more resilient than ever. Resilient requirement engineering is more
recent concept where software engineering principles are exploring avenues to make the requirements as complete as well as
able to rebound from any possible security threats.

I1l.  OBJECTIVE AND PROBLEM STATEMENT
The objective of this paper is around leveraging the hybrid model to derive resilient requirements by following dual approach
1. Decomposing the requirements into atomic levels and listing all possible attacks and hence adopt or callout countermeasures
as part of requirement specification definition.
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2. Adopt a heterogenous 360 degree approach to capture all the perspectives of an use-case so that requirements are covered
from wider perspective.
The requirements thus created are resilient enough to withstand the security attacks, which is verified further using existing
attack tree and affinity tests.

IV. RESEARCH METHODOLOGY
Below we shall see 3-step process around how resilience is demonstrated in IT project —
Step 1: Two IT projects (ERP and CRM) specific module, one unique use-case is picked to demonstrate break-down approach.
Step 2 : Fish bone extended model leveraging ML to automate digital construction of 360 degree quality requirements
Step 3 : Resilience check using the Attack tree concept

Step 1

Below Illustration-1(Logical countermeasure decomposition steps) involves an application requirement with a high degree
influence of security traits inbuilt into it. From one of the IT ERP project implementations below composite requirement SR-
1280 has been picked up. In this module end users are requested to upload the KYC documents/files as part of electronic
verification. For illustration only one of the sub-task is being taken up to demonstrate how requirements are broken down to
secondary, tertiary and atomic levels (task/sub-task levels).
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KYC Validation scenario Scenario level
“Ability to upload ‘know your customer’ proof as digital
document for processing”

SR-1280

Comply with
Block Guest/ Comply with Business
Attacker Regulation functional
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Authenticate + Monitor the
Authorize the Files at Client /
user Server end

Monitor while
Upload File Storage on
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data dictionary and (Store‘in Binary, 5
content) Encryption @ Rest) fl
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Atomic Action

Level

Validate Client IP Range Encrypt files at REST using AES
(Trusted IP) 256 algorith

Fig 1 — Break down of Epic requirement into atomic level

Below Illustration-2(Physical countermeasure decomposition steps) involves an application requirement with a high
degree influence of security traits inbuilt into it. From one of the IT CRM project implementations below composite
requirement SR-180 has been picked up. The module referenced for illustration comes from the capture, storage and access
of personally identifiable information of the end customer such as First Name, Last Name, Email I1d, Mobile number,
health details as part of electronic customer inventory. Though this illustration involves server side, client-side controls,
upload process, storage, download and later archiving aspects, for the requirement decomposition experiment only one of
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the sub-task is being taken up to demonstrate how requirements are broken down to secondary, tertiary and atomic levels

(task/sub-task levels).
Step 2

Counter-Measure Decomposition
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Fig 2 — Mapping of requirements to possible threats and equivalent countermeasures
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The approach depicted in the decomposition technique can be automated using Machine learning algorithms that already exist
today.

This involves (i) data selection, (ii) the attributes (or variables) that should be recorded (measured) and (iii) how to deal with
missing data/gaps.

Machine learning (ML) algorithms that could be leveraged here shall have Natural language processing (NLP) techniques like
stemming, tokenization, part of speech tagging, and parsing. The ML shall also leverage Lexicons(i.e. list of words and
expressions and jargons based on the domain)

Feature extraction involves text vectorization, with frequency/ratio determination. To achieve a resilient security requirement,
we feed in 360 degree requirement engineering process of probing with the help of enhanced / extended fish bone structure
model. This shall help ML (or Non-ML rule based algorithms) to decompose the counter-measure requirements and thus help
establish Task, Sub-task, atomic implementation level use-cases which can then infer to create Resilient security requirement
(RSR).

The classification step usually involves a statistical model like Multinomial Naive Bayes or Neural Networks:

Multinomial Naive Bayes: a family of probabilistic algorithms that uses Bayes’s Theorem to predict the category of a text. This
is a classic algorithm for text classification and natural language processing (NLP).

Deep Learning: a diverse set of algorithms that attempts to imitate how the human brain works by employing artificial neural
networks to process data.

Text clustering using n-grams and Text analysis scope can work from scenario level sentences to individual task lever sentence
to sub-task level sub sentence to atomic implementation level group of words.

Sentiment / Intent can be an added element in text classifiers to suggest requirements breakdown in more factual terms,

Using the summary extraction capability of a text analysis ML — it is possible to construct the mid-level RSR from atomic RSR.
One such ML algorithm is SVM. (Lower to Upper)

Support Vector Machines: a non-probabilistic model which uses a representation of text examples as points in a
multidimensional space. These examples are mapped so that the examples of the different categories (sentiments) belong to
distinct regions of that space.. Then, new texts are mapped onto that same space and predicted to belong to a category based
on which region they fall into.

Note — If features become too many and leading to computational heaviness, dimension reduction MLs (e.g. PCA or LDA
(most efficient ML algorithm in text analysis)) could be leveraged too. Thus, using an ML approach RSR generation becomes
more seamless and business as usual process in long run with higher accuracy and predictability.

The fact that historic requirement break-down ratio, defects that still occurred and its RCA, Vulnerability database from NVD
and other CVE sources, helps ML to suggest further breakdown of countermeasure approaches to ensure the security
requirements thus generated gives a clarity of whether requirement is broken down to sufficient details or not.

These requirements when further tested with the Attack tree approach (Explained in the paper — “TBA”) indicates that nearly
most of the possible paths are already covered or taken care thus making the requirements resilient to attacks.

Novel extended Fish-bone model:

There is a proven probing model called fish bone or skeleton model where the questions are asking in WHY manner to probe
the root cause of an incident, the fish bone model experiments have shown us that at an average asking probing question why
upto five times is a good enough approach to establish the real root cause. This model has been helpful in RCA analysis of bug
source identification, security breach incidents, etc. In our experiments taking inspiration from fish bone model, we have
developed extended model to cover the probing to heterogeneous levels i.e. probing to one or two levels only but in multi-
dimension manner. Typically, a user story or a use case requirement is nothing more than heterogenous question-answer pair
which makes the requirement 360 degree covered and naturally resilient as all the dimensions have been covered to make the
requirement intrusion free both from logical and technical vulnerabilities.

3517



Turkish Journal of Computer and Mathematics Education Vol.12 No. 9 (2021), 1- 6
Research Article

E - How many Who Why Where How When [ Mandatory &
, Optional

\\\F . Requirement
Resilience Features attributes

Pre-condition Post-condition [ Legal Compliﬁ/

Derived requirement -~
Boundary condition

Jira/Rally/ _ _
Project Extended Fish-bone structure for Digital Visualization of 360 degree quality

(nanggement in requirements
historic dumps

Reinforcement Leaming

- Classification
Feature Feature Feature Vector cum Text
Representation/ Selection Analysis

Algorithm”

Vulnerability

Database Training

Model Training -

Update training data set time to time

- Classification

Countermeasure cum Text REIEN

Feature Feature Feature Vector . .
LIS Representatiory Selection Qggm:n ’, dec?]r:epdossmg

i

Fig 3 — Extended fish bone with reinforcement machine learning
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STEP 3

Scenario — Theft of Pl data from a CRM system,

Model — Attack tree (a simplified view for illustration purposes)

Mapped to SDLC cycle where security resilience should be built into [typically in Requirement phase — especially while dealing
with logical requirements]

A possible attack on a system through various sabotage means can still be a no-issue business as usual if the above proposed
countermeasure decomposition techniques are adopted to build resilience at atomic level.

(Description — As the compromised system data was obfuscated and the back-door entry gained didn’t reveal the customer PII
details the application is deemed safe and secure enough to deter the attacker)
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Fig 4 - Attack tree and Affinity test to map the vulnerability injection to SDLC life cycle
V. DISCUSSION

The contributions of our research that are covered in this paper are:

o Application of Machine learning goes beyond todays requirement engineering processes advocated by several agile

and PM methodologies.
e Hybrid approach of countermeasure decomposition and heterogenous probing can help in resilient functional
requirements and make them intrusion free from both logical and technical vulnerabilities
e The resilient requirements thus generated can be validated by adopting the attack tree and affinity tests.
VI. CONCLUSION

Resilience is a new buzz word in post covid-19 world where every industry is reinventing themselves. Only those organizations
who had invested in partial disaster recovery, flexibility, withstand strong winds against the business as usual process could
sustain the large scale impact. These testing times have further emphasized the importance of build resilient applications for
our customers where never ending application breaches can be controlled and defended. The security of an application in
coming world will be measured through KPIs involving defense mechanism put in place, ability to rebound from the attacks,
or ensure minimal loss of data in the attacks and discover and recover paths with agility. The resilience in the applications
comes from resilient requirement engineering processes to be adopted in mainstream agile delivery models. The above
explained concepts which were adopted in our small scale experiments have given us promising results which can be adopted
in scale with machine learning models and training data sets, there by abilities of business analysts or product owners can be
augmented with various learning models to extend the requirements to counter the threats based on past training and security
incidents of both the organization as well as related industries.
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