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Abstract : In the current era of technology, by exploiting the vulnerabilities of networked production equipment, a growing
number of cybersecurity breaches have adversely affected business efficiency especially in the context of Industry 4.0. Or
Industrial internet of things (110T). Cyber-attacks on sensitive industrial equipment may disrupt the corporate business model
in some cases. Therefore, there is a need to provide an awareness to the industry 4.0 practitioners about the layered
architecture of Industry 4.0 along with possible attacks targeting these layers. Further, the consequences of these attacks
along with countermeasures will provide a better overview of the situation. It will also help Industry 4.0 practitioners in better
management of the cyber physical system. To do this, this paper provides a detailed overview of possible cyber-attacks
targeting each layer of industry 4.0 along with the consequences of these attacks and corresponding countermeasures. Further,
a layered framework is provided as a contribution to research that will provide end-to-end protection from existing cyber-
attacks.
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1. Introduction

To meet today’s diverse and dynamic market demands, companies around the globe are in the midst of
transformation. A new wave,' Industry 4.0', has arisen in a current scenario of technological innovation happening
every day. In 2011, the word 'Industry 4.0' or 'Industrial Revolution 4.0' emerged from a project within the German
government's high-tech policy to encourage the computerization of production. Currently, the advancement of loT
devices has made risen the phenomenon of industry 4.0. Three critical phases are included in Industry 4.0: First,
digital records are collected by sensors attached to industrial assets, which capture data by closely imitating human
feelings and thoughts. This technology is known as the fusion of sensors. Second, the analyzing and visualizing
phase involves the implementation of analytical capabilities with sensors on the captured data. Many different
operations are done with background operations, from signal processing to optimization, visualization, cognitive
and high-performance computing. To help with the enormous amount of data, an industrial cloud supports the
serving method. Thirdly, turning the aggregated data into concrete results, such as additive manufacturing,
autonomous robots, digital design and simulation, is the stage of transforming ideas into action. Raw data is stored
in an industrial cloud with data analytics software and then converted into technically functional information.

In the globally interconnected digital world, threats to the IT infrastructure are also rising. Therefore, as the
industry continues to expand and leverage the growing computing power available to customers through
smartphones and laptops, certain steps need to be taken to ensure safe and secure transactions. The central concern
that all governments and business organizations follow at the highest level of priority is cybersecurity. It is a defense
against violence, unauthorized access, and theft of business information and precious knowledge about a topic or
system in digital form. Before finding a solution to cybersecurity breaches, there is a need to synthesize the existing
knowledge on possible cybersecurity threats targeting various layers of IloT along with consequences and
countermeasures. To fill this gap, upcoming sections will provide a broader overview of the existing cybersecurity
challenges of 110T, the impact of these security threats on industry 4.0, and countermeasures that need to be taken
for mitigating the risk of cyber threats. The remaining paper is organized as: section two will provide a detailed
overview of cybersecurity challenges targeting various layers of 110T. Section 3 will propose a framework for
providing end-to-end security of I1OT. Section 4 will conclude the paper by providing directions for future work.

2. Cyber Security and Industry 4.0

The basic industry 4.0/lloT architecture consists of 4 layers namely; the sensing layer, network layer,
service/data layer, and application layer. Below we describe the core functionality of each layer. Cybersecurity
threats faced by each layer, consequences of these attacks, and countermeasures.
2.1. Cyber-attacks targeting Sensing Layer of 1loT

The 10T sensing layer is vulnerable to direct physical access and is the target of the following types of attacks
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2.1.1. Tampering

In this attack, an attacker physically modifies the devices or communication link. Hardware devices can be
identified, credentials can be stolen or replaced [1]. In 10T, interconnected devices might be deployed at remote
locations and are usually left unattended, an attacker can take the benefit of the situation and can extract secrets,
modify information and replace them with malicious nodes. This attack can also be performed by altering the data
while it is getting transmitted from source to destination [2-4].

Consequences of Tampering
Tampering attack violates the confidentiality, integrity, and availability of the systems
Countermeasures

Tamper-resistant packaging is a way of avoiding tampering attacks however it is an expensive solution. Some
other defense mechanisms involve tamper-proofing and hiding [5-7].

2.1.2. Denial of Service (DoS)

I1oT devices usually communicate via radio access technology at the physical layer level. This wireless link is
vulnerable to DoS attack, which can be done either through jamming or in the form of signal distortion [8-15].

Consequences of DoS
This attack may compromise system availability to the intended users.
Countermeasures

There exist no general solution to this problem, however; the spread spectrum technigue can be used to protect
against jamming. One possible solution may be monitoring and traffic interpretation, but this solution usually
works at higher layers of 1loT [8, 9, 11-15].

2.1.3. Sensors as Security Treats

I10T sensors can also be a source of cyber-attack. If sensors are deployed carelessly, it can be a source of distributed
DosS attacks. This type of attack doesn’t need any complicated tool to access sensors. Further, these types of attacks
are becoming more prevalent due to easy access to the sensors and limited security measures [16-18].

Consequences of Sensors as security threats

If a sensor is exposed to an attacker, the attacker can transfer malicious code or may trigger a message to activate
malware on 10T devices, sensitive data may be captured or even encrypted information can be extracted along with
decryption keys [16, 19-22].

Countermeasures

Security threats related to sensors can be eliminated in different ways including enhancing sensor management
system, protecting sensed data, using public-key encryption to secure sensor data, intrusion mechanism should be
adopted and data sharing among sensors should be done in a controlled way [8, 23-26]. Figure 1 provides an
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verview of cyber-attacks targeting the physical layer of 1loT along with possible causes/consequences of these
attacks
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Fig. 1: Cyber-attacks targeting sensing layer of I1oT

2.2. Cyber-attacks targeting Network Layer of 10T

In this subsection, we will discuss possible cyber-attacks targeting the network layer of 10T
2.2.1. Denial of service (DoS)

There exist various DoS attacks that target the network layer of 110T. In a DoS attack, network resources become
inaccessible to its intended user. Figure 2 shows an overview of the DoS attack.

Attacker

Fig. 2: How DoS Attack works

Below we describe the possible reasons and subtypes of DoS attack

Exhaustion. Network resources such as buffers, throughput, and computation capacity may be exhausted by
targeting the resource of any network node[27, 28].

Collision: It is a type of jamming attack in which attackers decrease the throughput of the network or sometimes
make communication impossible. It is in the form of electromagnetic interference using frequency band wireless
signals [29, 30].

Spoofing: it involves satirizing a user program to gain unauthorized access. It is usually performed by sending
malicious information from an unknown source. In spoofing, the attacker plays a dual role; as a user and as a
router, and the actual user is unaware of what is happening [11, 26].

Sinkhole attack: Sinkhole are the nodes that are compromised. In this attack, while data is transferring from source
to destination, when the data reaches the compromised node/sinkhole node, it is altered or forwarded to a wrong
destination. In this attack, compromised node attract network traffic by advertising fake routing update. Sinkhole
attack can also be used to launch other attacks on network including, spoofing attack and selective forwarding
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attack [31-34].

Unfairness: It involves the corrupting fairness mechanism of wireless sensor networks (WSNS). It exhausts WSNs
by sending heavy traffic or causing repeated collision [35-38]

Selective forwarding: In this type of DoS attack, a compromised node may receive and alter data by dropping
some messages and forwarding selected messages. As a result of selective forwarding, the host will not receive
complete information or sometimes will receive corrupted information [34, 39-41].

Wormhole attack: Wormhole attack is considered a high severity attack in which a tunnel is established between
two nodes and packet is forwarded among each other. These malicious nodes pretend that they are very close to
each other so that other nodes could send packet through these nodes [34, 42-44].

Sybil attack: Sybil attack is one of the emerging attacks targeting I10T. In this attack, the attacker uses multiple
fake identities or abuse pseudo identities and thus compromise the effectiveness of the system. Figure 3 shows the
working of Sybil attack. A lot of Sybil attacks are reported on social media where attackers use multiple identities
to spread spam and advertisement Sybil attacks generate spam while sometimes attackers broadcast malware and
phishing websites to steal users’ private information. Further, several Sybil attackers behave like a normal user,
therefore it is difficult to detect that an account is Sybil or not [34, 45-47].
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Fig. 3: Sybil Attacks

Flooding: Network flooding and DDoS flooding involve sending a large amount of traffic or service requests to
the target system to exhaust network resources. As a result of heavy traffic, the target system sometimes becomes
usable or even crashes in some cases [32, 34, 48-50]

Node Replication: In this type of attack, the attacker copies the identity of a node and use the same identity to
send false data to disrupt the network [25, 28, 51].

Consequences of DosS threats

Collision attack may cause a loss of data availability [29, 30, 52]. Spoofing attacks cause a loss of data integrity
and confidentiality [11, 26]. Sinkhole attacks may cause tamper of data, damaging the regular traffic of the network
and sometimes it challenges network security [31-34]. Unfairness may interrupt the availability, integrity, and
confidentiality of a wireless network that is a part of 10T [35-38]. Selective forwarding causes loss of data.
Sometimes, incomplete or altered information reaches a destination that is more dangerous than the loss of
information [34, 39-41]. Packet transmission takes more time in case of wormhole attack [34, 42-44]. The presence
of Sybil attacks in the 1loT context causes many problems including wrong report generation, loss of privacy, and
spam received [34, 45-47]. Most of the flooding attacks try to make the victims’ services unavailable thus leading
to loss of revenue, resource wastage, and increased cost of service restore [32, 34, 48-50]

Countermeasures

A jamming attack can be minimized through antijamming, active jamming, and faraday cages. Spoofing can be
avoided using identity-based authentication, IP security, key distribution, and digital signature [53]. Sinkhole
attacks may be avoided by implementing an intrusion detection system (IDS), using rule-based technology to make
aware the compromised node about the existing attack, use link quality indicator to monitor individual nodes, and
use mobile agent to defend nodes [25, 54]. Unfairness may be avoided by providing a proper security mechanism
or using an algorithm for WSNs security[25]. Selective forwarding may be reduced by monitoring neighbor nodes,
introducing an attack detection mechanism, controlling packet collection and analysis of alternate path [28, 55,
56]. Wormhole attacks can be monitored and controlled using IDs, neighbor validation, and distance
calculation[57]. Sybil attack may be monitored and controlled using cryptography, profile matching, behavior
classification, channel estimation, and by monitoring users” mobility [58, 59]. Packet marking, packet tracing, and
link testing can be used to avoid flooding [16, 60].

2.2.2. Man-in-the-Middle attacks

This kind of attack occurs when an attacker gains information access during the information transmission between
sender and receiver as shown in Figure 4. Following three attacks belong to the category of Man-in-the-Middle
attack
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Fig. 4: Man-in-the-middle attack

Eavesdropping: It is a common type of spoofing in which an attacker intercepts communication between two
points. In this attack, the attacker uses a specialized program to sniff and records data packets during
communication and listen or read the data using cryptographic tools for decryption[61, 62].

Routing attack: In this attack, the attacker changes the routing information and thus create a routing loop to
decline the quality of service [32, 34, 39]

Replay attack: In this attack, an attacker captures a signed packet and try to decrypt it, if it is not possible to
decrypt it then retransmit it at a later time [21, 63, 64].

Consequences of Man-in-the-Middle attacks

Eavesdropping attacks cause a loss of data availability, integrity, and confidentiality. Routing attack deteriorates
the quality of service by intercepting routing path. Replay attack causes an alteration in data packets and makes
unauthorized access of these data packets easy [180, 181, 183]

Countermeasures

Eavesdropping attacks can be minimized using two techniques; firstly by adding a semi-dynamic controller
signature into LLDP packets to ensure the integrity of packets. The second way of protecting lloT from
eavesdropping attack is to detect and block fake links by comparing node to node communication time with a
predefined threshold value[34, 65]. Routing information needs to be protected using encryption. Replay attacks
can be prevented using the message authentication code and message sequence number. Further, the timestamp
mechanism is also used to prevent replay attacks [21, 63-65]. Figure 5 describes the key network layer attacks
along with sub attacks
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Fig. 5: Cyber-attacks targeting network layer of 1loT

2.3. Cyber-attacks targeting Service/data processing Layer of 10T

In the industry 4.0 context; data aggregation and processing are usually done on the data processing layer where
usually, data is stored in the cloud. This layer is the target of various types of attacks from the end nodes including
malware, Exhaustion, eavesdropping, DoS, network intrusion, logon abuse, fragmentation attack, session
hijacking, malicious insider, and the other security issues related to the cloud. Some of these attacks detail has
already been discussed in previous subsections. Below we will discuss remaining cyber-attacks that target the
security of the data processing layer

2.3.1. Malware

Malware is a kind of malicious software, it is specifically designed to harm the data, services, and individuals.
Some examples of malware include viruses, spyware, Trojans, worms, ransomware, adware, botnets, and the like.
Each malware has its way of affecting and damaging devices and data. In the 10T context, advanced malware is
also known as feature distributed malware (FDM) is a common attack at the data processing layer. In FDM, an
attacker steals the target’s specific internet service account and provides harm despite highly installed security
tools on the target’s system [66-70].

Consequences of Malware

Malware creates many problems: it can slow down victims’ systems, identity theft, the system may display error
message continually, system crash, hijacking browser and redirecting to various sites for malicious purposes and
even getting control of the systems [65-70].

Countermeasures

To protect the individual system from malware, each node must use some preventive measures like avoid opening
suspicious emails, links, or websites. Antimalware software must be used to protect all network computing devices
[66-72].

2.3.2. Session Hijacking

A session is created for each user when a user login any web service such as the cloud. This session keeps track of
all user’s information including session ID to validate user’s requests for data. This session ends when the user
logout. Usually, session data is stored in cookies or sometimes as parameters in URL. During a session hijacking
attack, an attacker hijacks the session by obtaining a valid session ID and thus pretends to be an actual user and
perform various malicious activities. Session hijacking attack may be active or passive: in an active attack, the
attacker takes control of the victim’s machine and exchange data. In a passive session hijacking attack, an attacker
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monitors the traffic and discover valuable credentials [73-75].
Consequences of Session Hijacking

In the TToT context, session hijacking can make cloud services vulnerable by breaching victim’s information. It
adversely affects the integrity of the victim due to the loss of crucial information [73, 75-77].

Countermeasures

The measures used to detect and prevent session hijacking attacks include IDs, monitoring of MAC address, using
SSL, HTTPS connection, educating the users, timing out session, and CAPTCHA prevention[73, 75-78].

2.3.3. Cloud Service Provider (CSP) Risks

Some of the attacks are specifically associated with data processing layers and the attacker can exploit CSP’s
vulnerabilities. These attacks include back-door attacks, password guessing, social engineering, and all network-
level risks that target cloud infrastructure [78-81].

Consequences of CSP risks

CSP security breaches have severe consequences including theft or loss of intellectual property, loss of data
integrity, and availability and trust of the service provider [79, 80, 82, 83].

Countermeasures

To avoid the risks associated with CSP, the communication between 10T hubs and cloud management server should
be encrypted. All the input to the IloT database and application servers should be monitored to avoid malicious
traffic and attacks. Cloud users should be vigilant about the risks associated with data transmission between 1loT
clients and the cloud [8, 28, 79, 80].

2.3.4. Malicious insider:

This attack occurs when an insider breaches the security for getting some personal benefit or the benefits of a third
party. Attacker accesses the data and uses it for malicious activities. A malicious worker can perform several
attacks such as DoS, extracting confidential information, intercepting the decision-making process, and executing
privileges of grant and revoke [28, 84, 85].

Consequences of insider attack

It is one of the severe attacks that harm individuals as well as organizations. It leads to several other attacks
including DoS, Malware, credential loss, etc.

Countermeasures

There exist no standard measure to protect 10T from insider threats, however; some best practices should be used
to protect IIoT infrastructure from insiders’ threats. These best practices include: periodic risk assessment, security
awareness training to employees, enforce separation of responsibilities and assign fewer privileges, implement
strict security policies, monitor and audit employees and monitor disruptive behavior [84-88]. Figure 6 highlights
the possible attacks and sub-attacks targeting the data layer of 110T.
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Malicious Insider

Fig. 6: Cyber-attacks targeting Data layer of lloT
2.4. Cyber-attacks targeting Application Layer of 1loT

The application layer/interface layer is the topmost layer of 10T that interacts with the end-user. The possible
cyber threats targeting this layer include malicious code injection, DoS, phishing, and sniffing attacks. Below we
will discuss those threats which have not already been addressed

2.4.1. Phishing attack

In this attack email of someone from a higher authority is hacked and used by the attacker for malicious purposes.
It is one of the rapidly growing attacks in which the attacker takes the benefit of human nature and internet tricks
to perform malicious activities. Phishing attacks are broadly categorized as social engineering and malware-based
phishing. In social engineering phishing, attackers get access to user credentials by sending fake emails or using
some fake website. On the other hand, in a malware-based phishing attack, attackers use malicious programs to
hack the information [49, 89-91].

Consequences of phishing attack

Phishing attack results in theft of login information, theft of banking credentials, theft of organizational secrets,
and attack propagation.

Countermeasures

The approaches used to protect I1oT from phishing include user education, authentication mechanism, network-
level protection, use of client-side tools (PhishNet, Google safe browsing API, AIWL, SpoofGuard, Phishguard,
CANTINA, and Phishwish) and server-side tools(TF-IDF, SVM, K-NN, DBSCAN, PHONEY, FRALEC,
PILFER, robust classifier model) [49, 89-93].
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Fig. 7: Cyber-attacks targeting Application layer of 1loT

2.4.2. Sniffing attack

In this attack, the attacker uses a sniffer application for gaining network information. The attacker captures the
data when it is transmitted over the network. It falls in the category of passive cyber threat because the attacker is
usually invisible in this threat. It usually involves capturing unencrypted data including user credentials, transferred
files, and network details, etc. Sniffing can be of different types: LAN sniffing, protocol sniffing, TCP session
sniffing, web password sniffing and ARP sniffing [27, 76, 94-96].

Consequences of sniffing attack

Just like a phishing attack, a Sniffing attack also results in theft of login information, theft of banking credentials,
theft of organizational secrets, and attack propagation.

Countermeasures

Some measures to avoid sniffing attacks include secure socket layer encryption especially for important
transactions, use of MAC filtering, and enable WPA or WPPA 2 encryption [97-99]. Figure 7 highlights the
possible attacks and sub-attacks targeting the application layer of 110T.

2.4.3. Denial of Service

DDosS attacks on the application layer are designed to target the application itself, concentrating on particular bugs
or problems, causing the application not to be able to provide content to the user. Application layer attacks are
intended to target particular applications, with web servers being the most common, but any application such as
SIP voice services and BGP can be used.
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Consequences of DoS attack

Dos attacks create various problems such as platform become unreachable, Loss of confidential data; turnover
decline, loss of productivity; and loss of business reputation.

Countermeasures

The DoS attack on the application layer can be mitigated through implementing proper firewalls and proxies, IP
security, Filtering, and the use of proper authentication mechanisms.

2.4.4. Code Injection

Code injection is the manipulation of a programming error that is triggered by processing invalid data. In this
attack, an attacker attempt to inject code into a compromised computer program and alter the direction of execution.

Consequences of Code Injection

Code injection is among one of the traditional and most dangerous web application attacks that can lead to data
theft, loss of data, denial of service, loss of data integrity, and even sometimes total device compromise.

Countermeasures

Code injection can be prevented through input validation and sanitization, IDS, Scanning your applications, code
checking, and proper authentication.

3. Proposed Framework

Section 2 has discussed possible cyber-attacks targeting various layers of 110T. Based on the analysis of data
from section 2, we have proposed a framework in Figure 8. According to the proposed framework, 110T is divided
into four layers. All these layers use different devices, protocols, and software and are vulnerable to different
security attacks. The first layer of the proposed framework is the physical layer, this layer includes sensors,
actuators, and other network devices. This layer is the main target of tampering, sensor threats, and DoS attacks.
Tampering occurs through physical damage to the devices or malicious code injection. On the other hand sensor
threats are mainly caused by careless deployment and weak authentication mechanisms. The second layer of lloT
(as mentioned in the proposed framework) is the network layer. This layer consists of two sublayers: the routing
layer performing the movement of packets from the source to the destination, and the encapsulation layer forming
the packets. The key attacks targeting this layer of 10T include DoS and Man-in-the-Middle attack. Some common
forms of DoS attack include jamming, exhaustion, spoofing, sinkhole, unfairness, Sybil attack, flooding, spoofing,
wormbhole attack, and node replication. Layer three of 10T is Data/service layer, this layer is located between the
communication HW/SW and applications and provides data transmission, storage, and connectivity services. This
layer is the main target of a malicious insider, CSP attacks, malware, and session hijacking. Malicious insider
attacks may be launched via extracting information, DoS, and privileges execution. Industry 4.0 uses cloud
services for data storage and transmission, therefore, it is a victim of CSP attacks. Some common CSP attacks
targeting the service/data layer of I10T include backdoor attack, social engineering, and password guessing.
Malware attack at this layer is launched in the form of virus, worms, and botnets while session hijacking in which
attackers hijack users’ session actively or passively. The fourth layer of 10T is the application layer, this layer is
responsible for the provision of services and specifies the collection of protocols for messages exchanged at this
level. This layer is the main target of phishing, sniffing, code injection, and DoS attacks. Phishing attacks at this
layer come either in form of malware or through social engineering. Sniffing attacks both in active mode and
passive mode target this layer by capturing network traffic using a sniffer. DoS attack at this layer mainly targets
via exhaustion and flooding. Last but not the least is code injection attack, this attack target network node as well
as network packets.

The proposed framework mentions possible attacks targeting 10T layers. The role of 1loT researchers and
practitioners is not only to make 110T users aware of it but rather they should also try to find more resilient solutions
to these attacks for leveraging the maximum potential of 110T.
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Fig. 8: Proposed Framework
4, Conclusion and Future work

(11oT) refers to interconnected sensors, tools, and other devices that are interconnected with industrial computer
applications, including manufacturing and energy management. This connectivity facilitates the collection,
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distribution, and review of data, potentially promoting productivity and performance improvements, and other
economic benefits. Despite the highly positive role of 110T as a key pillar of industry 4.0, it is facing the problem
of cybersecurity breaches. Various studies have discussed the cybersecurity challenges faced by 14.0, however,
these studies mainly discuss 14.0 challenges in general. Further, existing studies mainly target specific challenges.
In this paper, we have synthesized the literature on cybersecurity challenges for 10T that is one of the key pillars
of 14.0. To do this, first, we defined the layered architecture of 1loT, then we identified the possible security
challenges targeting each layer of 1loT along with its consequences and countermeasures. As a contribution to
research, we have proposed a framework that provides an overview of these challenges. The proposed research is
helpful for 14.0 practitioners and researchers in getting in-depth awareness about cybersecurity breaches and their
mitigation techniques.

In the future, we are planning to extend our work by implementing the proposed framework in real-time 14.0
settings.
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