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Abstract:The development of the Web as a highly integrated user interface to real link things has brought many challenges 

and problems to study, which has led to a rapidly increasing area of research called the Web of things (WoT). Present Web of 

things (WoT) research is a trigger for the Internet of Things (IoT) growth, opening up opportunities to create ambient areas 

where people and things interact seamlessly via the Web. This proliferation created concerns among users about the increased 

usage of Web of Things (WoT) without ensuring that the data generated by its devices are maintained. Many ways to maintain 

authentication by using lightweight speed algorithms to encrypt and validate the relevant parameters. In the authentication of 

information, many algorithms have been developed to ensure that the data generated from a physical sensor to the user 

environment is authentic. These include SHA-1, SHA-2, SHA-3, etc. In Web of Things (WoT), it must be essential to ensure 

data validity and the continuation of data monitoring to ensure encryption and authentication speed. Therefore, the provision 

of fast algorithms is an essential requirement for the Web of Things (WoT). This paper includes a modification of the Secure 

Hash Algorithm 3 (SHA-3) with another high-speed algorithm (Salsa20), which creates a high-speed and secure algorithm in 

the sensor data validation process. The expanded logistic method would also produce the Secure Hash Algorithm 3 (SHA-3) 

algorithm's initial values unknown and not identifiable by the intruder. Correspondingly, the National Institute of Standards 

and Technology (NIST) fifteen statistical tests successfully surpassed the randomness of a proposed method. 
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1. Introduction 

The next logical move is to use the World Wide Web, and its associating technology to function as an intelligent 

network as more and more devices are linked to the Internet (i.e., sensor and actuator networks, embedded devices, 

electronic appliances and digitally enhanced everyday objects) [1]. The Web of Things concept incorporates smart 

things and their services ultimately into the Web by reusing and adapting technologies and patterns typically used 

for conventional web content [2]."The Web of Things" can be accomplished by implementing web architecture 

concepts to integrate real-world objects and built-in devices into the Web seamlessly rather than use the Internet 

as an infrastructure for transport – as it does for web services. The goal is to make devices part of the network and 

its infrastructure and resources using HTTP as a protocol on the application layer [3].In the Web of things method, 

the essential contribution is to provide the basis for the next step beyond fundamental network connectivity. We 

hope that the Web of Things would do what the Web did for informational resources for real-world resources: 

simple connectivity was essential but not a necessary condition to make the Internet develop as spectacularly as it 

still grows today; it was the Web's infrastructure that allowed data and service sharing in ways that had not been 

seen before [4]. There are two options for connecting intelligent devices to the Web: indirect connectivity and 

direct connectivity, as seen in fig.1. Home devices can be seen as direct integration with an RFID reader and an 

embedded server as indirect connectivity. In general, the framework can not only hybridize all integration methods 

connectivity [5]. 

 

 
Fig.1: WoT overview [5]. 
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As WoT is continuously used, users are worried about the future concerning information security and how data 

protection and integrity can be protected when moving to the source's final interface. Many people have also 

avoided using the Internet of Things. There are also various strategies and recommendations for data integrity 

maintenance [6].  

 

The following paper is organized: section 2 includes a brief overview of applications the Web of Things (WoT).  

The Challenges in the Web of Things (WoT) security will be presented in section 3. The related work information 

and cryptographic hash functions (CHF) are presented in section 4 and section 5. The secure hash algorithm-3 

(SHA-3) and Salsa20 algorithm are presented in section 6 and section 7. Sections 8 presents the proposed approach 

system. Section 9 describes the experimental results and discussion. Section 10 ultimately offers a conclusion. 

 

2. Applications of The Web of Things (WoT) 

 

In many real-life applications, WoT is currently used. Experts continuously use these technologies to cater to 

the community's needs. For this real-world, several WoT applications are creating wonders. Some researchers have 

used WoT and IoT to improve users' daily lives in specific areas and application areas [7-11]. After analyzing WoT 

applications in-depth, the authors described in Table 1 the advantages and WoT applications problems. 

 

Mixing IoT and WoT may give many advantages in the Information Technology field. In [12], authors used 

the mixing of IoT and WoT in robot technology to analyze WoT's actions by using the bibliographic analysis to 

find many practical examples like sports, fitness, entertaining, society, army, help and surveillance, etc. The 

general observation is that the researchers have not yet touched on various big WoT/IoT fields in robotics. 

 

The authors in [13] suggested a WoT case study on agriculture. Separate animal monitoring methods and 

various fixed environmental sensors developed ontology which enabled land performance improvement in 

architecture. The authors proposed a WoT architecture for vehicle connection via an Interoperable ITS-G5 to share 

data between vehicles, processing units and storage units [14]. 

 

WoT encouraged using similar sensors to evaluate data and light to boost the advantages of reducing costs and 

human resources through increased flexibility and efficiency in infrastructure operations [15-16]. The management 

of waste before WoT was a significant problem. To enhance the waste management and collection path, waste 

containers can then be monitored [17]. 

 

The Medical Services Internet has shown epic health benefits, such as disease handling, remote patient control, 

treatment technologies, and costs and errors. The lives of patients and health staff have been severely affected [18]. 

Unique intelligent devices and sensors will track the patient's temperature, pulse and other health conditions 

continuously. 

 

 

Table1: Real life examples of WoT [19-27]. 

Application Field Characteristics Advantages Difficulties 

 

 

 

 

Smart 

infrastructure 

Using traffic 

information. 

 

Maintains a clean and 

healthy resident. 

 

Used for emissions 

prevention. 

Improves versatility 

and confidence. 

 

Reduction of 

workforce. 

 

Improvement of the 

atmosphere by 

reduction 

 

Pollution and noise. 

Risk decision-makers 

are fast and ultra-

efficient. 

 

Many appropriate 

handling instruments 

 

Data produced. 

 

Complexity of 

applications. 

 

 

 

 

Smart education 

Link students from 

across the globe. 

 

Ensure safe 

and safe 

 

Improving energy 

efficiency. 

 

Pre-efficient. 

Economic. 

 

Security and 

confidentiality. 

 

 

Better leadership. 

 

Cost reduction. 
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Student learning 

environment. 

 

Turn students into 

designers. 

Improves 

administration and 

management. 

 

 

 

 

 

Agriculture 

Soil quality and 

humidity level control. 

 

Watering plans 

streamlined. 

 

Land that fertilizes. 

Using less energy to 

optimize performance. 

 

Pre-efficient. 

Economic. 

 

Produces high quality 

crops. 

 

Better climate control 

for improved crop 

production. 

Ongoing internet 

connectivity. 

 

It is more difficult for 

the city to embrace the 

use of technology. 

 

Many farmers lack 

technological expertise. 

 

 

 

 

 

Healthcare 

Usage of intelligent 

biomedical equipment. 

 

Continuous patient 

surveillance. 

 

Medicines 

customized. 

Prevention of 

diseases and risk 

surveillance. 

 

The saving of 

expenses. 

 

Technological change 

all over. 

 

Early diagnosis and 

disease prevention. 

Protection of 

personal data sensitive. 

 

Daily upgrade 

difficulties. 

 

Management of 

enormous data. 

 

Scalability. 

 

Interpretation of 

results. 

 

 

 

Connected cars 

Car internet access. 

 

Navigation 

framework 

Google to Earth. 

Ensure security. 

 

Regulation of traffic. 

 

Sustainability. 

It's costly. 

 

Security. 

 

Infrastructure lack. 

 

 

 

Environment  

monitoring 

Air pollution control. 

 

Reset of ozone. 

 

Moisture, temperate 

and small dust particles 

monitoring. 

Tsunami and 

earthquakes are detected 

early. 

 

Air and water 

monitoring conditions. 

 

 

Quality 

of energy 

 

 

 

Industries 

Maintenance 

predictive. 

 

Scheduling of repairs. 

 

Energy skills. 

Cost-effective. 

 

Manufacturing load 

optimization. 

Tolerance to 

disappointment. 

 

Calculation 

transmitted. 

 

 

3. Challenges in The Web of Things (WoT) Security 

In terms of privacy, confidence and protection, sharing and transparency are still contradictory. These are the 

critical challenges in WoT that require exceptional care and more study. Take an example of something available 

on the Web to understand them. The issue of privacy here only applies to authorized persons accessing this item 

[28]. The security problem concerns which can and can access the object. The last issue of trust handling was the 

communication of the various WoT companies on the Web. Many users share and access so that WoT can be 

successful and famous for the researcher. Unfortunately, researchers have so far mainly addressed IoT problems 

[29-30]. As a result, challenges to WoT safety have yet to be addressed. In this section, the most demanding safety 

threats have been identified and summarized in Table 2. 
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Table 2: Threats of summary related to IoT and WoT [31-37]. 

 

Threats Violated 

Property 

IoT WoT 

Unauthorized 

access 

Authorization Unauthorized access 

poses a security 

vulnerability to the 

application layer. 

Suppose multiple users 

and diverse access rights 

may exist in an 

application. The 

application layer also 

needs sufficient 

authentication and access 

control mechanisms.    

Unauthorized WoT users 

can access a service, software, 

server and website via 

someone else's accounts and 

transfer it to the expected 

devices, switching the level of 

various authentication and 

authority methods. For 

example, in clever homes, 

unblocking certain rooms 

could jeopardize the user's 

privacy. 

Eavesdropping Authentication Eavesdropping is a 

safety hazard to the 

network layer. When 

someone attempts to steal 

information transmitted 

through the Internet by 

smartphones, tablets, 

computers or other 

devices, each kind of 

attack begins Sniffing 

information with some 

methods, such as packets 

sniffer. 

This is an assault by an 

individual in the medium, as 

the traffic flows between the 

various objects privacy could 

compromise. 

By controlling the 

username, password and 

number of the credit card. 

DoS-attack Availability A service that 

typically fails due to an 

infrastructure that cannot 

deal with traffic 

congestion is often a 

safety hazard to the 

network layer. This 

attack is riskier than the 

others, as it is effectively 

enforced on intelligent 

vehicles, leading to life 

loss. Mitigation and DoS 

detection solutions 

appear to be inadequate 

and require attention. 

DoS is now the most 

common and most 

straightforward system attack. 

They can be configured to 

minimize the system's speed 

and capacity to achieve 

anticipated results in many 

ways. For example, flood, 

collision and jamming signals 

are included in the wireless 

system. Yahoo, Amazon, 

CNN and other pages 

experienced a similar attack in 

February 2000. 

Temp-attacks Integrity The assault on 

tempering is not included 

in the framework of the 

Internet of Things 

Modify records, memory, 

or hardware without the 

customer's knowledge 

Impersonating-

things 

Confidentiality Refers to it doesn't 

have anything to do with 

the IoT. 

An intruder behaves like 

someone else. Impersonate 

happens. The details can be 

divulged, or malicious code 

can be sent. 

 

 

4. Related Work 

 

Some papers on the WoT implementation of SHA-3 have recently been released. In [38], the proposed 

implementation of SHA-3 using the LUT high-speed Xilinx Look Up-Table, which would make the Bump support 

scheme acceptable for WoT applications in the Wire (BITW) security. In [39], proposed using FPGA, appropriate 
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for sensors WBSN, to implement SHA-3 compact hardware and Carry out a sensor area efficiency assessment and 

compare our findings with other newly suggested SHA-3 hardware implementation. In [40], SHA was used to 

overcome the problems of validating information by using two SHA functions and a joint key to generate a hash 

message authentication code (HMAC). In [41], submitted a report on threats facing IoT users and offered ways to 

protect data protection and integrity. Usage of hashtags or signatures between parties to protect data integrity 

prevents its contents from being distorted or changed. In [42], modified SHA-3 used to maintain data integrity in 

the proposed IoT system. This is done through the use of chaos keys and uses within SHA-3. This is done through 

two modifications in the algorithm. The first is to rotate the data block to the left by 3 and make XOR with a 

selected chaos key. Second, it uses the SHA-256 algorithm with a select key switch to produce the KecHash used 

in the Keccak function. In [43], presents a new secure hash algorithm named (2AMD-160) using the MIT computer 

science laboratory and RSA data security, Inc.'s famous hash algorithm structure. Compare the procedure with two 

methods: MD5 and SHA-1 hash feature algorithms to show the efficacy of 2AMD-l60 in security and execution 

time. 

 

This paper suggested a fast authentication method that would ensure that the used WoT system's information 

would not be forged and that its content was not changed. Using the modified SHA-3 algorithm with the Salsa20 

algorithm, this is done to provide a robust SHA-3 algorithm than the original algorithm to provide quick validation 

of the system's information. 

 

5. Cryptographic Hash Functions (CHF) 

 

A hash function (HF) is a cryptographic operation that transforms an input message for the variable length to 

a fixed message called a hash message or message digest. In authentication schemes or random generators, 

mechanisms for data integrity and digital signatures, hash functionality can be used [44-49]. 

 

One of the essential cryptographic hash functions (CHF) is a tool to achieve many safety objectives such as 

authenticity, numerical signatures, generation of pseudo numbers, digital steganography, and digital time 

stamping, etc. [50-52].  

 

Many hashing algorithms have emerged that have helped maintain data integrity and authentication; these 

algorithms were then used to determine the data's validity from the source to the end interface. Therefore, agree 

on a form of encrypted data with one of the stable hash algorithms between the two parties to ensure the data's 

confidentiality that can be sent and received between the various systems [53-54]. 

 

6. Secure Hash Algorithm-3 (SHA-3) 

SHA-3 is selected from the different hashing algorithms to be the default algorithm, based on the Keccak. 

Keccak has developed the new Secure Hash Algorithm-3. It includes different SHA-3 models such as SHA-3(224-

bit, 512-bit, 384-bit and 256-bit) [55]. It includes different rounds and includes logical operations per round. The 

sponge function is produced to allow input first to be absorbed and then squeezed to produce the desired output 

[56]. 

 

 
Fig.2: Structure of sponge function [56]. 
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Sponge function consists of three processes: initializing, absorbing and squeezing the input message 'M' as 

shown in fig.2 and the input hash value as 'Z' on the output side of the padding module [57]; 

• The zero input step initializes the input matrix, and the input padding is carried out to generate 1600 bits 

arbitrary input block. 

• The input matrix is then XORed in the absorbing process, and all 24 rounds are performed. 

• The required output length is achieved by truncating the input matrix during the squeeze process. 

 

7. Salsa20 Algorithm  

 

The Salsa20 algorithm stream cipher was created by Daniel J. Bernstein and submitted to the eStream 

(ECRYPT Stream Cipher Project) in 2005. It is an asynchronous stream cipher that generates its output as 64-

block, blocks extracted from key, nonce, and block number; so, the Salsa20 algorithm enables a separate output 

block from any original input block everywhere [58]. Salsa20 algorithm pre-processes no S-box and no input, and 

therefore it calculates an output block that applies the algorithm directly to key input values and nonce input values. 

It has a 32 byte (256 bits) and 20 rounds built. However, with its 8 and 12 round variants and a minor key, it can 

be used. The Salsa20 algorithm author does not recommend a little more minor key (16-byte key) as the algorithm 

doubles it to a 32-byte key [59-60]. 

 

The algorithm itself is based on the add-on, XOR and constant distance rotation, all over a 32-bit word array 

of components (key, nonce, block counter and constant words). The output of this matrix is a 16-word stream used 

for encryption (XOR) of the plaintext after n-rounds are used [61-62]. 

 

8. The Proposed Approach System 

 

The main idea of the proposed approach system is to use the Salsa20 algorithm and SHA-3 as a combination 

by combing the benefit of each other. In the proposed, all initial values and parameters between the two sides will 

be defined (sender-side and server-side). The sender-side data sensing enters Salsa20 algorithm for the encryption 

process. Encrypted data and sensing date move into SHA-3 to produce a hash value more complicated. Then, 

cipher data and hash value are sent to the server-side, as shown in fig.3. The chips have a 28-bit (k0 to k7) key, a 

26-bit (v0 to v1) nonce and a 26-bit counter (n0 to n1). Salsa20's 128-bit key variant doubles the 128-bit key. The 

other four terms are used for fixing known constants, referred to as c0, c1 and c2 and c3.  

 

Salsa20 algorithm in the proposed approach system has four functions: quarter round, row round, column 

round, and double round. The central role is quarter-round; double round covers all of the functions and is 

performed ten times. By XORing a plaintext with the first b bytes of the stream, it encrypts a plaintext of B-byte 

and rejects the rest of the stream. It decrypts b-byte ciphertext by XORing the ciphertext with the first b bytes on 

the stream. No input on the stream is available in the plaintext or ciphertext. Salsa20 algorithm generates the stream 

in 64 bytes (512-bit) blocks. The main, the nonce, and 64-bit block numbers are provided separately for each block. 

There's no chain between blocks. Thus the random access to the Salsa20 algorithm output stream will parallel any 

number of blocks.  

 

The received packet will be verified on the server-side by computing the hash using the proposed authentication 

algorithms on each received packet payload data and comparing the results with the final hash stored in the received 

packet. Depending on the comparative data, the packet was accepted or rejected. The server side applies the same 

to all sender-side operations for the final hash-generation, but the final hash-out produced will be compared to the 

final hash-out received (from sender packet) for each packet received by the server. 
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Fig.3: Block diagram of the proposed approach system. 

 

 

9. Experimental Results and Discussion 

 

This work ensures the encryption and decryption scheme in both software and hardware is straightforward and 

easy to implement for resource-controlled devices like smart devices and wireless nodes. Text data obtained by 

sensor devices are the form of data suggested for this proposed approach system. This work examines the 

possibility of mixing a hash function (SHA-3) and a stream cipher (Salsa20 algorithm) to produce a strong cipher 

and substantial hash value. The encryption process requires input plaintext data through 20 iterations (rounds), 

while the decryption process involves reverse of the encryption process.  The power consumption is lower, and the 

encryption speed in the system is more rapid. Our proposal is designed to be used in high security required low-

cost devices as it is resistant to most of the cryptanalytic attacks common to stream ciphers. Fifteen tests were 

developed to assess and quantify the random of binary sequences generated by either software or hardware-based 

random or pseudo-random number generators for cryptographic applications by the National Institute of Standards 

and Technology (NIST). There are two approaches to the NIST: to examine the proportion to which a statistical 

test is performed and to verify uniformity with the distribution of P-values. The NIST tests show that the sequence 

ratio is random or is not dependent on the value (α) with a default value (0.01). Hence, the sequence is called 

random if the P-value is as high as 0.01, but the P-value less than 0.01 means the sequence is not random. Table 3 

shows all Fifteen NIST experiments in both the proposed approach system and the Salsa20 algorithm and the 

results for each test. The NIST test results indicate that the proposed approach system's P-values are greater than 

the P-values of the Salsa20 algorithm for most experiments. As such, there is considerable randomness in the 

sequence created by the proposed approach scheme. 

 

Table 3: NIST Tests. 
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Test P – Value of Salsa20 P – Value of The 

Proposed 

Monobit 0.400110 0.510210 

Frequency 0.312074 0.498178 

Runs 0.487880 0.587880 

Longest Run 0.504688 0.614798 

Binary Matrix Rank 0.477522 0.487623 

DFT 0.451004 0.651005 

Non-Overlapping-Template-Matching 0.679095 0.779095 

Overlapping-Template-Matching 0.980653 0.990754 

Maurer’s Universal 0.323035 0.411046 

Linear Complexity 0.514672 0.600674 

Serial 0.495961 0.595460 

Approximate Entropy 0.520745 0.720565 

Cumulative Sums 0.422182 0.518182 

Random Excursion 0.399397 0.649397 

Random Excursion Variant 0.441425 0.801425 

 

According to time-consuming and complexity applies to the proposed approach in milliseconds, in table 4, the 

proposed approach indicates, in particular in terms of complexity, that is larger than the standard Salsa20 algorithm 

approach; however, the approach proposed does require more time to indicate a good indicator of 60 milliseconds, 

if applicable to real-time apps or to all applications.  

 

Table 4: Comparison between Salsa20 algorithm and the proposed timing and complexity. 

Metrics Standard Salsa20 algorithm Proposed Approach System 

Time 29 34 

Complexity Medium High 

 

Table 5 presented many factors compared between the original algorithm SHA-3 and the proposed approach 

system that indicates the proposed have rounds less than the original SHA-3 and high complexity. 

 

Table 5: Comparison between SHA-3 and the proposed approach system. 

Factors SHA-3 Proposed Approach System 

Rounds 24 rounds 20 rounds 

Complexity Medium High 

Operation And, XOR, Rotation, Not Addition, XOR, Rotation 

Memory capacity More Less 

Block size 256 512 

 

Table 6 shows that when applying any text to the proposed approach with different data changes between 

numbers and letters, the modified algorithm added more confusion to the clear text with the possibility of verifying 

the data after applied to it, and this indicates that the proposed approach contains more security features and 

provides better data distribution density when compared to the original algorithm. Also, if one character is replaced 

by plain text, this will affect all proposed outputs. 

 

Table 6: The Hashing Time comparison. 

Tests SHA-3 Proposed Approach System 

128 Byte 0.001 0.003 

256 Byte 0.005 0.008 

512 Byte 0.009 0.014 

1 Kilo Byte 0.016 0.023 

10 Kilo Byte 0.15 0.281 

 

 

10. Conclusion 

 

IoT is a viable technology to make our lives more comfortable by better responding to emergencies, 

significantly changing our everyday lives. While it has many benefits, its feature makes it very vulnerable to attacks 

and seriously affects the application and user. Encryption is rudimentary security that can avoid such attacks, but 
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it is impossible to use conventional security algorithms because of the limited resources in IoT devices. The 

proposed approach system for WoT was proposed in this work. The model relies on the Salsa20 algorithm cipher, 

which was assessed by the global community, which concluded that it was powerful to be part of the eSTREAM 

and modified SHA-3.  The proposed uses the Salsa20 algorithm as a central aspect, but with less input variables,, 

a lower memory space, and less processing time. Because the information sent by WoT devices is typically 

contextual data in the form of simple packets, the proposed approach system cipher has a limited output size; thus, 

no unneeded CPU and memory usage is executed. The performance of the cipher was tested for randomness using 

the NIST fifteen statistical tests, which were created to evaluate pseudo-random numbers for cryptographic 

applications and successfully exceeded the randomness of the proposed approach system. 
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