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Abstract: Electronic Health Records (EHRs) is used to increase the interoperability between healthcare organizations and
patient health information while preserving privacy and confidentiality of patient information. EHR is structured information
that may include text, image(s) or both of them; its aims to have the features of decentralization, security, openness, and
traceability. This systematic review aims to examine and identify the forms of implemented electronic health records with the
available protection and privacy techniques. A number of keywords have been used to scan four reliable databases, which are:
PubMed, IEEE, Web of Science, and Science Direct. Where 126 studies have been obtained, based on the phases of filtering
and scanning that implemented related to the criteria of inclusion/exclusion processes. This review presented a taxonomy where
the concluded 126 studies were classified based on two categories, first includes the applied process of (authentication,
authorization and access control), and second includes the applied process of privacy and security in (information, image, and
both information with image) of EHR. Then, in this research, a deep review were conducted to highlight the challenges, issues,
and critical gaps that outlined in the academic literature of this research subject. The obtained results showed no relevant study
that examine and discuss the two aforementioned categories. This concluded that EHR could be enhanced by applying the
processes of authentication, authorization, and access control in security, in addition to applying privacy for both information
and image included in EHR.
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1. Introduction

Healthcare systems can be defined as the advantage of technology and automation to reduce high-quality
healthcare service costs [1]. In general, healthcare systems are being used increasingly across institutions, across
borders, and at the national level [2]. Also, these systems have been defined as a combination of medical and public
health informatics and commerce related to health services and information provided or enhanced via the Internet
and associated technologies [3]. In other words, the term of healthcare system not only refers to technical
development but also to the way of thinking, attitudes, and participation in global network thinking for better
healthcare at the local, regional and global level. When we look at all of this, we find that this area is very important
in our lives and can save many lives by keeping the patient under constant surveillance in the hospital by tracing
or the patient's medical history [4][5][6]. The healthcare field is increasingly dependent on mobile services for
multimedia and applications. Among the most important of these applications are electronic health records, which
have gained increasing popularity in many countries of the world today, such as the Kingdom of Saudi Arabia [7],
Jordan [8], united states [9], united kingdom[10], Nigeria[11], Netherlands[12], Sweden[13], and India[14]. The
security and the privacy play an important function in such systems to maintain the availability of health care
services efficiently. Therefore, the World Health Organization (WHQ) [15][16] has clarified that these systems
use critical data and communication technologies in order to keep service providers, patients, and governments in
touch [17] to educate and inform health professionals, managers and consumers. In addition to, encourage
innovation in the delivery of both care and management related to the healthcare system to improve them.
[18][19][20] The human impact of this health system is high, so people who join a medical organization have
several questions about online communication. The primary goals of healthcare systems are efficiency, quality,
safety, patient empowerment, medical training, ethics, and fairness [3]. In general, figure (1) shows the
requirements of healthcare system. Therefore, safety and privacy are essential requirements in healthcare systems.
Many different regulations and procedures must be taken into consideration in developing such systems. However,
although regulations and procedures differ greatly from country to country, most of them aim to ensure several
requirements of them:

e  Ensuring the integrity of patient health information throughout its life cycle within the system [21].
e  Perform protection against unauthorized access to signs of information, patient health, or use, and any
breaches of security, confidentiality, and integrity, should they occur [22].
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e  Restricting access to sensitive data and applications to authorized personnel. Creating systems that require
user identities, such as internal staff [23].
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Figure 1: Healthcare System.

Two critical terms must be considered in developing a healthcare system, which is security and privacy. Data
security governs the access to data throughout the data lifecycle. In contrast, the data privacy sets this access based
on privacy policies and laws that determine, for instance, who can view personal data, financial, medical or
confidential information—three paramount of security, which are authentication, authorization and access control.
The authentication process verified the identities of the users. In general, the verification process includes a
username and a password but other methods can be used instead such as PIN number, fingerprint scan, and smart
card. Authorization process is established if the user (who is already authenticated) is allowed to have access to a
resource. Access control process enforced the required security for a particular resource. This process actively
prevents the user from accessing anything they should not. This review examined these aspects in details
throughout the following sections, in order to clarify the state-of-art of applied security and privacy in healthcare
systems and identify the gaps in this area. Finally, although figure (1) presents the general context of the security
with privacy issues and requirements of the healthcare system, the following sections will go further, focusing on
relevant investigated studies.

2. Methodology

This research adopted the systematic review approach based on four academic databases: PubMed, IEEE, Web
of Science (WoS), and Science Direct. PubMed is the ultimate scientific and scientific engineering science
database. IEEE Explore includes updated research papers in information science, electronic technical, engineering
applications, and computer technology in medical applications. WoS is a widely trusted platform in the fields of
social sciences, engineering, science, the arts, humanities but this type of database dose not available in Iraq.
Science Direct includes different scientific literature covers all disciplinary sciences. All scholarly facets of the
healthcare system are covered by these four databases. These databases are regarded sufficient to include the recent
and most reliable literature for the security and privacy of electronic patient record. The extracted studies from
these databases are relevant and reliable to investigate the significance of security and privacy in electronic patient
record and their impact on healthcare systems. The obtained studies have been extracted from the four major
databases in latest 5 years between 2015 and 2020, where all of them are in English language. The type of selected
studies is could be journal, conference or book chapter. The conclusions of this literature review will help save
lives by offering in-depth observations that lead to the safety of medical care processes, as well as suggested
strategies for the development and making them reliable for patients.

3. Results

A basic search query using databases, specifically Google Scholar in English and without specifying the years
of "security and privacy in the Healthcare System" without quotes, yielded more than 912,000 search results. After
identifying the past six years, the results yielded 123,000 search results. The dataset was revised for the third time
for comprehensive inclusion in the literature in the four citations of the databases above, published from 2015 to
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2020. The selection of these indicators results from their adequate coverage of studies related to this research that
hierarchically addressed data security and privacy, which requires excellent attention to the risks of tampering with
these data on the health of patients. This study was presented based on four logical research strategies. The first
strategy was conducted using several keywords related to healthcare systems, for example (“electronic health
records™ or "electronic health records” or "healthcare system')—the keywords related to information security
(including authentication, authorization, and access control) and privacy. The results were trimmed dataset of 1756
articles in second strategy, after which we made a third pruning after reading the abstract and titles. This led to 226
research papers, followed by reading the entire research papers, in fourth reduction, and resulting in 126 research
papers shown in figure (2) distributed over the years of its publication. Figure (3) shows the methodology result
of research.
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We used these inquiry techniques to develop research for different healthcare systems and their application
studies; with all of the above, the alerts have been activated in search engines for permanent communication with

any new studies.
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Figure 3: Methodology Result of Research.

4. 4. Criteria for eligibility

In this research, articles that met our requirements is shown in figure (4). The initial objective was to map the
search range into a general and speciality classification consisting of two categories taken without constraints from
a previous literature sample (we used Google Scholar to identify literature trends). After extracting redundant
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papers between databases, where we found no connection to the subject of concern, just the medical part, we
removed articles through a series of iterations of filtering and sorting.

Reports were omitted if they were:

A. Not written in English.

B. Artificial intelligence and data mining systems are their targets.

C. Protocols in the field of health systems.

D. They are just based on the medical side.

E. Any papers that did not explicitly discuss the protection and privacy of the health system, as with any
documents that did not provide accurate information on these topics.

This research focuses on health care services, patient identity security priorities, the safety of their data from
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L

Start search with keyword:
Electronic Health Records && EHR S8
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misuse, and high-quality healthcare management and cost reduction.
Figure 4: Methodology Method of Research.

5. Data collection methods

The papers are included in the latest trimming, where they have been read, revised, and summarized according
to their basic categories. The papers are stored as Microsoft Word and Excel files to improve the filtering process
according to their years of authorship and the techniques and algorithms used in healthcare systems. The proposed
classification is made possible by numerous highlights and notes on works surveyed and the continuous
classification of scientific papers. Comments were recorded electronically or on papers. This method was preceded
by another method for describing, defining, tabulating, and inferring essential findings. These results are presented
as a complete guide in the supplementary materials for the results described in the next section.

6. Literature review

With the development of information technology, the expansion of the Internet, and the interconnectedness of
health care systems. This has increased data exposure to threats, and new security holes have been discovered in
these medical systems and equipment's cybersecurity. This led to making it a target for cybercrime for two reasons:
First, these systems are rich sources of essential data. Second: It does not contain high-performance protection,
and these crimes include theft of this information in addition to ransomware attacks on health systems and
sometimes on the patient's mobile medical devices. Therefore, the patient's confidence in this type of system may
be undermined, and this may damage health systems resulting in tampering with the patient's sensitive information,
thus endangering his life, so security and privacy should always be the priority [24][25]. Many other security
specifications must be included in the electronic health records infrastructure of healthcare systems, such as
security, privacy, authentication, authorization, confidentiality, and access control. With the electronic health
record, several experts recommended ensuring that information is shared to make most healthcare facilities. Many
of them tried to meet the challenges facing healthcare and tried to reduce the security vulnerabilities associated
with data processing, but they reduced their flexibility during delivery. In our review of many scientific articles
dealing with the security and privacy of health care facilities, we found that many of them used the critical points
to build a stable infrastructure effectively. With the variance ratios between those studies, its classification has
been shown in figure (5). Further, we discovered that many of them did not discuss other priorities such as
identification, permission, and access control despite studies dealing with one or two of them.
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Although, studies of [24][26] [27] [28] [29] [30] [31] [32] [33] [34] [35] [36] [37] [38] [39] [40] [41] [42] [43]
[44] [45]-[49] address the issue of authentication, other aspects are neglected. The authors of [50] [51]-[57] were
only interested in authorization. Also [58] [59] [60] [61] [62] [63] [64] [20] [65] dealt only with the issue of access
control. In all of the above; we did not find a study that included all objectives or solutions related to security and
privacy issues, which led to continuous research on the subject.
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Figure 5: Classification and Variance between Security and Privacy Studies

We found that some studies [66] [67] [68] [69] [70] [71] [72] [73] [74] [75] [76] [77] with only two goals
which are authentication and access control. Likewise, the authors of [78] [79] [80] [81] [82] included only their
studies authorization and access control. In addition to everything we covered in previous studies, the authors of
[3]1[83] [84] [85] [86] [87] [88] [89] [90] [91] [92] [93] dealt with authentication and authorization only. While
The authors of [54][94] [95] [96] [97] [98] have comprehensively included all the above-mentioned goals as they
are illustrated in figure (6).

Figure 6: Classification of the Security
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On the other hand, [99] expected an improvement in the digitization of health and patient data in clinical,
technical and commercial models shortly and generally in the economic climate. This change is related to
demographic distribution and lifestyle improvement, in addition to the rapid development of digital applications

and devices, prioritization and focus on quality and care that subsequently led to innovative treatments based on
evidence rather than discretionary practices.

Thus providing clinical decision-making and increasing the efficiency of systems in the scope and approach of
Health care. Technically, despite all these advantages, some decision-makers did not focus on the essential aspect
of this type of system: the security aspect and were content with an in-depth definition of protection and privacy
standards to protect the company and its customers. Several studies were confirmed this view, which is
[75][97][100] [101] [102] [103] [104] [105] illustrated the importance of using an electronic patient record in
healthcare systems and have been busy developing and updating this record in addition to obtaining better features
such as lower costs and higher response speed [53][72][106] and did not address one of the biggest problems facing
the healthcare sector in different places and multiple forms [1][4][54]1[75][99][107][108].

The authors of [45][71][109][110][111] proposed a health care system through which medical images are
stored and shared between many doctors and patients securely. Their proposals were limited to dealing with
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medical images only, without pay attention to patient's information. Likewise, the authors of
[541[571[77][99][104][112][113][114] have also suggested a health system in which the sensitive patient
information are shared in safe channels in addition to preserving its privacy. These systems were providing security
to shared patient information only, without securing medical images. By the same logic, the authors of
[20][113][115] proposed privacy-preserving health systems through which the medical information was exchanged
among the doctors themselves besides sharing it with their patients. These systems were concerned with
introducing a system that preserves the privacy of the patient and his/her information but did not address the
security of these data. While the authors of [1] [48][75][76] [116][117][118][119][120][121] suggested another
systems that sharing sensitive patient information between doctors and patients. These systems dealt with the
security of information and did not give importance to privacy. Although the authors of [122][123][124][125][126]
suggested systems for sharing images only through a secure channel, they did not address sensitive patient
information and privacy in their proposals. At the same time, the authors of [3] [53][56][73][97] proposed safe
systems for sharing medical images and sensitive patient information that can be accessible by the patients
themselves. Also, they did not pay any attention to the privacy of this data.

The previously mentioned studies did not include a study investigating the safety and privacy of patient data
for both medical image and medical information. However, the study of [47] affiliated to a proposed system where
the author proposed an integrated security system in terms of security and privacy of images and medical
information, but he used algorithms, not of the required level.

Figure (7) shows the classification of investigated studies according to the terms of authentication,
authorization and access control.

(L1203 4105108107180 010 [26][27][28] [28][30] [331[36]-[42]
LT1J[12][13][14][15][16][17] [F1][32][33][34]
[18][12][20] [21]}[2=5]

Authentication Access control Authorization
—)
[43][44][43][46] [jj][jﬁ]fﬁ?][jﬂ] [321[72][73] [67][68][6%]
[A7][48]42][50] [32][60][61][62] [74]1[75] [70]
[S1M521531541 [631[641[651[66] 761 71l
Figure 7: Component of Security Studies
Table 1: Some technigue and data used
Author Year Technique Types of
Data
Dagadu [122] 2016 Comparison technique in DWT Medical
image
Bhopi [123] 2016 Chaotic maps Medical
image
Bouchti [118] 2016 Cass (cryptography as a service) Healthcare
included RSA & homomorphic | Data
algorithm
Kadhim [4] 2016 RSA & ElGamal algorithm medical
image
Sridevi [3] 2016 ECC algorithm Healthcare
Data
Ravichandran[113] 2017 DNA chaos blend medical
image
Dahiya [114] 2017 Parallel partial method IAES , Healthcare
mECC Data
Kiran [124] 2017 Dual DNA & Chaotic map Medical
image
Boussif [125] 2017 Matrix product and exclusive Medical
addition security image
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Chauhan [56] 2017 Watermarking technique Medical
image
Yang [68] 2017 decisional  bilinear  Diffie- Health 10T
Hellman (DBDH) assumption data
Kumar [109] 2017 RSA, AES Medical
image
Kamble [21] 2018 DNA cryptography Medical data
Winnie [117] 2018 AES algorithm health care
data
Brindha [45] 2018 AES-GCM  (Galois  counter medical data
mode) & whirlpool hush function
Singh[104] 2018 Stemming & lemmatization EHR
algorithms
Basnet [64] 2018 “Role-based access control” EHR & PHR
(RBAC)
Lim [47] 2018 SHA-2 & MAC algorithm healthcare
Data
Chinnasamy [53] 2018 Blowfish algorithm EHR data
Shahzadi [111] 2019 Chaos based on Rc5 Medical data
Khandge [116] 2019 Decoy Technique EMR
Cheng [46] 2019 ECC algorithm & session key Medical 10T
symmetric encryption device
Hussein [74] 2019 ECC+AES algorithm Medical
image
Kaw [93] 2019 Optimal Pixel Repetition (OPR) Medical
image and
Bindhu [112] 2020 Blowfish,SHA3 , Diffehelman Cloud
storage
Kumari [108] 2020 HECC SHA-2DWT data in cloud
Kumar [119] 2020 R2E algorithm PHR Data
Zhang [75] 2020 Huffman compression & RC4 EHR
Boussif [126] 2020 Arnold transform and Vigenere Medical
Cipher [126] image
Jenveja [83] 2020 AES ECG signal
J.Zhang [67] 2020 ECC algorithm EHR data
Olakanmi [100] 2020 symmetric key and modified e-health
ciphertext-policy attribute-based | system data
encryption
Gull [48] 2020 Huffman encoding strategy IoMT data
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7. Conclusion

As a conclusion, we note in all investigated studies, after examining and allaying them, some of these systems
provided security channels for sharing data between doctors and patients, and the other preserving their privacy in
the system itself. In this study, we dealt with several aspects according to the proposed methodology. Data security
(including authentication, authorization, and access control) is one of these aspects, and the other side is data
privacy, so studies have alternated between dealing with these aspects separately or in combination, and this
depends on the quality of the security aspect in addition to the type of data. Thus, this study was revealed that
many studies are focusing on security or privacy in healthcare systems, but there is no focusing on both (security
and privacy) in these systems. This needs attention from the researchers as the information and images of such a
system are significant and vital. In addition, meeting the requirements of both security and privacy will increase
the user's trust in using such system which resulting in the success of these systems and achieve many advantages
in terms of reducing healthcare services cost, providing the medical service at any time and at any pace and much
more.
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