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Abstract 
The Mobile Adhoc Networks are more vulnerable because in the (MANET) Mobile Adhoc Network all 

node works as data sink, transmitter, router. There is no centralized system in the Mobile Adhoc network, 

so the chances of the vulnerabilities are very high in the network. There are various security issues in the 

Mobile Adhoc Network. From the various attacks the flooding attacks are most difficult attacks that 

extremely affect in Mobile Adhoc Network. In this paper, a new statistical based technique is planned, 

which is used to discover the flooding attack in an positive approach than other approaches. In the 

planned of Statistical Ad-Hoc on Demand Distance Vector (SAODV) approach is used to detect 

malicious nodes in the Mobile Adhoc Network. In this technique, statistical threshold value is obtained 

from mean and variance. In this approach the value is utilize to locate the (RREQ) Route Request 

flooding attacker nodes in the Mobile Adhoc Network. The proposed method is capable because threshold 

values are calculated on the source of RREQs prepared by every node in the Mobile Addhoc Network. 

The simulation results clearly depict that the proposed approach has significant performance in the terms 

of throughput, delay, packet delivery ratio, and overhead. 
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1.  Introduction 
 

MANET (Mobile Adhoc Network) is the wireless Network. In Manet there is not fixed 

infrastructure all devices are used without any support of it. In the MANET all devices are 

organized together in randomly. All devices communicate with each other at wireless link. When 

devices are communicate to each other it can change their network topologies are rapidly.  In the 

MANET when devices or any nodes are used they will connected with the different fixed 

infrastructure with the radio rage. The devices are moved to one network link to another network 

link very fast. So MANET has big challenge of security.  In the MANET the devices are workin 

multi hope routing. To transferring link from network to network the topologies are highly 

changed due this reason the link of devices constantly changes. All devices move out and into to 
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the radio range. Due to this process the information of routing is changed very soon. In MANET 

the data delivering and finding the topologies execute by the devices themselves. So these reason 

the MANET (wireless) is more weak the guided network. The threats are coming from inside the 

network. MANET has following vulnerabilities [1, 3]. 

 

• Limited Resources 

• Dynamic topology 

• Fixed Bandwidth  

• No fixed Boundary 

• Not centralized node                                                          

• Narrow power supply   

• Attackers in the networks  

 

Figure 1: MANET 

There are various attacks who disturb the MANET because in MANET using dynamic 

topologies, there is no central computer system to handle, no perfect algorithm mange the 

network. The various attacks are disturb the different layers. The following attacks in MANET.  
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MANET  ATTACKS :  

 

 
                                            Figure 2: different attacks  

The MANET has dynamic topology, uncovered medium, decentralized system, absence of strong 

protection mechanism and not any cooperative algorithm it is suffer from security attacks. 

Numerous attacks on the different MANET layers are presented in figure 2. 

1.1 Flooding Attack 
 

 In Flooding attack means one node is sending packets to the other nodes. That node is not a 

valid node or legal in the Mobile Adhoc Network. This illegal node is sending the packets to 

any legal node and breaks the security of MANET. It simply re-broadcast overhead packets 

with enough power to be received by every other node in the network. This Flooding attack 

uses packets as a weapon to convince MANET. In Flooding attack an attacker use a high 

radio transmission range and processing power sends packets to a lot of Mobile Adhoc 

Network nodes which are dispersed in a large area within a Mobile Adhoc Network.[2]The 

flooding attack can easily be launched by an attacker node, but this attack causes the most 

damage to the MANET. This attack can be implemented by using the excess of RREQs 

(Route Requests) or data flooding. In RREQ flooding attack, the malicious node floods the 

RREQs in the network, which results in consuming a lot of network resources. This attack is 
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launched by selecting IP addresses which do not exist in the MANET and due to this, no 

node is able to reply RREP (Route Reply) packets against these flooded RREQs. In data 

flooding attack, the malicious node establishes various paths with the number of nodes in the 

network. Once paths get established, the malicious node starts transferring a large number of 

useless data packets r to decrease the performance of the MANET. These large numbers of 

data packets make congestion in the MANET. The motive of flooding attack is to degrade the 

performance of the network by exhausting various network resources. 

 

 
                                  Figure : 3  

 

2 . Literature Review  

 
In this section we discuss the previous approaches which are deliberate for preventing and 

detecting from flooding attacks. These approaches are good for this attacks but no one is 

perfect so we study these approaches and evaluate the different weakness of the existing 

approaches. 

 

Abdulai, Ould-Khaoua & Mackenzie (2009) recommended two new probabilistic methods         

 that employ simple flooding method. In the proposed method, a mobile node takes the      

 responsibility of broadcasting received RREQ packets. The broadcasting process continues                     

until it discovers a route to destination. Continuous broadcasting leads to contention of high 

channel, duplicate retransmissions, thus causing too much packet clashes in the MANET. The 

proposed method equipped AODV with a suitable probabilistic route finding technique which 

showed significant performance improvement by minimal end-to-end delay, achieving good 

throughput and reduced routing overhead, MAC collision.[4]  

 

 Jiang, Lin & Wu (2014) demonstrated that MANETs are unsafe from flooding attack done by 

cooperative nodes since the network is organized without any centralized coordinator. If the 

source node wants to transmit data, RREQ is disseminated to all of its neighbors. If the flooding 
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attack is launched by the intruder node enters with IP address as its destination address, then it 

tries to flood huge number of packets into the network. The intermediate nodes perform 

forwarding process lead to process resources and consumption of power. In the planned 

technique, duplicate RREQ packets are suppressed depending on the cooperation of neighbor 

nodes and destination and inside one hop distance of the intruder node. The place net design has 

been incorporated to model the planned technique and registers the entire processing aspects of a 

system for a quantitative and more concise analysis. The relevant simulations were conducted for 

quantitative analysis using NS-2 simulator. The proposed energy saving method has 

experimentally proven to extend the lifetime of MANET under flooding attack[5]  

 

Ms Monika Y. Dangore, MANET (Mobile Adhoc Network) is the wireless Network. In Manet 

there is not fixed infrastructure all devices are used without any support of it. In the MANET all 

devices are organized together in randomly. All devices communicate with each other at wireless 

link. AODV (Ad-hoc On-demand Distance Vector) is individual starting environment of mobile 

devices. The performance of MANET are compared in throughput, average end to end delay and 

packet delivery ratio [6]. 

 

 Madhavi & Duraiswamy (2013) recommended solutions for hello flooding attack. Due to this 

attack, the neighbor nodes could not process other packets, resulting in the deterioration of total 

networking performance due to the legitimate node‘s diversified behavior. At the end of that the 

adjacent device has drop down is made due to the absence of hello packet. Hence the 

intermediate adjacent device transmit RERR message and the route find process is again start by 

the source node. The hello interval values are switch randomly and it is communicated to extra 

nodes in a secure way. There are some factors consider like delay, throughput and packet 

delivery[7]. 

 

Virendra Pal Singh, Sweta Jain, and Jyoti Singhai in their paper entitled “Hello Flood Attack and 

its Countermeasures in Wireless Sensor Networks,” propose a solution for detection of hello 

flood attack.  Authors make some primary assumption and provide an algorithm for hello flood 

attack prevention. In this method author gives us two concept like puzzles method and signal 

strength. All nodes are used in same radio range. All nodes get hello packet is called radio range 

strength. if the packets are not same then it call “stranger” otherwise it called “friends”. When 

any node identify “stranger” then use the puzzle algorithm. But when number of packets sent any 

node it is not possible to solve puzzle algorithm[8]. 

 

Keecheon Kim,  the author introduced the Secure Rout Discovery AOD  protocol to prevent the 

black hole attacks. It establish a connection between receiving node and sending node and check 

the Route reply and Route Request packets which are depends on the threshold value [9].  

 

Geetha K. et al. in this approach the author planned a game theory technique the game theory to 

prevent the Mobile Adhoc Network from flooding attack. This technique is preventing the 

Mobile Adhoc Network from malicious nodes, which are answerable for needless delays. By 

using this technique, performance of the Mobile Adhoc Network is improved packet delay and 

throughput.[10] 
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Anchit B. et al. In this technique the author used the investigation of different bot flooding 

attacks.  The various bot flooding attacks guide to Distributed Denial of Services (DDOS).  

Denial of service attacks are investigation by utilizing user datagram protocol. In this paper the 

author using simulation results, which represent the performance of the Mobile Adhoc Network 

with and without (DOS) denial of service attacks.[11] 

 

Song, J. et al in this paper the author preventing Mobile Adhoc Network to using a novel 

filtering scheme  against RREQ flooding attack. The two different threshold values are applied to 

detect malicious nodes. In this paper threshold values indicate the highest limit of RREQs which 

is used for showing a node as malicious node.[12]  

 

3. Research Gaps  

 
1) There are so many researches in this field but the point of threshold value is not       

mostly considered in the past research.  

 

2) The mostly researches has done on the basis of filtering based schemes, trust and 

game theory but some challenges are still pending for the design of efficient 

approach.  

 

3) A research gap for uncover an capable statistical based method to avoiding the  

Mobile Adhoc Networks from hello flooding attack under the AODV protocol. 

 According to our knowledge there is not any technique to prevent the Mobile Adhoc              

 Network from the hello flood attack  

4. PROPOSED APPROACH 

In this paper we introduce, a novel statistical based technique which protect Mobile Adhoc 

Network from the flooding attack. In SAODV, the distribution is used as a statistical reason in 

browsing the node which is disorderly the network by an overload of RREQs. For computing  

spreading, the variance of RREQs completed by dissimilar nodes in the Mobile Adhoc Network 

is calculated. This technique is very helpful for detecting and preventing the Mobile Adhoc 

Networks below the AODV protocol. This algorithm is based on the statistical threshold value. 

This threshold value depend upon the variance of the RREQs created by many nodes in the 

MANET and variance of every of RREQs from the mean. According this technique,  there are 

‘n’ nodes in the MANET  and then xi stand for the number of RREQs by the exacting node ‘i’ in 

the Mobile Adhoc Network where i= 1,2,3,……… n. The mean of every of the RREQs created 

by ‘n’ dissimilar nodes is computed as 

𝑀𝑒𝑎𝑛 𝑜𝑓 𝑅𝑜𝑢𝑡𝑒 𝑅𝑒𝑞𝑢𝑒𝑠𝑡𝑠 (𝑀𝑅𝑅𝐸𝑄) = ∑
𝑥𝑖

𝑛

𝑛

𝑖=1

 

After computing the mean, further is to compute the variance of RREQs created by every node in 

the Mobile Adhoc Network. The variance of all route requests from the nodes from x1, x2, 

x3,x4,……………xn is calculated as 
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𝑉𝑎𝑟𝑖𝑎𝑛𝑐𝑒2 =
∑ (𝑥𝑖 − 𝑀𝑅𝑅𝐸𝑄)2𝑛

𝑖=1

𝑛 − 1
 

𝑉𝑎𝑟𝑖𝑎𝑛𝑐𝑒 = √
∑ (𝑥𝑖 − 𝑀𝑅𝑅𝐸𝑄)2𝑛

𝑖=1

𝑛 − 1

2

 

After that computing the variance is to describe various threshold value for find flooding attacker 

malicious nodes in the MANET. This value is called as STV and will be obtained from mean and 

variance values as 

𝑆𝑇𝑉 = 2 ∗ ∑
𝑥𝑖

𝑛

𝑛

𝑖=1

∗
∑

𝑥𝑖

𝑛

𝑛
𝑖=1

√
∑ (𝑥𝑖−𝑀𝑅𝑅𝐸𝑄)2𝑛

𝑖=1

𝑛−1

2

+ 1

 

The STV is the threshold value, which is employed to find the malicious node in the MANET. 

As x1, x2, x3, x4,……………xn represent the whole number of RREQs created by dissimilar n nodes in 

the mobile adhoc network, Now test for each xi where i=1, 2, 3,……….. n whether 𝑥𝑖 > 𝑆𝑇𝑉or 

not. If the cost of 𝑥𝑖 > 𝑆𝑇𝑉 is true, then it represents the node ′𝑖′ is transferring false RREQs in 

the mobile adhoc network to reduce the performance. After finding the node as a malicious node, 

a packet will be broadcasted on the mobile adhoc network to separate that particular node from 

the mobile adhoc network. This method is repeated for each node in the mobile adhoc network, 

that is distributing RREQs to various destinations. The malicious nodes are efficiently separate 

from the mobile adhoc network. This algorithm for the planned statistical and threshold based 

method.  

5. Algorithm 

Step 1: Start  

Step 2: Calculate the number of RREQs from each node in the network and store these values 

in the variables as x1, x2, x3, x4,……………..,xn by increasing the source node counter as xi++  

Step 3: Find out the mean of the RREQs in the whole network as 

𝑀𝑅𝑅𝐸𝑄 = ∑
𝑥𝑖

𝑛

𝑛

𝑖=1

 

Step 4: Calculate the Variance of the RREQs by the various nodes requesting the route in the 

network, for calculating the Variance 

𝑉𝑎𝑟𝑖𝑎𝑛𝑐𝑒2 =
∑ (𝑥𝑖 − 𝑀𝑅𝑅𝐸𝑄)2𝑛

𝑖=1

𝑛 − 1
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𝑉𝑎𝑟𝑖𝑎𝑛𝑐𝑒 = √
∑ (𝑥𝑖 − 𝑀𝑅𝑅𝐸𝑄)2𝑛

𝑖=1

𝑛 − 1

2

 

Step 5: Calculate Statistical Threshold Value (STV) as 

𝑆𝑇𝑉 = 2 ∗ ∑
𝑥𝑖

𝑛

𝑛

𝑖=1

∗
∑

𝑥𝑖

𝑛

𝑛
𝑖=1

√
∑ (𝑥𝑖−𝑀𝑅𝑅𝐸𝑄)2𝑛

𝑖=1

𝑛−1

2

+ 1

 

Step 6: For any node xi where i=1, 2, 3,…………, n 

If 𝑥𝑖 > 𝑆𝑇𝑉 then move to step 7 else go to step 8 

Step 7: Drop RREQs from the node i, declare this node as a malicious node which is launching 

a flooding attack on the network. 

Step 8: End 

In this algorithm, each node is scanned for detecting attacker node in the network. As the value 

of variance is calculated on the basis of the deviation of RREQs made by each node in the 

network, so this method of isolating malicious node is more efficient than other statistical and 

threshold based techniques used for detecting flooding attacker malicious nodes in MANET. 

6. EXPERIMENTAL RESULTS AND PERFORMANCE ANALYSIS 

 In this part, we use AODV protocol in the NS simulator to check the performance of the 

purposed mechanism, The different parameters employ for simulation are show in the following 

table 1. 

_________________________________________________________________________ 

Table 1:  List of different parameters 

_________________________________________________________________________ 

PARAMETERS                                                VALUE 

Protocol                                                           AODV  

Simulator                                                         MATLAB  

No.of nodes                                                       10 

Size of packets                                                   512 

Mac layer                                                         IEEE 802.11  

Transmission rage (meters)                                260 

Area of simulation (meters)                               800 by 800 

Traffic pattern contant bit rate                            (CRB)  

___________________________________________________________________________ 
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This technique is planned the statistical method is employ for detect and prevent the flooding 

attack in Mobile Adhoc Network by using simulation. Diagram 1 stand for the separation of 

flooding attacker node after execution of SAODV. After implementing SAODV the various 

parameters it measured the performance of the MANET. The outcome represent the better 

performance of MANET after eliminate the flooding attacker nodes.  

 

Diagram 1: Isolation of the RREQ flooding attacker node in MANETs 

6.1 Overhead 

Overhead is the spare time required by the Mobile Adhoc Network for sending the data packets 

from sending node to the receiving node. Diagram 2 show the reduced overhead after executing 

the planned technique. 

 
Figure 2: Improvement of overhead after implementing SAODV 
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6.2  Packet Delivery Ratio  

The packets are accepted at the receiving to the packet created at source node is called Packet 

Delivery Ratio.  Following the  PDR  computed  

PDR =
Packets reached at the destination

packets produced at the source
 x 100                     

The following diagram 3 stand for the enhanced the performance of  PDR of the Mobile Adhoc 

Network after separation of flooding attacker nodes. 

 
 

Diagram 3: Improvement of PDR after implementing SAODV 

 

6.3 End-to-End Delay 

End-to-End delay calculated as the entire time used between the message  made at the source 

node to appear of the data packet at the receiving node. The diagram4 show the enhanced 

performance of the MANET in the terms of end-to-end delay. 

 

 
Figure 4: Improvement of end-to-end delay after implementing SAODV 
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6.4  Throughput 

In this section, we use the throughput parameters, which is the main parameter for calculating the 

performance of Mobile Adhoc Network. It is calculated as the rate of sending packets per unit of 

time. The diagram 5 shows the enhanced throughput of the Mobile Adhoc Network after 

separation of flooding malicious nodes. 

 

 
Figure 5: Improvement of throughput after implementing SAODV 

 

In this section we see the experiments from the different parameters that shows the enhanced the 

performance of the Mobile Adhoc Network.  

7. Conclusion and Future Work 

 
In this paper we discuss a algorithm SAODV, which is used for preventing the Mobile Adhoc 

Network against RREQ flooding attacker nodes. The algorithm applied for detecting and 

preventing the Mobile Adhoc Network from malicious nodes is more capable because it based 

on  the behavior of all node in the Mobile Adhoc Network. The major characteristic of this 

algorithm  is that it is the grouping of statistical methods along with the threshold values. This 

threshold values are define on the source of mean and variance as statistical factors. The 

SAODV algorithm is very good algorithm for solving inbuilt vulnerability against RREQ 

flooding attack. The result of the simulation is showed that the planned algorithm is best in the 

case of different parameters like Throughput,Overhead, End-to- End Delay and Packet 

Delivery Ratio,. The SAODV algorithm is answerable for damage the consequence of the 

RREQ flooding attack in Mobile Adhoc Network. This algorithm can be continued by utilizing 

data mining methods for various other attacks in Mobile Adhoc Network. 
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