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Abstract:The nodes are placed in open environment and moves randomly from one place to other are vulnerable to security 

threats in Mobile Adhoc Network (MANET). Therefore the node reputation and energy efficient model is applied in MANET 

that reduces the inconvenience created by selfish nodes and removes from the system during routing operation. The reputed and 

energy efficient nodes are identified from the network and the data transmission takes on reliable routes. However in this 

reputation scheme the malicious nodes are non co-operative with each other.-The reputed nodes are detected through the 

analysis of communication ratio between the nodes. The simulation result for the proposed model is discussed here and shows 
the efficiency achieved is better. 
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1. Introduction 

MANETs comes under ad-hoc network here the nodes moves independently from one location to other 

characterised with self-organizing abilities (Khan, B. U. I., 2013). Node mobility is one of the primary features of 

MANET due to dynamic nature and it works under the principle of decentralized system architecture i.e. the tasks 

are performed at a temporary time interval. Decentralized architecture is defined as that the mobile nodes will not 

rely on any other nodes for initiation of tasks and performing the same (Raghunandan, G. H., 2017). MANET can 

be applied in a variety of applications such as military field, medical field, weather monitoring, indoor applications 

etc. Execution of tasks in a timely manner is significant for the consequences of reliable transmission of data even 

if the link strength is not so good during communication (Almazyad, A. S. 2018). 

Cooperative event of forwarding of packets is presently used method for ensuring the reliability of time-

dependent tasks. However, the process of forwarding of packets in MANET is a crucial task due to its mobility 

nature. If the middle relaying nodes are not chosen properly during the route-set up between source and destination 

then the possibilities of link failures will be high (Abirami, K. R., 2018). Additionally link failures causes more 

packet losses that simultaneously increases the events of retransmission process this greatly effects the utility 

factor of throughput and energy for the strategy of packet forwarding (Bisen, D., 2018). 

The nodes in the MANET are self-controlled and it usually operated with limited energy and memory 

capacity. This makes a node to become self centered and that way it only participates in communication when it 

brings the node more benefits for its interest than cost (Khan, B. U. I., 2014). The possibility of occurrence of self 

centered nodes set in the middle of other decisive networking constituent leads to distraction of the generally 

message and network performance from both security and energy point (Rajesh, M. 2018). Therefore, the trust 

model is necessary for designing the reliable link routes for processing the packet forwarding approach. 

2. Related Works 

Many works related to the study of reputation and trust models as well as related to false nodes identification 

and removal of same has been discussed in (Sonekar, S. V., 2020) that introduced a distinct approach of 

computation termination of selection of Cluster Head (CH) process and on the basis of Finite State Machines 

(FSM) mechanism a security concept can be employed for identification and mitigation of threats in MANET. 

Mechanized security approach is discussed in (Mir, R. N. 2020) that is enrolled here for the safety measures of 

transmission of data which is routed using distributed routing protocol for MANET. Consequences of related study 

are examined however it still lags in the scope of simulation validation improvement for securing the data that 

travels over the MANET system. 

A research work (Fu, Y., 2019) was carried out for improving the reliability and security measures of AODV 

routing protocols by implementing strong routing and security measures. This work actively performs against 

black hole attacks but not other attacks are considered. Performance of security aspects in terms of reputation for 

DSR (Menaka, R 2020) routing protocols are evaluated in MANET environment. Local positioning model 

(Monakhov, Y. M., 2019) was proposed in MANET to identify the intruder node. The intruder node tries to stop 

the normal operation and creates latency problem during routing. Security approach of authentication mechanism 

(Amin, U., 2018) was proposed for providing communication security as well as proper routing for data 

transmission in MANET. This process takes very less computation time for node validation process for the nodes 

which are ready to join in the network. 
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Game-based Reputation and Trust Scheme (GRTS) (Khan, B. U. I., 2020) was proposed for packet-

forwarding process in an intelligent manner. This policy is the combined form of node interactions and forwarding 

packets and this is formulated with the systematic philosophy in a MANET scenario. This approach considers both 

possibilities of packet drops and reward factor. Reward factor is considered for the assessment of node reputation. 

Thereby the self-centred nodes are identified in the network and packet forwarding pattern is carried out for 

routing the data’s reliably. 

3. Proposed Model 

Selfish Node Removal using Reputation Model (SNRRM) is proposed here. The node reputation is 

determined in order to remove the selfish nodes from routing. The reputation calculation of each node is done 

through the node’s current energy level and its communication ratio. The source node ‘S’ is set and destination ‘D’ 

is set and the communication begins with the sender node. If both ‘S’ and ‘D’ falls under the communication range 

the node checks only for ‘S’ reputation value, if matches the transmission process is done and the updates the 

system. If both ‘S’ and ‘D’ not falls under the communication range then ‘S’ sends control packets to its 

neighbours and waits for reply messages. Here the reputation checks are bit complex since the selfish nodes are not 

easily replies to the sent messages. Therefore the communication ratio between the nodes is computed through the 

sent request message and the received replied message. 

3.1 Communication Ratio (CR) 

Communication ratio between nodes is calculated on basis of the request and reply routing messages that 

transmits to each other within their communication network. For a node the CR is computed by taking the 

difference between the count of Path reQuest (PQ) message received to the specific node and the count of unsent 

Path Reply (PR) messages with respect to received ‘PQ’ message. Therefore CR is calculated using equation 1. 
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                           (1) 

where PQ denotes the count of request message that sent from the node ‘S’ and PR denotes the number of 

reply message received by the node ‘S’. 

 

3. 2 Energy Factor 

Once the neighbor nodes are identified then the energy values for each node is checked along with the ‘PR’ 

message. The energy with high value is considered as one of the metric for the selection of next relay node. The 

process of selecting the node with high communication ratio and with the highest energy is selected in the 

sequence of routing. The nodes presented in the route are selected forwards the sensed information from ‘S’ to the 

destination node ‘D’. The threshold energy is set and the energy values of the nodes are compared with the 

threshold values. 

The higher energy values of the node compared to the threshold is selected and this process is continued till 

the data is reached to the destination. Eleftrepresents the leftover energy and T denotes time taken and is shown in 

equation 2. 
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Figure 1: Flowchart of SNRRM 

Algorithm 

  Steps involved in the mechanism proposed can be constrained to many smaller operations as listed.  

1: ‘S’ and ‘D’ nodes are set. 

2: Check communication range for ‘S’ and ‘D’ 

3: If ‘S’ and ‘D’ falls under single-hop communication the data can be send easily. 

4: If ‘S’ and ‘D’ not falls under the communication range  

5: then ‘S’ sends ‘PQ’ message to its neighbours 

6: Nodes that respond to the ‘PQ’ message of ‘S’ considered as reputed nodes. 

7: Now check energy values of reputed nodes 

8: Calculate energy threshold and pick higher residual energy node 

9: Repeat the process till it reaches the ‘D’ 

10: End.   

The flowchart for SNRRM is shown in figure 1. Once the reputed and energy efficient nodes are selected 

from the sender ‘S’ to the receiver ‘D’, the data can be forwarded through this reliable and reputed route. This 

process can easily identify the reputed nodes and reduces the computational complexity. 

4. Results and Discussion 

Network Simulator tool of version 2.35 is used here for simulating the proposed SNRRM method and 

existing GRTS protocol. NS2 has its own advantages and validating with this tool makes the protocols more  
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Computational efficient. It has simple scalability factor by using tool command language. The simulation area 

is taken here in the dimensions of 1000X800 m deployed with 100’s of nodes. 

The parameters taken for analysing the proposed scheme are Packet Rate Delivered (PRD), Reputation Ratio 

and Energy Consumption. 

4.1 Packet Rate Delivered 

The rate of packets that is delivered over the channel to the destination is calculated by taking the difference 

between the rates of sent packets and receiving packets.PRD is calculated using equation 3, n represents number of 

nodes. 

0 0
( ) ( )

n n
PktRcv n PktSent n

PRD
Time

−
=
 

                       (3) 

The packet rates that are delivered to the destination are shown in figure 2 for both the proposed SNRRM 

scheme and conventional GRTS method. It is proved that the SNRRM proposed scheme achieves better delivery 

rates when compared with conventional GRTS method. 

 

Figure 2: Packet Rate Delivered 

4.2 Node Reputation Ratio 

The average reputation ratio is calculated for all the neighbor nodes in order to detect the number of reputed 

nodes that presented in the data routing path. To check whether the neighbor node is selfish or not; the path request 

and path replies count are measured accurately with respect to their packet rates. The average reputation ratio for 

the proposed SNRRM scheme is 0.34 and for conventional GRTS the obtained average reputation ratio is 0.23. 

Therefore the achieved average reputation ratio of SNRRM scheme is high and hence it has high packet delivered 

rates. 

Figure 3 shows that node reputation ratio for both SNNRM and GRTS schemes and proved that SNRRM is 

better in terms of selecting reputed nodes. 
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Figure 3: Node Reputation Ratio 

4.3 Residual Energy 

The energy value that is remained in the node for the further transmission of certain level of data packets for 

the next set of routing process is said to be residual energy. The node’s energy level is commonly spent for the 

process of sensing and relaying the information. 

 

Figure 4: Residual Energy  

The residual energy obtained for both proposed SNRRM and conventional GRTS scheme is shown in figure 4. 

The proposed protocol consumes less energy in comparison with conventional GRTS since the data’s are 

processed high energy level nodes. 

5. Conclusion 

        Selfish node removal using reputation model is proposed and the results are analysed. Here the selfish node 

that causes inconvenience during routing is removed from the system during routing operation. The reputed and 

energy efficient nodes are identified from the network and the data transmission takes on reliable routes. In this 

reputation scheme the selfish nodes are not co-operative with each other and hence the reputed nodes are detected 

through the analysis of communication ratio between the nodes. The simulation result for the proposed model is 

discussed here and shows the efficiency achieved is better in terms of reputation ratio and delivery rates. 
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