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Abstract

The article discusses various aspects of the use of Big Data technology in forensic activities. Based on the
analysis of legislation, the provisions of the legal doctrine, and the existing experience of using various forms of
artificial intelligence in human life, the authors indicate possible directions for their implementation in forensic
practice (first of all, in the work of an expert), and identify dialectically related risks and problems of a
conceptual and legal nature. The necessity of developing and issuing several legal measures aimed at preventing
the negative consequences of the spread of Big Data technology, in particular, a general legislative ban on the
adoption of legally significant decisions by law enforcement entities based solely on the conclusions obtained by
program methods, is substantiated.
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Introduction

The current state of activity to identify, disclose, investigate, and prevent crimes is
characterized by the process of structural and substantive complication, differentiation of
methods, methods, and means of their implementation. If you do not take into account the
human factor, then, on the one hand, these are the ample opportunities available in the
investigation of traditional types of crimes, based on vast practical experience and multiplied
by the modern achievements of the sciences of the criminal legal cycle. On the other hand, it
should be noted the constantly emerging difficulties in identifying and investigating new
types of crimes (including those that have been known for a long time but have radically
changed in the way they are implemented recently) at all stages of legal proceedings. To
attempt to analyze the current situation through the prism of the aspects indicated in the title
of this work, it seems necessary to consider many provisions concerning the concept and
individual elements of the structure of the science of forensic science from the standpoint of
the knowledge available in this area.

According to the capacious definition of the British Encyclopedia (Encyclopedia Britannica),
in its most general form, forensic science is the application of methods of natural and
physical sciences to issues of criminal and civil law (Siegel, 2020), which very accurately
indicates its applied, interdisciplinary nature, notes the adaptability and readiness to perceive
the achievements of scientific and technical progress. Specific technologies, before finally
entering the forensic toolkit, as a rule, went through a ‘thorny path’ from their creation to
approbation and widespread use in practice. The same can be said, in particular, to forensic
photography (second half of the 19" century) (Bulkina, Patskevich, 2006) and fingerprinting
(between 19" and 20" centuries) (Avramenko, 2019). Currently, these technologies include
photography and video filming that are deeply integrated into life, promising, and future-
oriented phenomena of essentially the same order: artificial intelligence, neural networks,
robotics, etc.

The current and possible consequences of the accelerating expansion of advanced
technologies into the mechanism of functioning of the existing system of social relations are
increasingly being discussed in the legal doctrine; it is natural that they, having a huge
potential for use in forensic technology, with widespread implementation in practice,
hypothetically, will qualitatively improve the efficiency of detection, disclosure,
investigation, and prevention of crimes. Therefore, it should be concluded that the so-called.
‘Digital forensics’ is a highly relevant area of research today (Ushakov, 2020).

Methods

The methodological basis of the research was formed by the dialectical-materialistic method
of cognizing reality, which made it possible to analyze individual points of view on the
subject of research. Methods of analysis, synthesis, analogy, and generalization of scientific,
regulatory, and practical materials, systemic interpretation of the law, legal modeling were
also used, which in their totality made it possible to study the essence and content of Big Data
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technology through the prism of forensic science and practice. Besides, other methods were
used: historical, comparative-legal, formal-logical, etc.

Contents

The effectiveness of detecting, disclosing, and investigating crimes directly depends on the
quantity and quality of forensically significant information available for analysis, the sources
of which are various (material, ideal and digital (virtual)) traces of a crime. Based on
significance for the investigation in science, priority is given to its subspecies, actual forensic
information, the concept of which covers factual information, data that are in a causal
relationship with the event of a crime and characterizing the method of its commission, the
personality of the offender, objects of criminal encroachment, instruments of crime, etc.
(Filippov, Volynsky, 1998).

However, as Belkin R.S. (2000) rightly notes, information of any nature can be criminally
significant. Consequently, all information that can become evidence in a criminal case or, in
general, affect its resolution is of value. For example, the information accumulated in the
system of criminal records contributes to the effective solution of diagnostic and
identification tasks of the criminal investigation, the sufficiency of the evidence base.
Currently, which is very significant, given the acceleration of technology development, the
role of such a reference, i.e. indirect, not directly related to a causal relationship with a
specific act, potentially forensically significant information in expert activities and criminal
proceedings increases significantly.

It is obvious that of all sections of the science of forensic science, forensic technology has the
broadest opportunities to integrate the achievements of many sciences to solve the problems
it faces. This circumstance is based on the fact that such branches of this section as
traceology, weapons science, photocopy, registration, and some others, maybe most in-
demand in forensic activity in terms of their filling with the results of the achievements of
some natural and technical sciences.

The branch of forensic technology, especially predisposed to the perception of the
achievements of science and technology, is the system of criminal (forensic) registration, the
purpose of which is to form a system of forensic records of certain objects - information
carriers (sources - photographs, anthropometric measurements, description by the method of
a verbal portrait, fingerprints and others (Tregubov, 2002)) used to disclose and investigate
crimes (Chelysheva, 2017). Forensic registration, rooted in the ancient methods of punishing
criminals in the form of mutilation (stigmatization and maiming) - usually for their
subsequent identification - received rapid, but in many aspects extensive, rather than
intensive development in the 20" and 21 centuries, expressed in a significant increase in the
number of objects subject to accounting, as well as in the improvement of methods and
methods of registration, the introduction of automated systems (a vivid example is the
creation of genomic accounting in Russia in 2008 (Federal Law No. 242, 2008)). In this
regard, it should be stated that by now forensic registration is an integral heterogeneous,
complex structural formation, consisting of a set of several dozen records (Averyanova et al.,
2001).
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It should be noted that since, due to a significant increase in the volume of forensically
significant information, the corresponding records are becoming more and more (Kaoisin,
2018) (this process, I think, will continue with a significant acceleration), it is logical that the
criminal registration system needs to introduce more than just automated collection
technologies, storage and systematization of information (this, as follows from the foregoing,
is currently being successfully carried out), but also its resource-intensive effective analysis
to further develop conclusions that are significant for the investigation and the court, which
can be achieved by introducing various forms of artificial intelligence into forensic practice.

Within the framework of this study, we believe that the spread of Big Data (the so-called
‘large, or complex, data’, the term was introduced in foreign doctrine in 2008 (Lynch, 2008))
is of a certain interest both for the development of branches of forensic technology and for
criminal proceedings; further BD-technology, which is based on a mechanism for collecting
and processing large-volume, not directly interconnected structured and unstructured arrays
of information from various sources, subject to constant updates, to improve the quality of
decision-making (Savelyev, 2015). Based on this definition, BDs are understood in two
meanings that make up a single whole: firstly, as a set of large segments of information that
are different in content, and secondly, as a technology capable of processing it at relatively
high speed (Volume, Variety, Velocity), which together ensures the admissibility of their use
for analytics, modeling, and forecasting. Structurally, BDs combine, as processing methods
and tools, in particular, data mining, machine learning, artificial neural networks, and other
similar technologies that simulate human thinking (Manyika et al., 2011).

Back in the middle of the last decade, a topic devoted to the possibilities of using the
technology in question in many spheres of public life becomes a popular topic in several
media outlets. For example, there are claims that ‘in the coming years, we are expecting a Big
Data revolution in medicine, forensics, urban infrastructure, and other areas’ (Schwarzkopf,
2014). Thus, it should be stated that the special properties of BD provide tremendous
opportunities for optimizing various areas of life: production, commerce, government,
medicine, and, of course, the law in all its manifestations as a form that mediates social
relations. In other words, the directions for using BD are not exhaustive, since the technology
is universal.

In the course of BD functioning, all available information is subjected to program analysis,
regardless of its selection and quality (format, type), and within the framework of this
process, the search for correlations dominates, and not the establishment of cause-and-effect
relationships between data (Channov, 2018, p. 113). Consequently, the content of the
conclusions obtained by this method is characterized by a high degree of reliability, but only
under the condition of a proper selection of empirical material (which, as a rule, is
compensated by its volume concerning the scale of the operating data, the so-called law of
‘large numbers’ applies: the more significant and the more relevant the data, the more
accurate the conclusion, since the machine continuously learns from their analysis), and in
most cases cannot be explained from the standpoint of formal logic, which makes it possible
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to extract new knowledge from existing information at a fundamentally different level of
cognition and to reveal many previously hidden for logical analysis, patterns.

The above technical aspects of BD make it possible to form a certain understanding of the
multiplicity of the consequences of the widespread introduction of technology into human
life, which is especially important now because of the state stimulation of digitalization
processes in Russia (Decree of the President of the Russian Federation No. 203, 2017). And
since scientific and technological progress is irreversible, it is natural that BDs, due to their
special properties, are of great interest to forensic science. Due to the synthetic nature of
forensic science and its pronounced integrative nature, it is natural that by now there are
many sources in the doctrine that describe the possibilities of bringing forensic scientific
knowledge, and with it the achievements of investigation practice to a qualitatively new level
through the introduction and use of the properties of artificial intelligence.

Thus, the widespread development of BD and similar technologies brings certain
opportunities for the further development of forensic knowledge. This thesis can be
illustrated in more detail by the following provisions.

First, it seems that the developed forensic approach to the legal regulation of BD technology
is directly predetermined by its structural features. As noted above, BD can be conventionally
divided into two types: structured and unstructured. The collection of the former, carried out
following the established criteria, is initially subordinated to a specific goal (which
distinguishes them from the latter). It must be stated that such structured BDs, provided that
they are understood in the original sense only as a set of large segments of information
systematized according to some characteristics, have been used for a relatively long time in
forensic activities, in particular, in the automated fingerprint information systems ‘Papillon’,
the functioning of which is carried out within the framework of the creation of an electronic
database of fingerprints and traces for its further use for solving some practical problems:

1. Identification of identity by prints and traces of fingers and palms;
2. Identification of unidentified corpses;
3. Associations in the wake of crimes committed by the same person (Zaitsev, 2008).

In this regard, it should be concluded that the informatization of fingerprinting and other
branches of forensic technology is a relatively old trend. The first pilot development of
automated fingerprint systems was initiated in the USSR in the late 1950s. (Repin et al.,
2012), and extensive automation of fingerprinting records in Russia was implemented in
2002: more than 20 million fingerprint cards of the Main Information and Analytical Center
of the Ministry of Internal Affairs of Russia were optimized. Currently, checking one trace
against the specified database takes several tens of minutes, which saves thousands of man-
hours of working time (Wikipedia. Automation of fingerprint records, 2020). However, it
seems that until now the development of forensic registration was carried out mainly in the
vector of improving the methods of storing and organizing huge arrays of forensic data to
increase the efficiency of an expert’s search for the necessary specific information. Therefore,
we believe that it is the introduction of BDs that, based on the analysis of databases, can
independently identify forensically significant correlations, draw high-precision conclusions
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based on them, and thereby significantly facilitate (but not replace and exclude) the work of
experts the most promising direction in the development of the criminal registration system.

Secondly, it can be stated that in the activities of state bodies as a whole, the positive use of
BD technology, understood in its full proper meaning (at the same time as a set of large data
arrays and tools capable of processing them), is already being carried out. The sources
provide data on the use of profiling, in particular, in foreign practice (the USA) for a
preliminary assessment of the threat that each individual poses as a potential offender in the
framework of predictive police control (Thompson, 2010). The purpose of the domestic
automated centralized database of personal data (Rostransnadzor Database, 2019) on
passengers and personnel (or crew) of vehicles is to identify passengers who should be
checked and, if necessary, not allowed to travel to ensure safety.

Thirdly, it should be concluded that samples of artificial intelligence technologies to collect
and process BDs for decision-making within the framework of expert practice are already
being carried out and are showing significant results. In particular, as Bakhteev D.V. (2019,
p. 106) notes, the Department of Criminalistics of the Ural State Law University is
implementing a project aimed at creating an artificial neural network that performs a
preliminary analysis of handwriting material (which, I think, can potentially be applied to the
recognition of other objects) to identify signs of forgery of signatures made without the use of
technical means, i.e. in this case, it should be stated about the development of the very
possibility of making high-precision decisions, similar to those made by experts. The
developed model, as noted above, is based on the use of artificial neural networks that
reproduce the work of the human brain, due to which a transition from the linearity of
traditional mathematical algorithms to adaptability, the heuristic nature of decisions made by
the program is possible. The creation and tuning of the functioning of the BD system, built on
these initial premises, consists of three sequential stages:

1. Collection of the necessary material (digitized experimental samples of signatures and
their handwritten counterfeit copies);

2. Selection and adjustment of parameters, following which the objects will be compared
when training the network (which are individual general and particular handwriting
signs, the ratio of the slope angles of strokes, their horizontal and vertical lengths,
etc., with a deviation from the normally established possible values the signature is
considered fake);

3. Training the network and checking its operability (i.e. a pair of signature samples is
presented, one of which is always genuine, the other is genuine or false, while the
system knows the quality of the signature in advance, this operation is repeated
several hundred thousand times).

As a result, the system recognizes the variation characteristics of signatures made by one
person, and the differences that appear between original and forged signatures. At the final
stage, the operation of the network is checked by presenting it with two signature samples,
one of which is genuine, and the authenticity of the second is unknown, which brings its work
closer to real conditions and meets the needs of practice (Bakhteev, 2019, p. 106). Thus, with
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high accuracy, the corresponding signs are revealed that distinguish between genuine and
fake signatures, as well as characterizing the person who executed them, provided that the
initial parameters were chosen correctly.

It seems that such tools in the future can be used in the forensic study of documents in
general (not only in handwriting studies, but also, for example, in the author’s examination
(Shatalov, 2015)), in forensic registration (i.e. based on the program analysis of structured
databases, it is possible to draw criminally significant conclusions), in habitoscopy,
traceology and other branches of forensic technology, since in this case it is also necessary to
establish implicit patterns and correlations by constructing mathematical models, which are
most effectively identified and investigated by BD, the functioning of which is based on the
use of computer vision and artificial neural networks that mediate the process of recognition
and subsequent analysis of patterns from available and, as a rule, unstructured empirical
forensic material.

At the same time, the broad possibilities of using BD entail certain difficulties and risks of a
conceptual and legal nature. Without going into the problem of identifying traces of certain
types of crimes, wherever, based on the peculiarities of the investigation, the use of BD
would be successful, we will try to characterize some of them available at the present stage. It
is advisable to dwell on the obvious problems arising in relation to the process of proving in
the implementation of the tasks set in this area.

Bessonov A.A. (2018) mentions that ‘the purpose of using big data in forensic science is to
search in large volumes of information that are non-obvious, objective and useful for use in
this science, the practice of investigating crimes and forensic activities of patterns and
specific facts’.

It is quite obvious that in the modern conditions of public life transformation the above
process of searching for patterns and specific facts necessary for the purposes and tasks of
investigation cannot remain unchanged or, more correctly, qualitatively not change. Realizing
this, and taking into account the complex nature of the problems arising in connection with
this, we single out, in particular, the following ones.

The psychological aspect of the problem

One cannot but agree with the opinion existing in the psychology of investigative activity that
‘the professional activity of an investigator is characterized by procedural regulation of the
means and timing of the investigation, cognitively - search orientation, efficiency, and
conspiracy of actions, the need to overcome possible opposition of interested persons, the
presence of power, a wide range of communications, increased personal responsibility for
decisions made. It is also characterized by the diversity and creative nature of the tasks to be
solved, a kind of combination of collegial and individual principles, lack of time for decision-
making, the uniqueness of external conditions, and the presence of overloads in the
investigator’s activities, as well as their procedural independence’ (Krugova, 2010).

In the context of the problem under consideration, from the above judgment, it should be
especially noted the mention of the ‘creative nature of the tasks being solved’. For obvious
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reasons, the use of the capabilities of BD technology in investigative activities will have the
aforementioned character for some time. From this follows the predicted very limited use of
the technology under consideration by the subjects of proof in the absence, unfortunately, of
many of them of this nature in solving problems.

The reason for this attitude (especially among investigators with a long experience of
investigative work) lies, among others, in the unwillingness to learn something new in a short
time, respectively, the desire to preserve the usual algorithm of investigative activity,
consisting of long-known and approved by the subject of procedural and non-procedural
actions aimed at solving everyday problems.

In this regard, we should also mention the subjects of forensic activity, which, as it seems,
will look more advantageous in comparison with investigators in terms of using the
opportunities under consideration, which is associated, among other things, with the
peculiarities of obtaining an education and the specifics of subsequent work in the profession.

The ethical aspect of the problem

Back in the early 2000s, the literature noted that ‘in recent years, various kinds of
publications describe the problem of legal and moral insolvency of law enforcement in
general and criminal procedural activities in particular, which allegedly is a source of massive
violations of the law, about the allowed in this activity not quite morally clean methods’
(Antonov, 2003).

Indeed, at all times, one of the most important, and at the same time sometimes difficult to
solve in practice, problems are the observance of ethical standards in the conduct of an
investigation. The emphasis on this aspect of the problem is not at all accidental: the
previously mentioned opening prospects in the possession and use of an array of information
hitherto unknown to the investigation creates the basis for its abuse in solving any problems
and at all stages of criminal proceedings. And, again, as in the case of the psychological
aspect, there are reasonable assumptions that all this may to a greater extent affect the
procedural figure of the investigator.

Institutional problems

If, about structured BDs, there is an insignificant number of problems of their legal regulation
(there is precisely a lack of factual nature: the development of this group of data depends
mainly on the lag in the implementation of scientific and technological progress in forensic
practice), then concerning unstructured BDs, the opposite can be stated. Unstructured BDs,
which include, in particular, multimedia (a combined combination of video, sounds, text)
transmitted by cellular and Internet operators (Meshcheryakov, Khorunzhiy, 2018), can also
be used in the expert, operational-search, and investigative activities since there is a
possibility that contains potential forensic information.

The collection and processing of unstructured data at the initial stage are carried out without
regard to the goals and interests of law enforcement agencies. But if the need arises, they can
be used to analyze the behavior of individuals and their groups, to identify and track the
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movement of the offender, their actions (Bakhteev, 2019, p. 105). Biometrics, based on BD
technology and aimed at recognizing and identifying people by their physical and behavioral
traits, is increasingly being introduced into forensic activities (Barkovskaya, 2011). In
general, as follows from the analysis of existing practice, unstructured BDs are used by
various, both private and public actors in the profiling process, i.e. collection of information
about individuals (personal data) for its further use (including a commercial one (Larionova,
2018)), while often these actions are carried out without ascertaining the consent of the
investigated person.

It must be stated that the digitalization process has revealed a deep conflict between the
requirements for the protection of personal information and the actual impossibility of
complying with them if it becomes publicly available. As Talapina E.V. (2018) rightly notes,
there is an increase in contradictions between private and public principles in law, openness
and closedness of information, transparency, and secret private life. Therefore, it is natural
that the above-described ways of using BD cause the emergence and aggravation of a conflict
between the interests of individuals and the state (as well as various organizations) using
technology in their activities, in the aspect of a possible violation of the fundamental
constitutional right of specific individuals to privacy (and a derivative of his rights to the
protection of personal data), which is especially relevant to unstructured BDs, which are
often collected without the knowledge of the person and can be used in forensic activities.

Indeed, the unrestricted collection and processing of personal information by BD technology
are, in essence, contrary to the key principles of the Federal Law ‘The Protection of Personal
Data’ (2006, July 27). In particular, BDS is incompatible with the principle of limiting the
processing of personal data to predetermined purposes established in the above law (Article
5), since when they are applied, due to the technical properties and the very purpose of the
technology, as a rule, all information about the person which available to the state or
organization is processed, including those collected earlier for other purposes. And, therefore,
BD also contradicts the concept of informed, specific and conscious consent as the main basis
for legitimizing the processing of personal data, since its key element - awareness - consists
in providing and understanding an exhaustive list of purposes for which the information
obtained as a result will be used the action of technology, which is difficult to ensure in
practice. Finally, the depersonalization of personal data is not a guarantee of their anonymity
in the era of modern technologies, because BDs allow with a high degree of probability to
identify the identity of a specific person by establishing correlations between pieces of data of
a different nature (there is no need to know, for example, name, date of birth, etc.)
information) (Santos, 2020).

Results

Thus, the uncontrolled, not limited by law, the use of this technology both in public practice
in general and in forensic activity in particular, brings certain threats to human rights and
freedoms, which necessitates the advance development of appropriate legal regulation.

It should also be noted that, hypothetically, it may be illegal not only to collect and process
information directly or indirectly related to a person (including a potential forensic value). It
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is quite obvious that, due to the technical features of BD, in practice, it is possible to make
incorrect and illegal legally significant decisions based solely on logically unconfirmed
conclusions obtained as a result of the use of technology, or abuse of their use, which violates
the general legal principle of formal equality. And since profiling based on the identification
of characteristic associations with a particular person makes it possible to predict his
behavior, theoretically there is a threat of infringement of constitutional rights, freedoms, and
legitimate interests of citizens based on highly accurate assumptions about their past or future
behavior obtained as a result of using BD. The opinion is expressed that if there is a certain
political will, it is possible both through preventive legal means to prevent a potentially
possible unlawful act (which in general is a progressive way of using technology), and,
before committing it, to proactively bring to legal responsibility, that is, to punish the person
concerned for more an imperfect offense (Channov, 2018, p. 118), which is unacceptable
from a legal point of view.

At the same time, it should be remembered that within the framework of public relations
based on imperative principles, the sphere of dispositiveness, free discretion of the individual
is significantly limited, which reduces the range of possibilities of the latter in the event of
arbitrariness on the part of the law enforcement officer, and therefore, in our opinion, the
process of spreading BD and other similar technologies in the practice of an expert and legal
proceedings based on his conclusions requires a scientifically grounded, balanced approach.

Conclusion

Thus, it should be stated that the introduction of BD technology into forensic activity has
tremendous prospects for development since it is hypothesized that it will increase the
relevance of the acquired and processed forensic information, and, therefore, will
significantly increase the chances of detecting, disclosing, investigating and preventing
crime.

It seems that it is necessary to continue the development of an appropriate regulatory
framework governing the relations developing in the use of BD, and the priority area of legal
policy should be precisely the elimination of some problems and risks indicated above. In our
opinion, it is necessary to legislate a general ban on decision-making by the subjects of law
enforcement that generate legal consequences for citizens, which are based solely on
automated data processing, since even a highly developed model that reproduces human
thinking is capable of making a mistake with a low probability of making a mistake. In this
regard, we consider it fair to agree with the position expressed in the legal doctrine that in
several situations that may arise in practice, it may be necessary to introduce the requirement
for the mandatory establishment of causal relationships that were not identified in the
program analysis, and the proof of the conclusions made using logical reasoning (Channov,
2018, p. 121).

The above, however, clearly cannot serve as an exhaustive solution to all the problems of
legal regulation of BD, which requires further scientific research in the vector of finding a
balance between a decision made in a fully automatic mode and a decision made by a person.
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Surely, in the foreseeable future, the analyzed technology cannot and should not replace the
subject of law enforcement, fully determine its legally significant decisions. Its purpose is to
serve as a special tool for an investigator, an expert, capable of independently generating
forensically significant conclusions, which will allow him, taking into account other available
data, to significantly facilitate the adoption of the final decision. Therefore, with the positive
development of BD, we can talk about optimizing the speed and quality of work of the above
persons, and, ultimately, about reducing the negative impact of the human factor in forensic
practice by transferring a part of the predominantly ‘mechanical’ functions of an expert to the
information system, which has already been, as follows from the above, has several specific
forms of expression.
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