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Abstract. In this paper, the authors consider the feasibility of using quantum encryption in a multi-agent robotic system. The 

authors consider examples of such systems, describe the functional structure of the system in question, describe the scheme 

for ensuring information security. Finally, the authors see the use of quantum cryptographic algorithms appropriate for 

resolving the issue of confidentiality in multi-agent robotic systems and believe that this method has the potential for further 

scientific developments in the field of security in multi-agent robotic systems. 
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1. Introduction 

At the turn of the 20th and 21st centuries, interest was growing in the problem of constructing autonomous 

robotic systems in connection with the expansion of their field of application and the expansion of capabilities in 

the field of robotics. Multi-agent robotic systems (MARS), as organized groups of robots, have a great potential 

for development in the field of industry, transport, and different dangerous and complex tasks i.e. elimination of 

consequences of disasters, rescue and search operations, security tasks, etc. (1) 

 

Work on the project "MARTHA" (2) was conducted in France with the aim of developing methods for 

organizing group interaction of robots for organizing the transportation of goods in the premises through the 

centralized management of the group. This method of organizing management was used in the DARPA project 

in the development of software and hardware for managing groups of robotic scouts for monitoring premises (3). 

The existence of such MARS makes it possible to accomplish the tasks autonomously, making calculations 

of high accuracy, to improve the reliability of the systems used at a low cost of equipment. A single task can be 

assigned to a single robot. When the complexity of the task increases, it is necessary to increase the computing 

power and the quantity of available resources, which can be achieved by increasing the number of used robots. 

In this paper, we consider the MARS, consisting of a set of agent-bases B = {b1,b2,...,bm}, a set of agent-

robots R = {r1,r2,...,rn} and of a set of information transmitted in the system I = {i1,i2,...,il}. 

 

The bases are randomly distributed over the territory of MARS functioning, the “coverage zone” of the base 

bj will be called the zone in which boundaries the agents are able to maintain communication with bj base. The I 

is stand for the set of elementary messages that are transmitted in the system and contain data about the 

identification numbers of the agents, their coordinates, data on the tasks assigned, etc. The set T = {t1,t2,...,tk} 

contains tasks, which are distributed among agent-robots by the bases using task auction. The examples of task 

allocation auctions in MARS can be find in (4).  

Necessary conditions for the selection of the agent ri by the performer of the task tj are: 

− sufficient resources available for the task; 

− the resource costs of the agent ri for the task are minimal relative to the costs of other agents; 

− the status of the agent is "free" (at the moment the agent does not perform any other task from the given 

set). 

In this system, the agent’s task is to move from the starting point A to the end point B within the scope of any 

of the bases. The goal of the robot group is to perform all tasks with maximum efficiency. 

Communication and control among agents occurs on a two-level communication channel. Centralized control 

is implemented at the robot-base level. The robot-agent sends the requested data to the base, in which coverage 

zone it is, and also receives a response from it in the form of a task or message. Decentralized (swarm) 

interaction is realized at the level of the set B. Agent-bases make decisions about the distribution of tasks 

between the agents of the set R, about checking these agents for violations, for blocking robots-intruders, etc. 

 

2. Confidentiality in MARS  

For correct functioning of MARS, it is necessary to ensure the information security (IS) of the system. 

To achieve a high level of MARS security, a number of hardware, and software are used to ensure the 

confidentiality, integrity and availability of stored and transmitted information in the system. 
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Many MARS currently being created, for example, Google Driverless Car (5), are used to work with 

confidential data such as user data, location coordinates, etc. In this case, additional protection of information 

exchange channels and databases is necessary. Lack of proper attention to the problem of securing 

confidentiality of information in the MARS can lead to the interception and use of the data obtained, access to 

the system and destructive impact on it (6). 

 

The notion of "confidentiality" in the MARS will be understood as the state of the system's security against 

unauthorized access to information inside the system. The consequences of breach of confidentiality entail 

damage, the size of which is determined by the degree of confidentiality of the disclosed data (7). 

We introduce the following characteristics for each element of the set of elementary messages I = {i1, i2,…,il}: 

• Coefficient of information cost c = {1,2,3}. This coefficient characterizes the amount of damage in case 

of information disclosure or its interception by an attacker; 

• Coefficient of relevance of information a = {1,2,3}. This coefficient characterizes the degree of 

relevance of information for a given time iteration. 

Based on these coefficients, we introduce the degree of confidentiality of the message: 

q = c * a 

In this case, the set of elementary messages has the following form of recording: 

I = {i | q}, where  q = {1,2,3,4,6,9} 

The required level of security of information transmission and storage channels for different cost indicators 

and the relevance of messages are assessed to ensure the proper level of confidentiality and presented in table 1. 

 

 

Table 1. Required level of security  
Cost of information 

1 2 3 

Relevance of information 1 medium medium high 

2 medium high very high 

3 high very high very high 

 

 

3. Information interaction between agents using quantum encryption  

We consider three possible models for the functioning of the MARS: 

1. without the use of encryption of the communication channel between robots and bases; 

2. using the algorithms of "classical" encryption (DES, AES, RSA, etc.); 

3. using the algorithms of quantum encryption. 

The algorithms of agent interaction in such systems differ from each other by the presence of a chain of 

actions associated with encryption of channels. In the first model, agents interact without using encryption 

algorithms. The second uses “classical” cryptographic algorithms for encryption, which means the time spent on 

encrypting and decrypting messages. Agents in the third model use algorithms for quantum encryption. In this 

scheme, the agent-bases have a module with a receiver and a transmitter for communicating with the bases, at the 

upper level, and also with a receiver and transmitter for communicating with the lower-level robot agents. The 

lower-level robots have a receiver and transmitter only for communicating with the bases and do not have the 

opportunity to communicate with other lower-level robots. Such a solution is difficult to implement, but this is an 

engineering task that will be solved in the future. Quantum key generation occurs according to the following 

algorithm: 

 

1) Agent-transmitter A (Alice) sends a random sequence of photons to the agent-receiver B (Bob); 

2) Bob analyzes the information received; 

3) Alice and Bob form a "draft" version of the encryption key; 

4) Clarify the encryption key. At this stage, Alice and Bob identify errors in the draft version of the key or 

form a new one, returning to paragraph 1 of this algorithm; 

5) Enhance the secret of the key using the hash function passed by Alice. 

The scheme of the system functioning using the mechanisms of quantum encryption is presented in fig. 1. 
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Figure 1: Function diagram of system working using model with link encryption via quantum 

 

 

Each key has its lifetime tkey, which needs to be replaced with a new one after this time iteration. 
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The algorithms of quantum cryptography are widely used in data storage and transmission systems, since 

their use allows to achieve a high level of system security: the probability of choosing a certificate randomly 

tends to zero.  

When an intruder tries to eavesdrop the channel, he inevitably makes mistakes in the information transmitted 

through the channel, so that it can be detected. (8) 

On the other hand, the use of quantum encryption has a number of drawbacks (9): 

• entails time costs for the formation of a certificate (key), encryption and decryption of messages; 

• the key has a limited lifetime and needs to be replaced; 

In order to assess the level of information security, the authors propose a model of threats and the model of 

the intruder. In the future, it is appropriate to conduct a risk assessment, based on these models.  

The function diagram on the figure 2 describes agents’ interaction using quantum encryption which includes 

the following stages: 

1) on the first stage robot-agent 𝑟𝑖 sends communication request to a base-agent 𝑏𝑖 , which control this area, 

𝑏𝑖 checks if the agent exists; 

2) agents 𝑟𝑖 and 𝑏𝑖 generate crypto key for encrypted channel; 

3) after estimating of agents’ resources the base 𝑏𝑖 starts the tasks distribution between robot-agents. By 

the end of this stage, the robot 𝑟𝑖 gets suitable task; 

4) 𝑟𝑖 moves from the area of the base 𝑏𝑖 to the area of the base 𝑏𝑗 which controls robot’s movement; 

5) on the final stage 𝑟𝑖 sends communication request to the new controlling base-agent 𝑏𝑗. They generate 

new crypto-key and 𝑟𝑖 waits for the new task. 

 

 

4. Conclusion 

A model of functioning of a multi-agent robotic system is proposed. The model uses an approach to the 

organization of functioning on the basis of the Police Office Model - the area of the model is divided into equal 

areas where the "police offices" are located, which are responsible for the development of optimal plans of 

agents' actions. Between the "police offices" is carried out information interaction, which allows to guarantee the 

development of a joint optimal plan. Low-level agents (elements of the mobile robotic system) carry out the 

action plans provided to them. The connection between agents and "police offices", as well as between "police 

offices" is carried out using quantum encryption keys.  

 

Based on the proposed model of functioning, a threat model has been developed that includes a classification 

of threats, as well as an assessment of the likelihood of their implementation. The use of this model will allow us 

to assess the main threats, which facilitates the adoption of optimal solutions for the implementation of the 

countermeasures by the owner of the mobile robotic system. 

 

In addition to the threat model in, the intruder model is presented, including an assessment of the possibility 

of the intruder appearing at various stages of the system life cycle. The main ways to intruder’s influence on the 

system are given.  

 

The results obtained in this work can become the basis for further studies of the robustness of multi-agent 

robotic systems. Based on the proposed models of threats and the offender, it is planned to determine the 

methodology for assessing the risks of implementing threats to the information security of the multi-agent 

robotic system, and to develop a method for assessing the security of the system from various attacks. 
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