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Abstract: Services in the cloud environment are distributed between all servers and users. Cloud providers have
problems with file protection as security is a major problem when processing and transferring information, as
the original data type can be viewed, misused and lost. In the cloud computing world, cloud protection is a
major concern. A variety of research projects are planned to safeguard the cloud climate. Cryptography is used
to address the security problem and to achieve the CIA (confidentiality, honesty and disponibility). The most
effective technique for ensuring high data transfer and storage protection is cryptography. There are certain
drawbacks in traditional symmetric and asymmetrics. We will introduce a new technique of hybrid data
protection and confidentiality to solve this issue. We use the ECC and Blowfish to build a hybrid algorithm in
this article. The hybrid scheme output is compared to the current hybrid technique and demonstrates the high
safety and confidentiality of the patient data in the proposed method. The hybrid encryption is used to remove
both symmetrical and asymmetrical drawbacks.
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1. Introduction

Cryphotography, i.e. correspondence, overcome the involvement or control of the opponents or third parties, e.g.
avoid information leakage to unauthorized parties, is the method of constructing and analyzing protocols for
safe exchanging of information[1]. As far as information security is concerned, it covers a range of areas, e.g.
data integrity, validation and privacy. Cript algorithms are built around assumptions of computational hardness,
e.g. with numerological definition, which makes it impossible for an unauthorized party to crack such
algorithms in practice. These algorithms/schemes are called computer-proof, since in principle, while they are
breakable, they cannot be broken by known functional means. In theoretical developments, such as the integer
factorization Algorithms and earlier computing knowledge[2], these algorithms/schemes were to be continually
developed.

Many of the previously submitted cryptosystems are public key numerical cryptosystems requiring a significant
amount of computer power and often involve a very time-consuming, complex method for secret channel
generation. Several other principles and approaches have investigated these limitations. Among them, the idea
could be used to build a hidden key for neural networks and several could provide a potential solution for a
critical problem from the key exchange[3].

More widely, encryption is concerned with developing and evaluating protocols that prohibit third parties or the
public from reading private messages. The algorithms used for that method are called cryptographic algorithms
or ciphers, which can be classified into the two basic kinds based on the keys used as a symmetric key and
asymmetrical key algorithm (altering data from readable type to safe shape). The most ancient and encryption
approach used for encrypting and decrypting data is symmetric encryption (DES, RC2, RC4, Blowfish, RC5
RC6 or AES). Sender and recipient share the key, which is a big problem, as an attacker can scan the important
conversation channel to decrypt the data[4]. You need a safe channel between the sender and the recipient to
transform the secret key. In contrast, asymmetric encryption, public and private, for plain text ciphering. Any
public body can send a message with a public key, but it keeps a private key secret and can decode the message
[5].

1. 2 Literature Survey

Kamara and Lauter[6] have put forward a public cloud protection model that uses primitives for data integrity
verification. The advantages of the cloud storage such as reliability, availability, efficient recovery and data
sharing were addressed in this paper, combining the latest and non primitives for safe cloud storage. In [7], there
has been introduced a hybrid encryption scheme using both RSA and Blowfish. In that they have used the Field
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Programmable Gate Array with a mathematical methodology (FPGA). Due to its low cost and high degree of
security, this strategy is very effective. However, the main problem is the key size (448 bits).

In order to secure cloud file storage, Maitri and Verma [8] proposed to use the hybrid cryptographic techniques.
Steganography with LSB was used, by which the encryption key for key information integrity is protected in an
image header. An revolutionary hybrid cryptography technique for health records was built in [9]. This helps
them to improve patient data protection and avoid false needs by using Blowfish and improved RSA algorithms.
Wang et al., [10] implemented a new system for encrypting information and for sending encrypted data to
another consumer. The private key is used for decryption. To look for encrypted data using symmetric and
asymmetric searchable encryption. Wang et al. have designed and consumer should have previous knowledge of
encrypted data using security encryption techniques. In [11], he introduced a lightweight data hybrid (AES-
RSA) technology. It cannot however be extended to multimedia data because it offers protection only for
lightweight data.

The use of both the symmetric and Asymmetric-key (RSA), to provide strong protection, was suggested by
Karthiket al., [12]. The effect of this method was better safety. The time needed for data collection is also earlier
than the previous process. In the XaaS architecture, Rahmani et al. [13] have projected a new cloud service
system. Cloud Encryption as a Service was suggested by the authors, which reduces the security risk of
encryption for service providers and strengthen customer safety.

2. 3 Privacy and Security Requirements of Data Sharing in the Cloud

Data shared in the cloud worth noting in this context are privacy and security criteria. The fulfillment of these
cloud infrastructure criteria will lead to a large humber of users taking cloud technology into account and
accepting it.

Data privacy: Unauthorized users can not access data at any time. Data confidentiality: In transportation, rest
and backup media, the data should remain confidential. Links to data should be granted only to approved users.
User cancelation: If the access rights to data are removed from the user, the user should not at any time be
entitled to access the data. The revocation of users should ideally not influence the performance of other
approved community users.

Scalable and efficient: Because the numbers of cloud users are very high and at times volatile as the users come
and go, reliability and scalability need to be managed.

Entities collusion: When it comes to cloud data sharing methodologies, it is essential that they cannot access any
data without permission from their data owner, even though certain entities collude.

3. 4 Proposed Method

Hybrid encryption blends public key encryption and symmetrical key encoding. Hybrid algorithms are elliptical
(public key) and Blowfish algorithms. Elliptical curve encryption (symmetric key cryptography). Cryptography
of the elliptical curve (public encryption key) based on Elliptically curved theory to create more rapid, smaller
and more accurate cryptographic keys. A elliptical curve has an advantage of smaller chip sizes, less fuel, speed
increases, etc. Blowfish is a free, accessible and efficient symmetric encryption algorithm used in a number of
items, such as secure email encryptions, backup software, or password against hackers and cyber-crimen. Based
on the limited sum of rounds, Blowfish is a very effective and relatively easy block-chipher (encryption tool). In
this section we describe the fundamental functions of cryptography algorithms in Elliptic curve and Blowfish.
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Figure 1: The cryptography architecture

4.1 Elliptic Curve Cryptographic Algorithm
The elliptic curve encryption (ECC) for smaller key size, large speed and low memory consumption has selected
public key-related systems, digital encoding, bitcoin services and others to instantiate. The established
reputations of the ECC are focused on its discreet logarithm algorithmic problem (DLP). The elliptic curve in
the FP prime finite region is about the point cloud defined in the following equation

y2 = x3 + ax + bmodp Q)
4.2 Blowfish Algorithm
Blowfish is a Fiesta network symmetrical block chip which is composed of 16 rounds of functional decryption
and iterative encoding. The block size used is 64 bit and the dimension of the key will vary from 448 to 448.
Cipher Blowfish uses 18 sub-arrays of 32 bit generally known as P-boxes, and 4 extra boxes of 32 bit with 256
entries, respectively.
There are two phases: The first extension is the key and the other encryption is data. Key in the key expansion
process is transformed into several sub keys and encryption occurs in the 16-round network data encryption
step. Each round involves an essential permutation and a main- and data-based substitution.
4, 5 System Model
The cloud is the primary storage medium for the encryption of patient data using the Blowfish algorithm and the
encryption of the key using the Elliptic curve public key. The chip text and the Blowfish key are stored in the
cloud of all patient data. The elliptic curve cryptography private key is used for decrypting the Blowfish key and
the decrypted Blowfish key is obtained. The Blowfish algorithm uses the Blowfish decrypted key to decrypt
patient information. Here, the patient data for store and collection of the cloud data using hybrid algorithms are
taken into account. The process is described below and explained,
5.1 Upload Process
If it's a script or plain text, the client may specify the route or data to be encrypted directly. A symmetric key is
automatically created based on the key size called a key. Claintext P can be encoded with blowfish to obtain text
in cipher C. By the Elliptic Curve method of encrypting the secret key of Blowfish is authentic and the key is
secured The key is encrypted.
5.2 Download Function
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Ciphertext C is obtained by the user from the cloud. Ciphertext key decryption is used using the elliptic
cryptography algorithm. In order to receive plaintext P, the Blowfish procedure decrypts transferred cipher text
information C. Deployment The operating system used is Windows 10 at the front end to execute the proposed
process, since the system is free and platform-independent. For the purpose of storage the most widely used
database is SQLite Data security efficiency Hybrid cryptographic change and key and data replacement.
5. 6 Result and Analysis

In this diagram, the parameters taken into consideration are time to compare the efficiency of the hybrid

algorithm (elliptic curve and blowfish) (seconds).
Table 1: The encryption time analysis

Data Blowfish AES DES Proposed scheme
1 4.99 4.00 3.99 1.50
5 4.11 4.29 3.01 1.30
7 4.98 4.01 4.01 1.42
10 5.01 4.87 4.39 2.55

The efficacy of the elliptical curve (Elliptical curve and Blowfish) is shown in Figure 2 and Table 1 to compare
parameters taken into account are time (seconds) along the x-axis and data (record) (MB) over the y-axis and
time is compared.

The encryption time analysis

> \ /

e B|owfish AES DES Proposed scheme

Figure 2: Graphical representation of encryption time analysis

In the Figure 3 and Table 2 shows that the algorithm (Blowfish, DES and AES) is compared with our hybrid
algorithm.

Table 2: The decryption time analysis

Data Blowfish AES DES Proposed
scheme
1 4.79 4.55 3.09 1.43
431 4.29 3.01 1.24
7 4.98 4.91 3.61 1.37
10 5.91 4.87 4.39 2.98
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Figure 3: Graphical representation of decryption time analysis
The symmetric key cryptography is used for AES, DES and Blowfish. The key advantage of symmetric
algorithms is faster performance and compact for large volumes of data. The above chart shows that our hybrid
procedure is effective associated to other procedures.
6. 7 Conclusion
The proposed cryptography approach solves the protected data storage problem. The cloud's disadvantages are
lack of safety and privacy. This proposed classical is developed and applied in Java, with the best symmetrical
key (Blowfish) and asymmetric key techniques (ECC). For key generation, encryption and decryption processes
the Blowfish and ECC algorithms are used. In order to achieve an improved degree of cloud computing security,
elliptical curve cryptography (ECC) is used. ECC offers a stronger and more reliable model for the creation and
implementation of a secure cloud application. We may use steganography to hide keys to resolve the key
distribution. In future we can use the steganography approach to solve the main distribution and compare it with
the hybrid method already in use.
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