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Abstract  

Phishing refers to a type of cyberattack known as social engineering, in which criminals trick users 

into revealing their credentials by utilizing a deceptive login form that submits the information to a 

malicious server. In this project, we compare machine learning techniques to propose a method for 

effectively detecting phishing websites through URL analysis. Most current state-of-the-art solutions 

for phishing detection consider homepages without login forms as the legitimate class. However, we 

differ in our approach by incorporating URLs from the login pages into both classes. We believe this 

approach better reflects real-world scenarios and demonstrate that existing techniques yield a high 

false-positive rate when tested with URLs from legitimate login pages. Furthermore, we employ 

datasets from different yearsto illustrate how models experience a decline in accuracy over time. We 

train a base model using outdated datasets and evaluate its performance using recent URLs. 

Additionally, we conduct a frequency analysis of current phishing domains to identify the various 

techniques employed by phishers in their campaigns. To support our claims, we introduce a new 

dataset called Phishing Index Login URL (PILU-90K), which consists of 60,000 legitimate URLs 

encompassing index and login websites, along with 30,000 phishing URLs. Lastly, we present a 

Logistic Regression model that, when combined with Term Frequency - Inverse Document Frequency 

(TFIDF) feature extraction, achieves an accuracy of 96.50% on the provided login URL dataset. 

Keywords: URLs, Phishing attacks, Phishing index login URL. 

1. Introduction  

In the last years, web services usage has grown drastically due to the current digital transformation. 

Companies motivate the change by providing their services online, likee-banking, ecommerce, and 

Software as a Service [1].  

Identifying phishing sites through their HTTP protocol is no longer a valid rule. In the 3rd quarter of 

2017 [7], the APWG reported that less than 25% of phishing websites were hosted under HTTPS 

protocol, whilst this amount has increased to 83% in the 1st quarter of 2021 [8]. These websites 

provide secure end-to-end communication, which transmits a false safe impression to the user while 

making an online transaction [9]. Furthermore, the Anti-Phishing Working Group (APWG) [10] has 

reported a significant increase in phishing attacks, i.e. from 165; 772 to 611; 877 websites, just 

between the first quarter of 2020 and 2021 respectively. A reason behind this increase might be that 

people have resorted (and still are) to online services during the COVID- 19 pandemic. One of the 

most popular solutions for phishing detection is the list-based approach, which analyses the requested 

URL against a phishing database [11]. Some examples of this solution are Google SafeBrowsing,1 

PhishTank,2 OpenPhish3, or SmartScreen.4 If a requested URL matches any record, the request is 

blocked, and a warning is displayed to the user before visiting the website. However, despite the 

capabilities of the list-based approach, it would fail if the phishing URL was not reported previously 

[12][14], and it will require a continuous effort to update the database with newer phishing data. Bell 

and Komisarczuk [11] observed that many phishing URLs were removed after day five from Phish 

tank while Open Phish removed all URLs after seven days from its report. This issue allows attackers 

to reuse the same URL when it is removed from different list. 
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Due to the mentioned drawbacks with the blacklist-based methods, the automatic detection of 

phishing URLs based on machine learning has attracted attention in research [15], [16]. These 

approaches can be grouped into four classes according to the type of data used for the detection: the 

text of the URL, the page content, the visual features, and networking information. Methods based on 

the page content and visual features require visiting the website to collect the source code and render 

it, which is a time-consuming task. Other availability limitations can be found in studies that rely on 

networking and 3rd party information such as WHOIS or search engine rankings. To overcome these 

limitations, we focus on phishing detection through URL since it implies advantages such as fast 

computation -because no websites are loaded- and 3rdparty and language-independent since features 

are extracted only from the URLs. 

2. Proposed System  

This paper presents a phishing URL dataset using legitimate login websites to obtain the URLs from 

such pages. Then, we evaluate machine and deep learning techniques for recommending the method 

with higher accuracy. Next, we show how models trained with legitimate homepages struggle to 

classify legitimate login URLs, demonstrating our hypothesis about phishing detection and legitimate 

login URLs. Additionally, we show how the accuracy decreases with the time on models trained with 

datasets from 2016 and evaluated on data collected in 2020. Finally, we provide an overview of 

current phishing encounters, explaining attacker tricks and approaches. We extended our previous 

dataset PILU-60K (Phishing Index Login URL), from60K to 90K URLs equally distributed among 

three classes: phishing, the legitimate home page, and legitimate login. We make this extended 

dataset, PILU-90K, publicly available for research purposes Using PILU-90K, we implemented and 

evaluated three pipelines for URL phishing detection: (i) we use the 38 handcrafted feature descriptors 

for training eight supervised machine learning classifiers and also (ii) automatic feature extraction 

using Term Frequency Inverse Document Frequency (TFIDF) at character N-gram level combined 

with Logistic Regression (LR) algorithm, and (iii) a Convolutional Neural Network (CNN) at 

character level too. We demonstrated empirically how an URL phishing detection model struggles in 

classifying login URLs when it was trained on the URLs of the homepage of phishing and legitimate 

URLs. We evaluated the robustness of the proposed phishing detection over time. We trained the 

model on a dataset collected between March 2016 and April 2016, and we evaluated the model on 

other datasets collected between 2017 and 2020. Phishing websites were analyzed using domain 

frequency. We found six different phishing domains depending on the service hired by the attacker. 

2.1 Advantages  

Machine learning models to detect unreported phishing encounters. Depending on their input data, 

these approaches can be classified into two categories: URL-based and content based.  

Present an extended version of the Phishing Index Login URL (PILU- 60K) dataset and we name it 

PILU-90K. PILU-90K contains 90K URLs divided into three classes. 
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3. Results 

 

 

 



Turkish Journal of Computer and Mathematics Education   Vol.14 No.03 (2023),378- 383 

 
 

381 
 

 
 

Research Article  

 

 

 

4. Conclusion  

The phishing detection mechanism aims to enhance existing blacklist methods and protect users from 

malicious login forms. Our research work introduces a new dataset called PILU-90K, which 

researchers can utilize to train and evaluate their approaches. This dataset consists of legitimate login 

URLs, which are highly representative of real-world phishing detection scenarios. In our study, we 

explored various URL-based detection models that employed deep learning and machine learning 
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solutions. These models were trained using both phishing and legitimate home URLs. One significant 

advantage of our approach is its ability to achieve a low false-positive rate when classifying this type 

of URL. Among the different models we evaluated, the SVM algorithm yielded the best results, with 

an accuracy of 96.78%. This outperformed the current state-of-the-art methods. We demonstrated that 

phishing URL detection systems trained with legitimate landing page URLs struggle to classify 

legitimate login URLs correctly. Even the best-performing models we tested could only achieve a 

69.50% accuracy in classifying these URLs, resulting in a high false positive rate. Therefore, we 

recommend that phishing detectors intended for real-world usage should be trained using legitimate 

login websites, such as our PLU-60K dataset, instead of homepages. Although using login websites 

for training slightly reduces overall accuracy due to the similarity between phishing and legitimate 

samples, this trade-off is justified considering the high false-positive rates of existing methods. 

Future Scope  

As phishing techniques evolve, there is a need for more advanced machine learning algorithms to 

accurately identify phishing URLs. Future research can focus on developing and refining algorithms 

that can detect subtle patterns and anomalies in login URLs to improve phishing detection rates. Deep 

learning techniques, combined with NLP, can be employed to analyze the content and context of a 

login URL. By understanding the semantic meaning and intent behind the URL, it becomes possible 

to identify phishing attempts that employ sophisticated obfuscation techniques. Implementing real-

time analysis of login URLs can significantly enhance phishing detection capabilities. By leveraging 

cloud computing and distributed systems, it becomes feasible to scan URLs in real-time and provide 

immediate warnings or block access to potentially malicious sites. Phishing attacks often target 

multiple organizations or individuals simultaneously. Therefore, future efforts can focus on 

establishing collaborative platforms that allow organizations and security researchers to share data, 

insights, and threat intelligence related to phishing URLs. Such collaboration can lead to a more 

comprehensive understanding of evolving phishing techniques and better protection for users. With 

the increasing use of smartphones and mobile devices, the scope of phishing threats expands to these 

platforms. Future research can explore techniques specifically designed for detecting phishing URLs 

on mobile devices, taking into account the unique characteristics and constraints of these platforms. 
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