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ABSTRACT:

The meteoric rise of information technology coupled with the pervasive use of cloud computing
across all industries has prepared the road for the implementation of Personal Health Record
(PHR) Systems using cloud computing. The greatest example to utilise is Microsoft Healthvault,
which is an online personal health record service offered by the technology giant Microsoft. This
service allows users to save, access, and update their personal information, which can then be
shared with health care professionals. Some people believe that shifting applications that deal
with personal data to cloud computing might result in a loss of control over the data. Therefore,
it is essential to have PHR systems that are safe and stored on the cloud. Several frameworks for
PHR have been developed, several of which make use of conventional cryptographic methods.
However, they are not suitable for the PHR systems since they do not meet the requirements for
efficiency, scalability, and appropriateness. Nicely addition, the single owner scenario of
standard cryptographic approaches does not fit in with the multi-owner situation of the PHR
system. As a result, we propose a PHR framework in which patients have access control and
privacy of their personal record using a light weight 64 bit block cypher symmetric encryption
algorithm. Additionally, we propose dividing the patient-centric framework into multiple
security domains in order to reduce the complexity of key distribution. The plan that has been
suggested is adaptable since it enables for break glass judgements to be made in the event of an
emergency situation. However, the system does not have integrity, which is something that may
be maintained by utilising a digital signature method or an Elliptic Curve Digital Signature
Algorithm (ECDSA) scheme to establish integrity of the personal health information.

1. INTRODUCTION
The rapid expansion of cloud computing can be traced back to the fact that it has become an
essential component of the day-to-day operations of businesses of all sizes, both the most modest
and the most sizable. Recent findings from a poll that was carried out by Forbes [1] indicate that
close to 75 percent of corporate customers are now making use of cloud platform in some
capacity or another. Cloud storage is the most essential feature that is made accessible to
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customers on this platform. Users are able to store a big quantity of data and access it anywhere,
anytime, and on demand using cloud storage. Before the advent of modern technology, a
patient's medical history was recorded on paper and kept in a filing cabinet. The data were
eventually digitised as a result of the expansion of information technology. In a similar manner,
information pertaining to medical care was converted into a digital format and stored in
electronic health records. These records include specifics regarding a patient's medical history
and were previously only accessible to professionals working in the medical field, such as
insurance agents, doctors, and physicians. Patients (i.e., people) consequently have a requirement
for a Personal Health Record, which enables patients to store, access, and maintain their personal
records and efficiently share them with health care professionals when necessary. This is in stark
contrast to the electronic health care records that are maintained by hospitals and other health
care institutions. The most reliable examples of online personal health record service providers
are Microsoft Healthvault and Google Vault. [Citation needed] [Citation needed] However, the
proliferation of cloud computing as a platform for the centralised storage and administration of
personal health records (PHR) has also brought up concerns about security and privacy. As a
result, various standard cryptographic approaches such as symmetric cryptography using
algorithms such as AES and public key cryptography using algorithms like as RSA have been
suggested for usage as a means of ensuring data privacy and integrity when it is shared across
PHR systems. However, the requirement for privacy is the primary worry in a PHR system since
patients risk losing control over their own personal health data when it is stored on the cloud. We
propose a PHR framework where the patients are the owners, and they are responsible for
creating the decryption key using Attribute Based Encryption, and they share the key with
authorised users, such as doctors and health care personnel, in order to overcome the difficulties
of privacy leakage caused by cloud providers. Additionally, the suggested frameworks guarantee
that each data owner has complete control over their information. The system is broken up into
several security domains, and each security domain has its own unique users and properties that
serve as encryption primitives. This further simplifies the process of key distribution among a
large number of owners.
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2. RELATED WORKS
Traditional policies for controlling access based on roles RBAC was largely used in PHR
systems in order to more precisely control who is allowed access to the electronic health record.
Access control was given in RBAC according to the roles that were performed and the privileges
that came with those roles, as shown in [2]. Di Vimercati recommended the use of symmetric
key cryptography, in which personal health data would be encrypted using symmetric encryption
methods and stored on a server that was only partially trustworthy. However, the approach that
was offered had a number of limitations, including access control rights sharing and user
revocation in [3]. In a later stage of the process, solutions based on public key cryptography were
taken into consideration. Benaloh came up with the idea for a PHR framework, which supports
the idea that encryption, in conjunction with access control, is required to provide both privacy
and security. They have done this by using a hierarchical identity-based encryption system, in
which each label is treated as if it were an identity in and of itself. Nevertheless, the procedure
that was suggested in [4] still had the possibility of having considerable key management
overhead. Dong suggested doing a keyword search on encrypted data while utilising proxy
encryption [5]. If every read and write action goes via a proxy server, then access control may be
effectively implemented. However, this approach was not without its shortcomings in terms of
controlling fine grain. The usage of Multi-Source Order-Preserving Symmetric Encryption
(MOPSE), which employs a privacy-preserving symmetric encryption algorithm, was explored
by Yao et al. The data owners, who represent the patients (and the physicians), encrypt the files
containing their medical information and then upload them to the PHR cloud. This allows the
patients' medical records to be shared with cloud data consumers. Cloud data consumers, who
represent physicians (and patients), download encrypted PHR files from the PHR cloud in order
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to access the shared PHR data files. After downloading the files, cloud data consumers decrypt
the files in order to reuse the file for various healthcare requirements.

3. SYSTEM ANALYSIS:

In a CP-ABE, the user's attributes used for key generation must satisfy the access policy used for
encryption in order to decrypt the ciphertext, whereas in a KP-ABE, the user can only decrypt
ciphertexts whose attributes satisfy the policy embedded in the key. This is because in a KP-
ABE, the policy is embedded in the key. It is clear that access control is an integral part of ABE,
and we can see that in order to do effective fine-grained access control, we need to make use of
certain expressive access structures. After then, the realisable (or monotone) access structure that
was introduced by the Linear Secret Sharing Scheme (LSSS) was used by a great number of
subsequent ABE schemes. Cheung and Newport came up with an additional method to create
access structure based on the combination of AND-Gate and wildcard. Cheung and Newport
shown that in order to design CP-ABE schemes based on normal complexity assumptions, one
just has to make use of this straightforward access structure, which is enough for a wide variety
of applications. In the years that followed, a number of other ABE systems were suggested that
adhered to this particular access pattern.

DISADVANTAGES:

o The currently implemented ABE schemes that are based on AND-Gate with wildcard are
unable to accomplish this attribute.
o Although ABE performs a good job of preventing unauthorised access to the data that has

been encrypted, it does not safeguard the privacy of the people who are receiving or decrypting
the data by default. In other words, if they have access to the ciphertext, an unauthorised user
could still be able to gain some information about the data receivers.

o Despite the fact that a trustworthy ABE is capable of effectively preventing unauthorised
access to the data that has been encrypted, it does not, by default, safeguard the privacy of the
receivers or decryptors of the data.

PROPOSED SYSTEM:

In this study, we investigate novel methods for the creation of CP-ABE schemes that are based
on the AND-gate with wildcard access structure. The currently implemented schemes of this
kind are required to make use of three distinct components in order to accurately represent the
positive, negative, and wildcard values that may be assigned to an attribute in the access
structure. Within the scope of this work, we offer a novel architecture that makes use of a
solitary element to symbolise a single feature. Our structure is predicated on the assumption that
the "positions™ of various symbols may be used to conduct the matching function that is required
between the access policy and the user characteristics. To be more specific, we organise the
indices of all the positive, negative, and wildcard attributes defined in an access structure into
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three sets. Then, with the help of the method of Viete's formulas, we make it possible for the
decryptor to get rid of all the wildcard positions and carry out the decryption in a correct manner
if and only if the remaining user attributes match those defined in the access structure. This
ensures that the decryption is carried out in a secure

ADVANTAGES

o The use of our novel method results in a brand-new CP-ABE scheme that maintains a
consistent ciphertext size.

o The technique has been utilised in the initial build to bridge ABE based on AND-Gate
with wildcard using Inner Product Encryption (IPE).

o Our first scheme is successful in maintaining a constant ciphertext size.

o Guaranteed to be safe according to both the Decisional Bilinear Diffie-Hellman and the
Decision Linear hypotheses.

4. IMPLEMENTATION:
Owner:
The Owner Will Sign Up, After Which They Will Await Authorization (The Key) From Admin.
Once the key has been obtained, the owner can log in using the key and upload any personal file
to the cloud. This file will be encrypted using ABE with wildcard characters. The Owner is
responsible for monitoring the upload's progress status and will do so on their own. Ensure that
the owner logs out of the session.

User:

The user must register, and then they must wait for the permission (key) from the admin. The
user will log in and access the file with the same characteristic in order to decode it. Users are
able to both see the file and download the file. The user should logout of the session.

Admin:

Admin will log in on the page designated for admins. Pending requests from any of the
aforementioned individuals will be reviewed by him/her. Administrators should check the user's
download and session history for potential future referrals Admin logout session

5. CONCLUSION
In this article, we provide a unique access management mechanism that acknowledges patient-
centric privacy concerns for electronic personal health information stored in the cloud. Taking
into consideration the fact that cloud servers are only partially reliable, our argument is that
patients should have complete control over their own privacy by encrypting their PHR
documents in order to permit fine-grained access. The structure addresses the particular

1135



Turkish Journal of Computer and Mathematics Education Vol.13 No.03 (2022),1131-1138
Research Article

difficulties posed by the presence of a large number of PHR owners and users in the sense that it
significantly reduces the degree of unpredictability associated with key management in situations
in which the number of owners and users participating in the framework is very high. We
encrypt the protected health information (PHI) using a lightweight form of symmetric encryption
so that patients can give access to their PHR not only to personal users but also to users from a
variety of public domains who have a wide range of professional backgrounds, capabilities, and
affiliations.
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