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Abstract:SM (Smart Manufacturing) is a broad category of manufacturing that employs a computer-based 

integrated manufacturing system, with a higher end of new adaptability and quick change in design structure, 

along with digitalization and effective workforce training. It is necessary to incorporate new techniques in the 

SM system to adapt to the changes in the present system. Smart factories increase the output of the unit, quality, 

and consistency maintenance by satisfaction for the customers. Smarter technology helps to get information with 

the help of computed technology in the organization through which the information/data will be recorded 

periodically. The Smart Manufacturing system which is very safer for the environment is known to us as Green 

Manufacturing (GM). Green-tech or Green Manufacturing is an umbrella term which comes under the same 

branch in one way or another which is used in several technologies or the field of science in order to bring up 

with products which are eco-friendly for the environment. GM is the most needed one which may lead to a 

higher level of development in the aspect of the economy. Moreover, the confidentiality of the information and 

the vulnerabilities they come with SM systems is also needs to be solved when it comes to Cyber security. 

Hence, we have proposed an efficient green manufacturing approach in SM systems with the aid of Artificial 

Intelligence (AI) and cyber security frameworks. The proposed work employs a Dual stage ANN to find the 

design configuration of SM systems in industries. Then, for maintaining the data confidentiality while 

communication, the data are encrypted by using 3DES approach. 

Keywords: Smart manufacturing, Artificial Intelligence, Cyber Security, Confidentiality, Encryption. 

 

1. Introduction 

The advanced technological revolution and revolution in industries are gaining more attention. 

The new era is getting enhanced with the usage of the internet along with the integration of AI in it which is 

responsible for bringing in more changes in the upcoming time in several fields. The other technologies 

rapped up with the internet and AI in their application will bring advancement in that particular field and 

will definitely be a game-changer of that corresponding place. When compared to other industries 

manufacturing sectors are capable of providing a livelihood for many. The fusion of several technologies 

like communication, intelligent-based, product-based technology in manufacturing industries is considered 

as a game-changer in that sector in terms of a new approach in manufacturing and its entire system. 
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Fig. 1. Characteristics, design principles and enabling technology defining smart manufacturing 

 

2. New Development of Artificial Intelligence 

AI has proved its advancement in several applications like sensors, big data management, e-commerce, 

development of information technology, space, cybersecurity, the structure and pattern of AI have brought 

in advancement in its system itself known as Artificial Intelligence 2.0. AI 2.0 is the new stage of artificial 

intelligence research which is highly different from that of the past 60 years older one. The newer version of 

AI known as the AI 2.0 helps in intensive deep learning (DL) with the obtained data, swarm intelligence, 

hybrid-based augmented reality, cross-media engagement, etc. The evolution in Smart city, medical field, 

transportation, logistics, robotics, smart vehicles, smartphones, toys, etc. with the help of artificial 

intelligence creates a huge demand in market space which drives the value and need of the products more 

than before. 

 

3. Artificial Intelligence Facilitates for Intelligent Manufacturing 

Intelligent manufacturing is considered as the new manufacturing technique which has given scope 

for development in information technology, communication, advanced science, manufacturing sector, 

engineering, product manufacturing technology, which are also integrated by the means of the entire network 

with a new development from the base level. 

Intelligent manufacturing is a wider range of innovation in manufacturing with the purpose of 

increased production, and transaction of products with the aim of utilizing advanced information in the 

manufacturing sector. The benefit of adapting intelligent manufacturing helps in detecting the activity and 

response to information, which same time helps in increasing the yield, quality, reduction in downtime, and 

also leads to improved overall equipment effectiveness. Through which competitive structure in the market 

improves by which particular industries with intelligent manufacturing will be able to show its capability as 

a stronger competitor in that firm among other competitors. 

Li et al, AI technology has brought in development in the model in all aspects from the basic level 

of the system up to the end of the system. This new adaption of techniques in the system helps in providing 

better production and a better service system to the users. 

The new means of adaption in technology involves smart manufacturing with digitalization, IoT, 

virtual reality, a collaboration of technology, flexibility, and intelligent-system. The new forms of adaption 

in technology involve intelligent manufacturing with interconnection, data-driving, cross-sector integration, 

innovation, and an autonomy-based intelligent system. The deep integration in this new model is about the 

usage of all new means, and form in the advanced intelligent system. Fig 2 illustrates this structure in detail 

as follows. 
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Fig. 2 New models, means, and forms of intelligent manufacturing 

 

4. Current Status and Problems of Green Manufacturing 

 4.1 Green Manufacturing 

It is a well-known fact that the manufacturing industry has faced 3rd major revolutions in this 

sector and ongoing is the 4th revolution which is illustrated in fig 3. The first three revolutions helped in 

bringing change in the production and development of the economy. The present 4th revolution is described 

as SMART MANUFACTURING which is expected to bring in changes with the help of utilizing a more 

advanced technological system. 

 

Fig. 3. Four industrial revolutions. 

[13] Chemicals and petroleum were considered as an important component for the process industry. The 

petrochemical industry has brought a big change for the development of the economy of the country but it has 

brought an equal amount of negative aspects in health and environmental damage for people by the means of a 

frequent accident and raise in pollution level. 

[14] In this present era accidents in industries gain more attention because of widespread information through 

news, and social media. This makes the government more careful by providing a standard set of rules and 

regulations for industries/factories. This creates more demand for Green Manufacturing. 

[16] The cause of environmental damage because of the petrochemical industry will have more impact on the 

surrounding system. When considering the demand for the process industry that is gained in India, there is an 

immediate need for addressing the issue of energy consumption and emission by that industry need for 

immediate environmental protection. 

[17,18] Green Manufacturing is the only solution to achieve safety, lesser consumption of energy, and lesser-

level of emission from industries. It tries to track the issue with the help of process life-cycle through smart 

monitoring, beforehand warning, effective decision making, and pollution reduction. It can improve the 

efficiency and safety of process industries, and it is highly demanded the means of economic development. 

 

4.2 Current Status and Major Problems 

The problems faced by industries due to green manufacturing has been discussed as follows in the 

sections below. 

 

 Isolation of Information among Multiple Fields 

 



Empowering Artificial Intelligence and Cyber Security Challenges in Smart Manufacturing 

 

153 

    

In the process industry, some factors like storage, production, and transportation, waste management 

are interrelated to one and another. But each factor depends on their level of information and data. The 

exchange of inappropriate information to the system may lead to improper functioning of the life-cycle of the 

system. For example, if misleading or late information about hazardous chemical transportation will put the 

entire process at risk if information delivered at the right time would have saved from accidents and things that 

must be done at the right time will be performed. So information must be transferred at the right time lack of 

information passing may lead to a serious issue. In order to overcome this, a better information passing system 

must be adopted in the system to implement green manufacturing in industries. 

 

 Diverse information types and different kinds of data 

 

The different levels of knowledge will be preferred for the different processes such as transportation, 

manufacturing, and storage have their own level of information system and working system. The information 

about pressure, temperature level is important to overcome the unexpected situation and other issues. In the 

aspect of transportation, the information about the destination, status of a vehicle, information about drivers is 

considered to be important. The above-mentioned information will sometime be stored in a different system in 

such a situation it will be difficult to process the information to one and another due to format in data, and 

information collecting method. When proper information is not obtained at right time may lead to a lack of a 

process of the life-cycle of the system. There are different methods involved during the process of collecting 

information and computing all those collected information in the system may require more time and be 

considered a challenging task. 

Lack of a Process-Safety-Oriented Decision-Making System 

 

The utilization of Geometric magnification in the process industry and petrochemical industry will 

help in reducing the cost and helps in gaining more benefits in the firm. Which enables larger production and 

supply in the market space. The industry will be seen as one within a single city, individual province, but the 

result of support will be seen as a whole across the nation. Industries in the aspect of production and supply 

need help national-wide for the purpose of transport, storing materials, in order to satisfy the needs of the 

customer who live in areas populated in a different region. The bulk storage of hazardous material may lead to 

risk in storage for nearby communities. 

In production, the scale-up process needs full control of the system, perfect operation by a human, 

and good condition mechanical integrity. If problems are not handled properly in the initial stage may lead to a 

bigger error in the system in the future. Rick management technique has been taken into consideration while 

developing petrochemical plants with the support of tackling the problem during dangerous situation by 

identifying and managing it some risk management analysis may help in a typical situation they are HAZOP 

(hazard and operability analysis), LOPA (layer of protection analysis), SIL (system integrity level). 

The problem must be analysed from the base level so that the error from the beginning stage will be 

eradicated but maintaining risk management information is considered a challenging task. [19,20] the operator 

behavior is highly dependent on provided training and management skills to him. The accident which occurred 

in a chemical factory in Germany known as BASF leads to economic loss and casualties. This accident was due 

to the operation failure of one part of the tools/machine. A proper decision must be taken before operating a 

system in order to overcome operation failure. In such a situation an intelligent system is needed to handle the 

issue and suggest proper steps to overcome it. 

This kind of system will help with the progress of the system when compared to human capacity. One 

of the important factors for practicing safety is to have a system with no error or mistake so that hazardous 

situation will never occur in real-time. 

 Lack of Early Warning and Risk Tracing Systems 

[21] The accidents in the process industry are very severe due to lack of an efficient warning. The 

operation petrochemical industry is based on its own level of restriction in each sector and they are capable of 

addressing it. But the small effect will sometimes lead to a bigger instance and the system will face downstream 

because of critical issues. 

 

The accidents will be addressed with the experience of dealing with the same kind of instance which 

would have happened before. To overcome these problems the system must be capable of understanding the 

abnormalities as soon as possible so that the problem will be addressed in the initial stage itself. The diagnosing 

function must provide a solution for the present real-time problem and must have the potential for handling it 

and to overturn the situation to the normal one. A decision-making system is needed to deal with the issue. But 

due to several reasons, a smart system for dealing with accidental situations is still not available at the present 

time. 
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5. Artificial Intelligence for Green Manufacturing 

[22] Machine Intelligence is the branch of automation and CS (Computer Science). With Artificial 

intelligence, machine intelligence will interact with machines or the environment intelligently. Artificial 

intelligence combines with other branches like CS, Engineering, mathematics, automation, and psychology to 

obtain 

knowledge from that branch. The issues/problems faced by artificial intelligence has been illustrated in fig 4 as 

follows. 

 

 

Fig. 4. Several sub-problems in artificial intelligence. 

 

The problems of Green Manufacturing can be categorized into 4 groups based on their characteristics: 

 Integration of information 

 Risk management 

 Help during decision making 

 Early warming 

Many techniques and solutions can address the problems faced by Green Manufacturing some of the problem-

solving factors will be discussed in detail in the following section. 

 

 

5.1 Information integration via knowledge graphs 

 

Knowledge Graph is the best-known technique involved in addressing linked data management in 

Artificial intelligence. This graph is a sematic structure that helps in describing the concept and the relationship 

within the system. This graph will provide reasoning and advanced rules based on the concept of deep learning 

(DL). [23,24]knowledge Graphs are highly preferred in internet-based applications like social networking, 

internet-based financial system, social security, and encyclopedia. 

 

The process industry needs more specific information in the areas of specialization in the fields of 

chemical engineering, safety, control, automation system, and mechanical side. The knowledge graph can only 

be implemented in the industry with a complete idea about the working structure of the graph. [25] 

Implementation of the knowledge graph needs more understanding of the required field. Fig 4 illustrates the 

model for building a knowledge graph the implementation of the knowledge graph is categorized into 3 stages 

are discussed in the sections below. 
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Fig.5  Technical architecture of a typical knowledge graph [25]. 

 

5.2 Process-safety information extraction 

 

[26] The knowledge graph will be constructed with relevant information about certain factors like safety, 

chemicals, documents, controlling system, information, risk management factors, etc. 

[27,28] to collect the above-mentioned data diversity of information, coverage of information by the means of 

all aspects like tables, graphs, charts, texts, and diagrams, etc must be obtained. The main aim of the 

knowledge graph is to address linked data and to generate the information of individual entities and their 

relationship between information from various sources. This process of gathering information is known as the 

extraction of an entity, extraction of relationship, and extraction of an attribute. 

 

 Extraction of entity: This refers to the identification of entity from text automatically. It is the most 

beginning part of information extraction. In the process, factor information extraction depends on 

ontology schema inorder to obtain factors that cause risk. The data extraction is done through 

manual operation or through maintaining sheets, P & IDs (piping and instrumentation diagrams), and 

PFD (process flow diagram) 

 

 Extraction of Relationship: It is the 2nd step in the process of extracting information in this step the 

relationship between the extracted entities will be identified. These steps will take place through 

semantic information or charts, tables, and diagrams. In the petrochemical industry, the information 

related to safety measures will be generated through documents. In order to know the relationship 

about factors causes risk will require a deep understanding of the factors reason for this kind of 

hazardous situation. 

 

 Extraction of Attribute: Each factor reason for accidents may have a different section of reasons to 

point out. In this step, all the attributes which are reasonable for creating an issue must be addressed 

and qualified to overcome the problem. 

 

  

5.3 Process-safety knowledge fusion 

 

[29] With the extraction of safety information the complete reason for risk involving factors and their 

relationship will be well-known. Anyone the obtained information may have errors and mistakes. The 

relationship obtained will be flat, improper connecting point, and logical. With the implementation of 

knowledge fusion, this kind of mistake or errors will be eliminated. 

 5.4 Process-safety knowledge processing 

 

After the implementation of knowledge fusion, the errors will be eliminated. Then a set of factual 

articulations will be expressed. The analysis regarding safety is important in the process safety step. The 

reason for the main hazard and reason for the incident must be identified and avoided completely. Safety-

related knowledge is needed for understanding the issue completely especially about the processing of 

chemicals, equipment, operation, and other mechanisms. The other smaller factors reason for issue must also 

be addressed gradually to identify the error in the beginning stage and the factor which is responsible for 

downstream must also be diagnosed with the help of predefined rules and knowledge. The knowledge 

https://www.sciencedirect.com/science/article/pii/S2095809919300074#b9005
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processing involves 3 most important aspects which will be discussed in detail in the following section. 

 

Safety ontology reconstruction: The term Ontology refers to a set of models and factors reason for describing 

the concept to the objective world. This term refers to the concept of knowledge and its relationship. This 

process can be developed through brainstorming with present knowledge. 

 

Reason for risk in obtained relationship: [30,31] Reasoning helps in identifying the key relationship between 

the present entity based on a set of rules. Reasoning can be classified into reasoning based on logic-term, and 

reasoning based on the graphical method. 

 

Assessment of quality: It is also one of the important aspects of developing a process safety knowledge graph. 

The obtained data will still have errors and mistakes even through obtained through the state-of-art 

method. Before the process of merging the newly obtained data and data obtained from the knowledge graph, a 

quality assessment is essential for evaluating the process. The knowledge graph provides a proper method for 

integrating information into the process industry. The problems like divergence in data, information gap, 

and representation of complex relationships will be addressed with the help of a knowledge graph. 

 

 5.5 Risk assessment and decision-making using Bayesian networks 

 

[32,33] Bayesian networks are a type of Probabilistic Graphical Model that can be used to build 

models from data/ and expert opinion. In the processing factory, the reason for abnormalities may be due to 

several probabilistic relationships. The important 5 parameters must be addressed while analyzing hazardous 

reactions. Those 5 parameters include temperature, hot-material flow rate, heated material flow rate, and 

coking degree in furnace tubes. These mentioned parameters will have different probabilistic deviations. 

 

The Bayesian network will address the complex probabilistic relationships between the above-

mentioned parameter and the runaway reaction. This process can be used for other kinds of accidents and other 

factors involving risk. In order to obtain accurate performance, the parameters of the Bayesian network must 

be handled carefully to achieve better performance. The Bayesian network can track the risk factors more 

accurately. And it can also provide a solution for an emergency situation depending on the abnormalities 

involved in it. 

 

5.5.1 Incident early warning based on deep learning 

 

                 [34]Deep learning (DL) is an artificial intelligence-based function that mimics the working of the 

human brain in processing data for the purpose of detecting objects, recognizing speech, language translation, 

and decision making. Which helps to learn without human intervention and supervision. In the process industry, 

the chances for accidents are mainly due to fluctuation in data. Composition change in the system may lead to 

more generation of heat which may narrow the working of the system. DL helps in recognizing the reason for 

the accident and other factors involved in the occurrence of this accident will also be found. If clear information 

regarding data, equipment, and human operation was present in such a case the reason behind the accident will 

be found and steps to rectify it will be found. 

      [35] Labeling of big data is an important step in DL and other related techniques and identification of risk 

and its evaluation. But in reality, obtained big data may have mistakes and errors. So the present data are 

inadequate and with zero percent accuracy. Moreover, the industries will highly depend on expert advice and 

alarm from the system. 

 

 

 

6. Detailed Description of Common Encryption Algorithms 

 

The encryption algorithm helps in generating, modifying, and transporting key data. The encryption 

algorithm is also termed as a cryptographic algorithm. The power of the encryption algorithm is based on a 

Computer system which is utilized for generating keys. In this research paper, Triple-DES is used for 

encrypting data in order to maintain data confidentiality during the process of communication. 

 

 Triple DES (3DES) – (Triple Data Encryption Standard) 

 

The 3DES may also be referred to us as TDEA (Triple Data Encryption Algorithm) which was 

developed by IBM during 1998. This was found to be a replacement of DES because of the improved structure 
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and DES was applied 3 times in the data block. The DES with 56 bit was enough in the initial time during the 

early designing process but in a later period due to an increase in power of computing the attack 

realizable. 

3DES is a simplistic method while considering the design pattern of the whole block cipher and its 

capacity against forceful attack. The forceful attack tries to attack harder until getting the original message. 

Table 1 illustrates the 4 key sizes. The DES is embedded with a 56-bit key size and 3DES with 138 bit. The 

length of the key for 3DES is 112 and 168 bits respectively for 48 rounds and the size of the block is 64. The 

main aim of this algorithm is to maximize security with a longer length key. The Ks- size of the key, Nk- 

number of keys, Tr 1 D- time needed for one decryption, and Tr 106 D- time needed for 106 decryption. 

The advantage of 3DES is considered as thrice the size of the key (2168) when compared to the key 

size (256) of DES. This is the main reason for 3DES to be preferred 

over DES. It gives an adequate amount of security for the information but at the same time, it requires more 

time for encryption when compared to DES. 

The 3DES algorithm is represented as follows: 

     C = 

EncryptK3(DecryptK2(EncryptK1(

P) 

(3) and decryption algorithm of 3DES is given as follows: 

P = DecryptK3(EncryptK2(DecryptK1(C) 

(4) Where C represented the ciphertext, P represented the plaintext and K1, K2, K3 represent the 

keys. 

 

   (5)    The 3DES in the following years shall be defined as 

 To overcome the forceful attack of the DES with the utilization of 168 bits size of the key. 

 The 3DES is almost similar to that of the DES in many ways. 

The 3DES algorithm for the purpose of security will be the best choice for a standard encryption 

algorithm in the future. The main disadvantage of 3DES was considered to be the slower set of software 

systems because it was developed in the early 1970s and the software is not efficient for the present time. The 

reason for the slow software structure is because it involves 3 more additional rounds. 

The 2nd drawback in DES and 3DES is that the size of the block is 64 bit which is used and in the aspect 

of security the larger block size is preferred. 

 
Fig. 6 3DES Structure 

 

7. Current and Future Works 

To understand Green Manufacturing through Artificial Intelligence studies have been initiated 

relating to processing safety knowledge in delaying the coking process. The outcomes of this present paper are 

illustrated in fig 7. The fig describes the entire method involved in this present research. In the aspect of the 

knowledge graph, all the elements related to safety are observed including all the upper and lower factors 

involved in the parameter, the up and downstream in a relationship the reason for another parameter for the 

cause of the accident was also considered. 

 

The visualization process and question answering was conducted to enhance the interaction 
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between machine and human, which is an important factor for SM (Smart Manufacturing) 

 

 
Fig. 7. Framework of current and future works. 

The cause and effect relationship between arbitrary deviation and their involvement downstream will be 

given more importance in the future study. The downstream at the initial level will be analyzed with the help of 

decision making. The main aim is to address the current abnormal situation through the process monitoring 

method and to permit logical analysis to address the simple fault and events automatically. With the 

involvement of more detailed data the knowledge graph, tracking of risk, and the process of decision making 

will be attained in future research proposals with the help of deep learning (DL) and Bayesian network. 

 

8. Conclusions 

 

This present research paper addressed the significance, present status, and other problems involved in 

Green Manufacturing in the terms of the process industry. Various techniques with the usage of Artificial 

Intelligence have been reviewed which includes the Bayesian network, knowledge graph, and DL. These factors 

helped in solving a significant problem faced by Green Manufacturing. The technical challenges in process 

safety were also discussed. Some of the challenges involved are the acquisition of knowledge and reasoning 

regarding error and mistakes in obtained data, beforehand warning regarding error/accident, and effective 

decision making. The possible factors for addressing the above-mentioned challenges were proposed and other 

achievements were detailed. 
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