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Abstract 

The GPS system's anti-spoofing (AS) mechanism is intended to protect against potential 

spoofers (or jammer). A spoofer puts out a sign that has all the earmarks of being GPS and 

endeavors to trick the beneficiary into following the erroneous sign. The Global Navigation 

Satellite System is altogether utilized in current military and common route and situating 

frameworks (GNSS). The strength of the satellite sign at the ground, on the other hand, is 

relatively low, making it susceptible to interference. The development of interference 

suppression technology for satellite navigation systems has a wide range of practical 

applications. Jamming and spoofing are two types of GNSS interference. We used Text 

extraction from panoramic photos is one of the most essential aspects of our investigation. 

Some of the techniques we use include image deblurring, text detection, and text recognition. 

They are critical to our system's capacity to extract more accurate textual data from 

panoramic images photographs. The text detection process would begin with the input image. 

Multiple text boxes appear in the image as a result. The viability the effectiveness of a real-

time text-based anti–GPS spoofing system is examined. According to analysis and driving 

simulation testing in two cities, our method may achieve promising results with the GSV 

reference dataset for broad GPS spoofing attack tactics. The idea is to take advantage of the 

cheaper cost to improve the system's effectiveness and robustness in detecting broad spoofing 

attacks. 
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1. INTRODUCTION 

The GPS system's anti-spoofing (AS) mechanism is intended to protect against potential 

spoofers (Alternatively, jammer.) A spoofer puts out a sign that seems, by all accounts, to be 

GPS and endeavors to trick the beneficiary into following the inaccurate sign. At the point 

when the AS method of activity is empowered, the P code is supplanted with a protected Y 

code that must be gotten to by supported clients, and the unapproved beneficiary is changed 

over to a solitary L1 recurrence recipient. Since 1 August 1992, AS has been in persistent 

procedure on all Block II and ensuing satellites, and it was officially initiated on 31 January 

1994 at 00:00 UT. The Global Positioning System (GPS) is another age of worldwide route 

and situating framework that beats other route innovation that has gotten impressive 

consideration lately. Be that as it may, due to the deterioration of  systems. Spoofing jamming 

is one of them, as it provides misleading navigation information or increases signal 

propagation latency. Anti-spoofing methods have been proposed in abundance. The least 

square (LS) estimate and Kalman filter are commonly used in positioning algorithm research. 
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These, however, necessitate a linear observation model as well as a linear dynamic model of 

the system. 

1.1 For GPS Arrays, a Combined Antijamming and Antispoofing Algorithm 

The Global Navigation Satellite System plays an important role in present day military and 

common route and situating frameworks (GNSS). The strength of the satellite sign at ground 

level, on the other hand, is relatively low (about -130 dBm), making it susceptible to 

interference. The development of interference suppression technology for satellite navigation 

systems has a wide range of practical applications. Jamming and spoofing are two types of 

GNSS interference. By emitting severe interference, jamming can block the receiver, 

preventing the useful GNSS signal from being appropriately recognised and acquired A 1 W 

jammer can intrude on the common Global Positioning System inside 25 kilometers (GPS). 

Parodying, then again, misdirects the beneficiary by conveying fake signs with authentic 

message boundaries, bringing about wrong position or time information. Todd Humpherys of 

the University of Texas showed in 2013 that he could utilize a regular citizen spoofer to 

control and order the development course of a UAV and a delightful yacht. Baziar made an 

advanced GPS mocking age technique in light of a mix of lawful and postponed signals, 

which disposed of the requirement for costly hardware and decreased the expense and 

intricacy of ridiculing. 

Another age of satellite route collectors has embraced various impedance concealment 

measures, including the utilization of the Wavelet parcel change (WPT), brain network 

scratch-off [6,] and the versatile indent channel to smother narrowband obstructions, yet these 

techniques are not reasonable for stifling wideband interferences due to the advancement of 

antijamming technology. Many antijamming receivers employ the radio wire exhibit power 

reversal (PI) method to dispense with wideband obstruction or the versatile pillar 

development calculation to build the cluster's result signal-to-commotion proportion (SNR) 

by dropping impedance bearings while delivering a useable GNSS signal directional shaft. 

The quantity of recieving wire components, then again, confines the levels of opportunity of 

radio wires, and the space-time versatile handling (STAP) strategy further develops levels of 

opportunity without expanding the number of antenna components. 

2. REVIEW OF THE LITERATURE 

Bin Qian, Ziwen Cai, Yong Xiao, and Su Sheng (2020) In electricity systems, advanced 

metering infrastructure (AMI) is critical. Smart metres and metre collectors are Because they 

are synchronized to the time synchronization gadgets (TSDs) in the AMI head end 

framework (HES), they are defenseless against a GPS mocking based time synchronization 

assault (TSA). The reason for this study is to explore the effect of GPS ridiculing put together 

TSA with respect to AMI. Since AMI is a distributed networked system with possibly high 

latency metering data and control instructions, data and commands with latency greater than a 

specific threshold are judged as wrong by an average distributed system's validity verification 

process. As a result of the time synchronisation disruption produced by GPS spoofing-based 
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TSA, HES of AMI functionalities like as meter perusing and controller might be deactivated. 

A fleeting jitter identification based approach is created to detect and prevent GPS spoofing-

based TSA. Detecting temporal jitter used. The proposed approach's effectiveness is 

demonstrated through simulation using FPGA. 

Jonghoon Kon, Dongwon Seo, Minjin Kwon, Jonghoon Lee, Heejo (2015) IP spoofing is 

a technique for forging the source IP address of packets and therefore concealing the source's 

identity on the internet. It poses a slew of major security issues, including packet authenticity 

and IP traceback difficulties. Apart from ingress filtering, numerous other IP spoofing 

prevention approaches have been developed, but none have gained general adoption. One of 

the key reasons is a lack of qualities that encourage incremental deployment, which is critical 

for new innovation acknowledgment. A steadily deployable convention has three parts: 

introductory advantages for early adopters, gradual advantages for resulting adopters, and 

viability under incomplete arrangement. We propose the "BGP-based Anti-Spoofing 

Extension" anti-spoofing mechanism because no existing anti-spoofing method satisfies all 

three requirements (BASE). BASE is an enemy of caricaturing strategy intended for 

moderate arrangement. Moreover, BASE is intended to work in programming characterized 

networks (SDN). Since the SDN thought empowers huge scope network control with a 

solitary activity, it persuades network administrators to send BASE in their organizations. In 

view of recreations utilizing an Internet network model, BASE presentations beneficial IP 

caricaturing avoidance capacities with halfway sending. We verified that a 30% deployment 

can intercept 97% of all assault packets. BASE does not only favour early systems, according 

to the research. 

Jonathan Larcom and Hong Liu (2013) The Global Positioning System (GPS) has evolved 

into a widely used tool for positioning, navigation, and timing (PNT). GPS's cyber security 

faces significant hurdles as a critical component of the global information infrastructure. GPS 

is even used as a security precaution in some mission-critical systems. However, harmful 

behaviours such as spoofing are not protected by civilian GPS. GPS spoofing compromises 

authentication by faking satellite signals to fool users with inaccurate location and timing 

data, posing a hazard to national security. We need to understand the nature of threats in 

order to make civilian GPS secure and resilient for a variety of applications. This research 

uses an event-driven simulation tool to present a new attack model for GPS spoofing. 

Simulators are used in addition to traditional studies to reduce unintended consequences and 

better understand a covert scenario. Through characterization, we also give taxonomy of GPS 

spoofing. The work helps to speed up the development of GPS-based attack protection 

technology. 

Mark Psiaki, Brady O'Hanlon, Jahshan Bhatti, Daniel Shepard, and Todd Humphreys 

(2013) For Cross-correlation of unknown encrypted signals between two Global Navigation 

Satellite System (GNSS) receivers is used to spoof detection of publically known signals. If 

the guarded receiver just has one antenna, this detection method is one of the most powerful 

known defences against sophisticated spoofing. attempts. False GNSS radio-navigation In the 
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concerned assault method, signals are superimposed on top of actual signals. The phoney 

signals build intensity, pushing The receiver tracking loops away from the true signals, 

causing the loops and navigation solution to produce inconsistent but consistent outcomes. 

The hypothesis testing approach is used to develop a codeless cross-correlation detection 

method for usage in low-cost civilian GNSS receivers. To defend the publicly available 

civilian GPS C/A code, the detecting method employs the encrypted military Global 

Positioning System (GPS) P(Y) code on the L1 frequency. Offline processing of RF data 

acquired from narrowband 2.5 MHz RF front-ends, resulting in a 5.5 dB reduction in the 

wideband P(Y) code, demonstrates successful spoofing attack detection. With correlation 

intervals of 1.2 seconds or fewer, the new approach can detect attacks. 

3. OBJECTIVES 

 To examine GPS Arrays, a Combined Antijamming and Antispoofing Algorithm.  

 To develop a binary classifier using the LSTM to handle this type of sequence data. 

4. RESEARCH METHODOLOGY 

4.1 Data Preparation  

 Text Extraction  

Text extraction from panoramic photos is one of the most essential aspects of our 

investigation. Image deblurring, text detection, and text recognition are all available some of 

the approaches we apply. They're crucial to our system's ability to extract more precise 

textual information derived from panoramic photos The text detection procedure would 

consist of begin with the input image. Multiple text boxes appear in the image as a result. The 

images in these text boxes are then deblurred. Text boxes would be sharpened as a result of 

this processing, allowing for more accurate text recognition. We submit After deblurring the 

image, enter all text boxes into the text recognition module. We'd get a positive response a 

score, coordinates, and a text string for each text field. We randomly select a panoramic 

image and examine its text boxes in order to define a threshold for filtering illegible text 

boxes. Figure 1 depicts a scenario in which an initial panoramic image yields text 

information. We chose the threshold for filtering unreadable text at 0.6 since the confidence 

score is larger than 0.6, text information is still nearly accurate.
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Figure 1: Example of text extraction 

 Text Feature Engineering  

We intuitively realize that closer text boxes are more useful when collecting text from a 

panoramic image. To arrange  we use Spectral Clustering to combine text strings in text 

boxes and integrate them into sentences. Given the sentence, we may obtain a vector with a 

size of 1765 by embedding it with BERT and XLNet. The decider module would compare 

these vectors to the reference dataset, which would represent points in the physical world. 

Text box position information is also sent to the vector. 

4.2 Spoofing GPS Detection 

The decider module in our system is designed to be able to detect differences between two 

inputs in order to determine whether or not we are under GPS spoofing. The text feature two 

inputs are real-world vectors and a reference dataset. It's a binary classification, and we'll be 

using textual data for it. from prior data points on the trajectory to help us. We decide to 

develop a binary classifier using the LSTM to handle this type of sequence data. In our 

system, we create a sequence data for each current test point by combining the text properties 

of 50 successive points. 

5. DISCUSSION AND RESULT 

5.1 Performance Assessment 

 Single-point Attack Detection 
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To begin, we run the experiment on single points that are assaulted at random supplied 

location coordinates. We'll see what happens. we can detect spoofing attempts just by looking 

at the panoramic image of the present location. We perform text fuzzy matching on the 

textual informal from camera input and the reference dataset. GSV is the reference dataset, 

and the similarity level is 0.8. If neither side has any textual informal, we believe there has 

been a detection failure. We put 500 data points to the test, with half of them being attacked 

and the other half not. The detection precision is almost 0.2. Furthermore, even if the 

threshold is set to 0.5, we can only achieve 0.4 detection accuracy. As the outcome 

demonstrates, the performance is low and can scarcely be improved. The reason for this is 

that most panoramic photographs have no textual content. As a result, for spoofing detection 

at a single site, we must leverage textual information from prior data points on the trajectory. 

 

Figure 2: Driving routes for training and testing 

 Comparing Vector  

Similarity finally, we want to see if our LSTM model has been over fitted, or if a simpler 

model exists that can be used. When we merely calculate the similarity between physical 

world vectors and reference data, we test. We may now define a criterion for distinguishing 

between attacked and unattacked sites. From both the physical world and reference data, 

Each location has 50 vectors with a total length of 1765. We flatten these 50765 matrices into 

138250 vectors and compute similarity for each pair. Figure 3 displays the end result. It 

means that if we set the bar to 0.5, all of the assaulted places will be identified and about 80% 

of non-attacked places will be tagged as attacked. 
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Figure 3: CDF of vectors s 

6. CONCLUSION 

The viability effectiveness of a real-time text-based anti–GPS spoofing system is examined. 

According to analysis and driving simulation testing in two cities, our method may achieve 

promising results with the GSV reference dataset for broad GPS spoofing attack tactics. The 

goal is to take advantage of the lower cost in order to improve the system's effectiveness and 

robustness in identifying broad spoofing attempts. Our core idea is to build a real-time system 

that detects GPS spoofing simply by textual input from the physical world. We use LSTM to 

build a binary classifier that is critical to our GPS spoofing solution. Finally,we simulate 

driving tests to assess the system's performance. Hundreds of millions of individuals use GPS 

navigation services on a regular basis. Nowadays, GPS spoofing is a difficult challenge to 

solve. 

REFERENCES 

1. Qian, Bin & Cai, Ziwen & Xiao, Yong & Sheng, Su. (2020). GPS spoofing based 

Time Synchronization Attack in Advanced Metering Infrastructure and its protection. 

The Journal of Engineering. 2020. 10.1049/joe.2020.0022. 

2. Kon, Jonghoon & Seo, Dongwon & Kwon, Minjin & Lee, Heejo & Perrig, Adrian & 

Kim, Hyogon. (2015). An incrementally deployable anti-spoofing mechanism for 



Turkish Journal of Computer and Mathematics Education  Vol.12 No.12 (2021), 4902 - 4909 

 

 

 

4909 

 

 

 

Research Article  

software-defined networks. Computer Communications. 64. 

10.1016/j.comcom.2015.03.003. 

3. Larcom, Jonathan & Liu, Hong. (2013). Modeling and characterization of GPS 

spoofing. 2013 IEEE International Conference on Technologies for Homeland 

Security, HST 2013. 729-734. 10.1109/THS.2013.6699094. 

4. Psiaki, Mark & O'Hanlon, Brady & Bhatti, Jahshan & Shepard, Daniel & Humphreys, 

Todd. (2013). GPS Spoofing Detection via Dual-Receiver Correlation of Military 

Signals. Aerospace and Electronic Systems, IEEE Transactions on. 49. 2250-2267. 

10.1109/TAES.2013.6621814. 

5. Li H. and Wang X., Detection of GPS spoofing through signal multipath signature 

analysis, pp 1–5, 2016 

6. Wang Y. and Chakrabortty A., Distributed monitoring of wide-area oscillations in the 

presence of GPS spoofing attacks, pp. 1–5, 2016 

7. Huang L. and Yang Q., "GPS spoofing low-cost GPS simulator," 2015 

8. Jafarnia-Jahromi A, Broumandan A, Nielsen J, Lachapelle G (2012) GPS 

vulnerability to spoofing threats and a review of Antispoofing techniques. Int J 

Navigation and Observation 2012(127072):16. https://doi.org/10.1155/2012/127072 

9. Shepard DP, Humphreys TE, Fansler AA (2012) Evaluation of the vulnerability of 

phasor measurement units to GPS spoofing attacks. Int J Crit Infrastructure Prot, vol 5 

12(/01):146–153 

10. Tippenhauer N.O., Popper C., Rasmussen K. and Capkun S., On the requirements for 

successful GPS spoofing attacks, 2011, pp. 75–86 

https://doi.org/10.1155/2012/127072

