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Abstract 

Several reasonably cyclotomic sequences are constructed by cyclotomic classes with good 

pseudo-randomness property. During this paper, we derive the linear complexity of a new 

binary cyclotomic sequences of order 2lt over finite field having period pq. Our result shows 

that these sequences have high linear complexity, which can resist linear attack. 
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I. Introduction 

Now-a-days utilisation of networks and its security aspects are growing at a rapid rate. Users 

often reveal critical information like account numbers, bank passwords, personal and 

financial details, important transaction details etc., over the internet. Apart from its legitimate 

use, vulnerabilities like password theft, virus attacks, spoofing, message confidentiality 

threats, message integrity threats etc. are found, causing potential loss of the users’ private 

information. Hence it is important to make a secure system, providing an ideal balance of 

confidentiality, integrity and availability of user’s private data. These security parameters are 

provided by a mechanism of key generation (public and private keys), random password 

generation, one-time password generation, strong authentication in wireless communication, 

radar application and so on [1, 2]. Implementation of these mechanisms is done through 

generation of unpredictable sets of random numbers having high uncertainty, called pseudo-

random numbers. Hence, pseudo-random numbers are at the core in providing security to 
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network applications. On the other hand, if there is a flaw or the Pseudo-Random Number 

Generator produces predictable sets of random numbers, then the entire application would be 

vulnerable to attacks.  Therefore, development of a generic framework for generating strong 

sets of pseudo-random numbers, employing a co-simulation of hardware and software is 

proposed. The proposal aims to build a framework and a unified model for enhanced security 

specifically for LFSR [3, 4]. 

The cyclotomic sequence of order pq was introduced by Whiteman [5]. This has been shown 

later, that the randomness properties of such sequence behave same as Legendre sequence in 

many formulation [6]. A series of papers have been described those sequences over finite 

field and computed its linear complexity [7, 8, 9, 10]. from the last two decades.   

The sequences of period pq, for two odd primes p and q on generalised cyclotomic sequences 

become the eminent subject of research in cryptographic point of view[11, 12, 13]. Works 

has been executed on the linear complexity of generalised cyclotomic sequences of order 2 

[11] and 4 [14] and 2k[15] over Zpq . In this correspondence, we explore the linear complexity 

over GF (2) of generalised cyclotomic sequence of order 2lt of length pq. 

Rest of the paper is organized as follows. In sec I, we recall the relevant definitions and 

results of generalised cyclotomic sequences as Technical Preliminaries. The linear 

complexity of the defined sequences is being executed in Sec III. Our results show that such 

sequences have high linear complexity and may have some application in security system. In 

the final section a conclusion on further work prosperity is given in section IV. 

 

II. Technical Preliminaries 

Let p and q be two odd primes with gcd(p −  1, q −  1)  =  d. Define N =  pq and e = 
(p−1)(q−1)

d
. From Chinese Remainder Theorem, there is a common primitive root g for both of 

p and q, with order e modulo N. Then for any integer solution x has following assertion, 

x ≡ g (mod p) and x ≡ 1 (mod q). 

Being primitive root of both p and q is g, again by Chinese Remainder Theorem, 

ordN g =  lcm  ordp g , ordq g  =  lcm p −   1, q −  1 =  e,                                      

(2.1) 

where ordN g  denotes the multiplicative order of g modulo N.  

For any subset G of ZN  and let h be an element of ZN . Define, 

G + h = {g + h: g ∈ G}and h. G = {hg: g ∈  G}.  

Whiteman [5], proved that  

ZN
∗  = {gsxi ∶  s =  0, 1, . . . , e −  1;  i =  0, 1, . . . , d –  1},      

(2.2) 

where ZN
∗  denotes the set of all invertible elements of the residue class ringZN . The 

generalised cyclotomic classes Diof order dwith respect to p and q are defined by, 

Di =  {gsxi ∶  s =  0, 1, . . . , e −  1;  i =  0, 1, . . . , d –  1}.            (2.3) 

It has been proved in [6], from (2.2) and (2.3) that  

ZN
∗  = Zpq

∗ = Di
d−1
i=0 ,  Di  ∩   Dj  =  ∅ , for i ≠ j. 

Let P= {p, 2p, ..., (q – 1)p} and Q = {q, 2q, ..., (p – 1)q} and R = {0}. We consider here the 

case for d =  gcd (p −  1, q −  1) = 2lt, for some positive integer l and t.  
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Let λ = max { 2l, t} and μ= min{ 2l, t}. 

Then we can define, C0= Di
λ−1
i=0 and Ck  =  Di

 k+1 λ−1
i= kλ , where k =  1, 2, 3, . . . (μ −  1)    

(2.4) 

B0 = R ∪ Q ∪  C0 and Bk = P ∪ Ck , k = 1, 2, 3, … . (μ - 1). Thus the Bi
′s have the properties 

as Zpq =  B0  ∪ B1  ∪ … ∪ B(μ−1)with Bi  ∩   Bj  =  ∅ , for i ≠ j.  

The sequences∞= (s0 , s1 , s2 , …) satisfiessj =  c1sj−1 + ⋯+  cLsj−L  = 0, where j ≥ L, L is a 

positive integer c1 , c2 , … , cL ∈ GF(M), where GF(M) denote the Galois Field of order M. The 

smallest value of L is called the linear complexity of the sequence s∞, denoted by L(s∞) 

which gives the length of the shortest LFSR that can generate such sequence. By the 

Berlekamp–Massey algorithm [4], if L(s∞) >
N

2
, Then s∞ is considered to be a good sequence 

with respect to its linear complexity. Characteristic polynomials of the sequences s∞= 

(s0 , s1 , s2 , …) and sN  = (s0 , s1 , s2 , … , sN−1) are defined as S(x) = s0 +  s1x + s2x2 + ⋯and 

SN(x) = s0 +  s1x +  s2x2 + ⋯+  sN−1xN−1, respectively. If N is a period of s∞, then 

m(x)  = (1 - SN )/gcd(SN(x), 1 - xN )) is called the minimal polynomial of s∞[16]. Therefore,  

L(𝑠∞) = 𝑁 –  𝑑𝑒𝑔 (𝑔𝑐𝑑 (𝑥𝑁 − 1, 𝑆𝑁(𝑥))). 

For further details, we refer the readers to [1]. 

The generalised cyclotomic binary sequences 𝑠∞ of order 2𝑙𝑡  with respect to prime p and q is 

defined as  

                                                      𝑠(𝑢)  =  
0    𝑖𝑓  𝑢 𝑚𝑜𝑑 𝑁 ∈  𝐵0,    

1,    𝑖𝑓  𝑢 𝑚𝑜𝑑 𝑁 ∈  𝐵𝑘 ,     
  

𝑘 ≠   0, for all u ≥ 0. 

Many generalised cyclotomic sequences are investigated, and in most of the cases result 

shows that generalised cyclotomic sequences possess attractive cryptographic properties, one 

of which is large linear complexity with low autocorrelation. Now we calculate the linear 

complexity of the sequences of order 2𝑙𝑡. 

III. Linear complexity of generalised cyclotomic sequences of order 𝟐𝒍𝒕. 

Following lemmas are required to establish our result. Some of its proofs are given. 

Lemma3.1 [11] 

(1) 𝑜𝑟𝑑𝑁 𝑔 = e, where 𝑜𝑟𝑑𝑁 𝑔  denotes the order of g modulo N.  

(2) 𝐷0is subgroup of 𝑍𝑁
∗ . 

Proof. Every notation has their usual meaning for (1).For (2), the result hold good from the 

construction 𝐷0 and the equation (2.3) and (2.4). 

 

Lemma3.2 [11] 

For each 𝑤 ∈ 𝐷0 , 𝑤𝐷𝑗  =  𝐷𝑖+𝑗  ( 𝑚𝑜𝑑 2𝑙𝑡), where 𝑖, 𝑗 =  0, 1, 2, . . . , (2𝑙𝑡 −  1).  

Proof.  Define 𝐽𝑖 =   𝐷𝑖 .
2𝑙𝑡+𝑖
(2𝑙−1𝑡−1)−𝑖  

We have, from (2.4), 𝐽0 =  𝐶1, 𝐽2 =  𝐶0 and also, 𝑤𝐽𝑖 =  𝐽𝑖+𝑗 for each 𝑤 ∈  𝐷𝑗 .  

Let 𝛼 be a primitive N
th
root of unity in the extension of GF(𝜁), where 𝜁= 2𝜃 for some positive 

number 𝜃, which is the splitting field of𝑥𝑁 − 1. Then from the definition of minimal 

polynomial and linear complexity of the sequence𝑆𝑖(𝑥), for all 𝑖, defined by 𝑆𝑖(𝑥)= 
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 𝑥 𝑗𝑗  ∈ 𝐽 𝑖  𝑃 , is the same as to find the zeros in 𝑆𝑁(𝑥)in the set {𝛼𝑤 , 𝑤 =  0, 1, 2, . . . , 𝑁 −

 1} and their multiplicity. 

Lemma3.3 [11] 

If 𝛼 be the primitive N
th

root of unity, then 

 𝛼𝑤 =   𝛼𝑤 = 1.

𝑤∈𝑄𝑤∈𝑃

 

𝑆𝑖 𝛼 +  𝑆2 𝑙−1 𝑡+𝑖
 𝛼 = 1 

 𝑆𝑖 𝛼
𝑤𝑖  𝑖  ∈ 𝐷𝑗

=   

𝑝−1

2𝑙  𝑡
             𝑖𝑓 𝑤 ∈ 𝑃

𝑞−1

2𝑙  𝑡
            𝑖𝑓 𝑤 ∈ 𝑄

     (3.1) 

Where,𝑗 = 0, 1, 2,… , 2𝑙𝑡 – 1. 

In particular,  𝛼𝑤𝑖𝑖 ∈ 𝐶𝑗
=  0, for each 𝑤 ∈ 𝑃  𝑄.  

Lemma. 3.4 

Let 𝑆0(𝑥)denote the generating polynomial of the binary sequence 𝑠∞, then 

𝑆0 𝛼
𝑤  

𝑆𝑖 𝛼 ,       𝑤 ∈  𝐷𝑖
0,              𝑤 ∈  𝑄
1,              𝑤 ∈  𝑃

         

 (3.2) 

 

Lemma 3.5 [16] 

The residue equation 𝑎𝑥 ≡ 𝑏 (𝑚𝑜𝑑 𝑚), 𝑎𝑥 ≠ 0 (𝑚𝑜𝑑 𝑚), having solution if and only if 

𝑔𝑐𝑑(𝑎,𝑚) |𝑏. 

In particular, if 𝑔𝑐𝑑(𝑎,𝑚)  =  1, it has a unique solution. 

From the above two results, we have the following useful lemma. 

Lemma 3.6 

The residue equation 𝑢𝑥≡ 𝑑/2 (mod 𝑑) have a solution, for all u, 0 ≤ 𝑢 ≤ (𝑑 − 1) be such 

that  

𝑔𝑐𝑑(𝑢, 𝑑 − 1)  =  1, for d = 2𝑙𝑡. 

Proof:  

Proof follows from the Lemma (3.5). 

Lemma 3.7 [1] 

2 ∈ 𝐷0 if and only if 𝑆0 𝛼 ∈ {0, 1} 

From the definition of 𝛼, 𝑃,𝑄  𝑎𝑛𝑑 𝑅, we have  

𝑥𝑝 − 1 =   ( 𝑥 − 𝛼𝑖)(𝑥𝑞
𝑖 ∈𝑄  𝑅

−  1) 

 =   (𝑥 − 𝑖 ∈𝑃  𝑅 𝛼𝑖). 

Let f(x) =  (𝑥 − 𝛼𝑖)𝑖  ∈ 𝐶0  𝐶𝑘
,  

Then,  𝑥𝑝𝑞 − 1 =    𝑥 − 𝛼𝑖 
𝑝𝑞−1
𝑖=0 =  

(𝑥𝑝−1)(𝑥𝑞−1)

𝑥−1
 f(x), where 𝑓(𝑥)  ∈  𝐺𝐹(2)[𝑥]. 

 

Now from the above Lemma (3.2), 2 ∈ 𝐷0, gives rises to an integer s ≤  𝑒 − 1 be such 

that𝑔𝑠 = (2 𝑚𝑜𝑑 𝑁)i.e. the index of 2(mod N) base g is s. Again, from the property of 

greatest common divisor, 𝑔𝑐𝑑{ 
 𝑝−1 

2𝑙𝑡
,
 𝑞−1 

2𝑙𝑡
 }= 1. On the otherhand, when 𝑔𝑠  ≤ 2 (𝑚𝑜𝑑 𝑁) 
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and 2 ∉  𝐷0 and by Lemma(3.4) gives 𝑆0 𝛼
𝑤 = 0 if and only if 𝑤 = 0,  or 𝑤 ∈

𝑄, 𝑓𝑟𝑜𝑚 (3.2). 

Therefore 𝑔𝑐𝑑(𝑥𝑝𝑞 − 1, 𝑆0(𝑥)) = 𝑥𝑝 − 1. The minimal characteristic polynomial will have 

the expression  

𝑚 𝑥 =  
𝑥𝑝𝑞 − 1 

𝑔𝑐𝑑{(𝑥𝑝𝑞  − 1),   𝑆0(𝑥)}
 

=  
𝑥𝑝𝑞 − 1 

𝑥𝑝 − 1 
 

    𝐿(𝑠∞)  =  𝑑𝑒𝑔(𝑚(𝑥))  =  𝑝𝑞 –  𝑝 =  (𝑞 − 1)𝑝  

- this gives the linear complexity under certain conditions. 

 Define a function 𝑓𝑗  𝑥 =   (𝑥 − 𝛼𝑖)𝑖 ∈ 𝐷𝑗
,    𝑗 = 0, 1, 2,… , 𝜇 − 1. 

Again, lemma(3.3) gives us 2 𝐷0 =  𝐷0 . And 𝑓0𝑕𝑎𝑣𝑒 𝑡𝑕𝑒 𝑝𝑟𝑜𝑝𝑒𝑟𝑡𝑦 𝑡𝑕𝑎𝑡𝑓0
2 𝑥  = 𝑓0 𝑥 . Thus 

we have  

𝑥𝑝𝑞 − 1 =  
 𝑥𝑝 − 1  𝑥𝑞 − 1  𝑓𝑖  (𝑥)

𝜇−1
𝑖=1

𝑥 − 1
 

where the polynomials 𝑓𝑖   𝑥 depending upon the choice of α.  

The lemma (3.7) says that there are exactly 2l−1tnumber of  S ifor whichSi  (α)= 0. Lastly, we 

define a set  

β = {ij  |Sij
 α = 0, j = 0, 1, 2,… , μ − 1}  ⊆ { 0, 1, 2,… , 2lt – 1} = I 

But this gives either w ∈   Di or w ∈ Q.i ∈ β So, gcd((xN – 1), S0(x))= (xq– 1) fi(x)
μ−1
I=1 . 

Hence the characteristic polynomial of the sequence is  

m x =  
xN − 1

gcd xN − 1, S0 x  
 

=  
xpq − 1

(xp − 1) fi x i ∈ β
 

 

Again L(s∞)  =  deg(m(x))  =  N –  p –  μe= 
 p+1 (q−1)

2
. Therefore, from the above two 

results, we have the following conclusions. 

 

Theorem. 3.1 

For a positive integer s, such that gs= 2(mod pq), then the linear complexity of sequence s∞ 

of order 2lt, is given by L(s∞)  =  pq –  p –  min( 2l  , t) lcm(p –  1, q –  1). 

Proof. The result follows from the lemma 3.4, lemma 3.6 and lemma 3.7. 

Theorem 3.2 

If there exist s, such that gs  ≠  2 mod pq , then the linear complexity of sequence s∞ of 

order 2lt will be L(s∞) = p(q –  1). 

Corollary 3.3 

In particular, if t = 1, then the order of the sequence become2l. In that caseL(s∞) = 
(p+1)(q−1)

2
 . 
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IV. Conclusion. 

In this work, we have studied an extension of the binary generalised cyclotomic sequence, 

which has been widely considered in the literature. More exactly, we have investigated the 

linear complexity of a binary sequence having period pq and order 2lt, for any integert ≥ 1. 

These sequences with higher linear complexity are significant for additive stream ciphering. 

Being of this large linear complexity, the above sequence is a valid one, from linear 

complexity point of view and that could resist linear attackbetterly.  
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