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_____________________________________________________________________________________________________ 

 
Abstract: In the present current life, there is evermore care is expected to ensure data. Therefore, it is 

important to consider the cryptographic algorithms. The different cryptographic algorithms like AES, DES have 

been neglected to meet the necessities of low-level devices particularly in the control systems, and this prompts 

the advancement of super lightweight cryptography. Lightweight cryptography is the new region in the field of 

cryptography. These lightweight cryptographic algorithms attempt to decrease area and power requirements, with 

less an ideal opportunity for handling. This prompts minimal expense execution. Hummingbird cryptography is 

one such strategy.  

Different lightweight cryptographic algorithms are examined momentarily, these algorithms utilize either 

block cipher or stream cipher yet the hummingbird is the uncommon lightweight cryptography since it utilizes 

the highlights of both block and stream cipher. Accordingly, it gives better security to less-resourced devices in 

examination with the other lightweight algorithms. The hummingbird algorithm is now planned and created on 

various stages like microcontroller, ASIC execution, and so forth, and it is examined momentarily. 
Keywords: low-level devices, lightweight cryptography, hummingbird algorithm 

___________________________________________________________________________ 
 
1. Introduction  

Data and Information sharing has become a major part of our life because there has been a huge leap of 

advancements in network and communication technology and due to that fact, there arises a problem of someone 

else stealing our data and hacking into our systems. To satisfy these requirements number of devices were 

structured and created with the primary objective of shielding data present in the computer from hackers. These 

facilities are generally called computer security. Cryptography is a procedure that makes data not lucid by 

unapproved people, by the utilization of encoding strategy. A portion of the use of cryptography incorporates the 

security of ATM cards, the utilization of passwords in computers, and electronic trade. Cryptography is gotten 

from the Greek words 'Kryptos(hidden) and 'Graphos'(written) individually. Cryptography includes two 

processes. These are encryption and decryption. Encryption changes the plain content over to ciphertext. 

Decryption converts cipher text to plain text. There are different cryptographic algorithms.  

The design of any cryptographic calculation requires the emphasis on three-parameters these are security, 

cost, and performance. So relying upon a specific application one should design their algorithm accordingly. 

Normalized algorithms like AES, DES and so forth, neglects to give security in applications like RFID tag, 

sensor hubs, and smart cards. These algorithms require the help of more resources, lightweight cryptography can 

be utilized as an option for these applications, which gives better security contrasted with normalized 

cryptographic algorithms. This gives inspiration for the creator to move towards lightweight cryptographic 

algorithms. Hummingbird cryptography is one of the lightweight cryptographic algorithms. The plan of 

Hummingbird cryptography is roused by the enigma machine (Daniel Engels, Xinxin Fan). It is found that it 

uses small-sized blocks and able to withstand cryptographic attacks like linear and differential cryptanalysis (F. 

Chabaud and S. Vaudenay). In this paper hummingbird, the cryptographic algorithm is thought of and attempts 

to change it to diminish the area and enhanced performance without influencing the security of the algorithm. 

Lightweight cryptography is another exploration region. These calculations attempt to have lower area, lower 

power, low cost, and less processing time. Hummingbird cryptography is one such technique. Hummingbird 

cryptography can be considered as an FSM (Finite State Machine) in light of the incorporation of highlights of 

both block cipher and stream cipher. Subsequently straightforward and prompts better security for control 

framework application. 
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2.Significance Of The Study  

As we understood that lightweight cryptography is mainly focused on providing security to less-resourced 

devices like smart cards, RFID tags, and sensor nodes. So while developing the architecture of lightweight 

cryptography it should be noted that the designed architecture should not increase the area of the system where it 

is to be applied. Usually, the implementation can be done by using any one of the following methods: parallel 

(loop unrolled), round wise, or serial‖ architectural options.  

A parallel block cipher algorithmic implementation takes only one clock cycle for many rounds of operation 

of block cipher both in encryption /decryption processes.  Pipelining concept may be employed; this can be done 

by using registers. This clock frequency of operation is further increased. So the parallel approach is better where 

higher performance is required. But for algorithms designed for RFID application should not follow this, because 

RFID   requires higher area and power, instead of higher throughput. For the second approach i.e. round-wise 

development of architecture, one clock cycle is required for each round of cipher used,  regardless of either we 

have used block cipher or stream cipher. With a stream cipher, this approach results in a low area and low power 

requirements. To achieve low power and reduced area, serial implementation is best suited.  In this case, a single 

clock cycle completes only a fraction of the round operation. So more than one clock cycle is required to 

complete a given round operation,  resulting in less performance. So depending on the application, the 

architectural option of the algorithm is to be chosen. 

 

3.Review Of Related Studies 

Based on the proposed algorithm by (Biao Min, R. C. C. Cheung and Yan Han) Hummingbird uses a 256-

bit key and takes a 16-bit wide block of a message as an input. These represent the characteristics of block 

encryption. This algorithm also uses 4 internal state registers, each of which is 16 bit wide and an LFSR (Linear 

Feedback Shift Register) of 16bit width. These represent the feature of stream encryption. So it is considered as a 

combination of a block cipher and stream cipher.  

Like other cryptographic algorithms it also includes three processes, they are initialization, encryption, and 

decryption. The initialization process is the first process to be taken place, where initial values are applied to the 

state register. These initial values are 16-bit random numbers. In some references, these numbers are referred to 

as a number at once (noncei). After the completion of the initialization process, encryption starts, where the 

given plain text is converted to ciphertext by using a particular number of permutation and substitution methods. 

These permutations and substitutions are designed as a part of the block cipher. The decryption process is the 

reverse operation of encryption, where we obtain plaintext back from the ciphertext. Usually, initialization and 

encryption processes follow the same procedure. But the main goal of initialization is to initialize the state 

registers, while the main intention of encryption is to convert the given plain text or 16-bit block data into 

another 16-bit block data (ciphertext), which is not readable (understandable) by an unauthorized person. Thus, it 

is valid to say that initialization and encryption have slight differences. This concept helps us to reduce the area 

requirements by resource sharing. 

 

3.1 Block cipher 

 

This algorithm uses a 256-bit key, 16-bit block of data, and 4 internal states register each with 16-bit wide. 

The initialization process aims to get the initial value of LFSR. In the initialization process registers are 

initialized with some random values of 16 bit wide, named as NONCE(number at once). The output of 

initialization is named TV. During the encryption process, The required plaintext is given as input data, and then 

block cipher operation takes place with the updated values of registers obtained from the initialization process. 

Finally at the end of the encryption process ciphertext (CT) is obtained.Both initialization and encryption 

processes use 4 block cipher, so each block cipher uses one sub-key. 

 
Figure 1 shows the structure of the block cipher used (Meng-Qin Xiao, Xiang Shen). Each block cipher uses 

a 64-bit sub-key, obtained from 256-bit wide key. These sub-keys are used by dividing them as 16-bit wide 

round keys for each round. This key partition is shown on the right side of figure 1.As shown in figure 1 the 

block cipher consists of 4 regular rounds and a final round.  Each of the regular rounds includes a key mixing 

step, substitution step, and permutation. The final round includes only substitution and key mixing steps.  The 

substitution is done by using S-boxes having 4-bit input and 4-bit output. The key mixing is done using a simple 

XOR operation. The first round key mixing is performed between round key  k1 and input data and the output of 

previous rounds is used as input data for remaining rounds(2nd,3rd  and 4th  rounds) with round keys k2,k3, and 

k4 respectively.  

The MUX selects input data during 1st round operation and it selects the output of previous rounds as input 

data for remaining rounds i.e. for 2nd, 3rd, and 4th rounds. It is done by using the control signal, applied to the 
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MUX. Here the clock signal is used as the control input.  This operation repeats 4 times the final round operation 

takes place, here the keys used are k5 and k6. Key k5 is the result of the XOR operation of k1 and k3, similarly, k6 

is the result of XOR operations of k2 and k4. Finally at the end of the final round operation output of the block 

cipher is obtained (figure 2). 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Structure of block cipher 

 

As described above the block cipher involves 4 regular rounds and final round operations.  

As described in figure 1, the block cipher includes 4 regular rounds and one final round operation.   

Each regular round involves    

a)key mixing: It is done by using XOR operation  

b) substitution: It is done by using an s-box. 

c)permutation: By using linear transform, expressed as 

Dout = Din XOR (Din<<6)  XOR (Din<<10). 

Here  Din is the output of the s-box module, it is given as input to the permutation step and the Dout represents the 

output of linear transform. It is used as the input to the next round operation as shown in figure 4.2.  

The final round involves a)key mixing and b) substitution.  

The key used in the AR, TE, and hybrid structure encryption algorithms is 256 bit wide, these algorithms 

involve 4-block cipher operations so the key is then divided into 64-bit wide subkeys and each block cipher 

operation uses one sub-key. For block cipher operation the given sub-key is further divided into 4 round keys, 

each of which is 16 bit wide. 

 

3.2Throughput-Enhanced (TE) Design 

Throughput enhanced design (Biao Min, Ray C.C.Cheung, Yan Han)involves unrolling the round operation in 

the block cipher. It takes only one clock cycle for each block cipher operation because all 4 rounds are completed 

in a single clock cycle. So it requires 4 clock cycles for initialization and another 4 clock cycles for encryption. So 

after the end of 8 clock cycles, the output, i.e. ciphertext is obtained.  

 

3.3 Area-reduced (AR) Design:  

Compared to throughput-enhanced design (Biao Min, Ray C.C.Cheung, Yan Han] which requires a single 

clock cycle for each block cipher operation, the AR method completes one block cipher operation in 4 clock 

cycles, so it makes the throughput lower. However, the area requirement is smaller due to the resource sharing of 

four rounds in the block cipher. In this case, each block cipher requires 4 clock cycles. As initialization and 

encryption use 4 block cipher, each of these processes requires 16 clock cycles, so after the end of the 32
nd

 clock 

cycle, the ciphertext is obtained. 

Key mixing 

Substitution 

Permutation 

Regular 

rounds(4 times) 

 

Final Round 

Din 
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4.Objectives Of The Study 

• To develop a new design that is the hybrid structure of AR and TE.   

• Verilog language and Xilinx ISE design tool used for simulation.  

• To compare the performance of  AR, TE, and hybrid of AR - TE designs in terms of area and speed 

 

5. Proposed hybrid design 

From the above explanation, it is clear that TE design requires more area than AR design, while AR design 

has less throughput than TE design. It shows that there is a need to design a hybrid structure of TE and AR, such 

that it consumes less area than TE design and gives more throughput than AR designs without affecting the 

security. The structure of these two designs is implemented in Verilog and results are verified. The hybrid of 

these two structures is designed and compared with AR and TE structures.   

The design is developed by using the block cipher shown in figure 2. This block cipher is designed by using 

the feature of block ciphers used in AR and TE designs i.e. it is the modified version of both of the block ciphers. 

Figure 2 shows that the hybrid design uses substitution, permutation operations, and key mixing operations, but 

the way of functioning is different from AR and TE designs. 

In this block cipher, only 3 ‘regular round’ operations are rolled, it is the feature obtained from the AR 

design. Instead of rolling 4 regular rounds operation as in the case of AR design, here only 3 ‘regular rounds’ 

operations are rolled. The 4th round operation is done serially with the final round operation, this is the feature 

obtained from TE design. It shows that 3 clock cycles are required to complete this block cipher operation. So it 

is expected that by using this hybrid cipher, the area should be less than TE design and throughput should be 

more than AR design. Here substitution is done using new s-boxes designed by using polynomial in Galois field. 

The key mixing is done using simple XOR operation and permutation is done using linear transformation as used 

in AR and TE designs. 

 

 
 

Figure 2: Block cipher of the proposed design 
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5.1 Top-level Architecture:   

The top-level architecture (Biao Min, Ray C.C.Cheung, Yan Han) of the proposed hybrid design (Figure 3) 

is similar to that of AR and TE designs with slight modification. In this, the block cipher used is the proposed 

one (Figure 2) and substitution is done using new s-boxes generated.  

In the top-level architecture RS1, RS2, RS3, RS4 represent 16-bit wide registers. MUX M1, M2, M3, M4, 

M5 are used to initialize or update the 4 internal state registers. MUX M6 and M7 are used to select registers and 

data input depending on the number of clock cycles, which is counted by a one-hot counter. Here 'one-hot 

counter' is used to select data and registers and it is used to select initialization or encryption process depending 

on the counting value.   

Here only one block cipher Ek1 is used, so Ek1 is processed 4 times, to complete all the 4 block cipher 

operations. So registers are necessary to store the intermediate values between these processes.  The hybrid block 

cipher, described in figure 2, is used in this architecture. This block cipher operation is repeated 4 times for each 

initialization and encryption process. Here initialization and encryption processes require 12 clock cycles. So 

finally after the end of 24 clock cycles, the encrypted output is obtained.  

 

 

 
Figure 3: Top-level architecture of proposed design. 

5.2 Design of S-box 

Table 1: S-box 

X 0 1 2 3 4 5 6 7 8 9 A B C D E F 

S1(x) 0 1 2 4 8 3 6 C B 5 A 7 E F D 9 

S2(x) 0 1 2 8 4 9 B F 7 E 5 A D 3 6 C 
 

This s-box is used in the initialization and encryption process, i.e. to convert plaintext to ciphertext. In the 

same way, different s-boxes can be generated using the different irreducible polynomial. Then the s-box which 

consumes less area is chosen and repeated for the required number of times. Thus area consumption can be 

reduced.  

 

6. Simulation Results   

 The performance evaluation of the s-box, block cipher, and encrypted output of area reduced, throughput 

enhanced and hybrid design was done by describing the functionality of the algorithms in the Xilinx platform 

using Verilog code.   

This paper aims to develop the hybrid design of block cipher that should consume less area than TE design and 

throughput should be more than AR design. The encryption process implementation of TE, AR, and hybrid 

designs is considered to compare the performance parameter like throughput, area, number of clock cycles. 
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Input data be:ff11(hexadecimal) 

Sub-key:  f00ff00ff00ff00f(hexadecimal) 

Resulting in 4 round keys k1, k2, k3, and k4, each having a value f00f. 

6.1. Simulation results of encryption process: 

The results obtained through simulation for s-box and block ciphers, which are essential parts of the Encryption 

process and top-level module of encryption for TE, AR, and proposed hybrid design are shown below.Simulation 

results of the s-box are shown in figure 4. In the simulation waveform of the s-box, for the input 485b, the output 

obtained is 4737.   

 

Figure 4: S-box output 

Simulation results of an encryption block cipher for TE, AR, and proposed hybrid design are shown in Figures 

5,6, and 7 respectively. The output of block cipher obtained for input ff11 is 87c0. The waveform analysis shows 

that the block cipher operation requires one, four, and three clock cycles for TE, AR, and proposed hybrid 

designs respectively. 

 
 

Figure 5: Encryption block cipher waveform  of TE design 

 

 
 

Figure 6: Encryption block cipher  waveform  of AR design 
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Figure 7: Encryption block cipher waveform of proposed hybrid design 

 

The simulation waveform of encryption of TE design shows that after the 4 clock cycles of start(enable) pin high, 

the initialization output is obtained.As shown in figure 8 for the given input 4444 after the 4 clock cycles of start 

pin high the initialization output 4e89 is obtained and encrypted output fb97 is obtained at the end of the next 4 

clock cycles. So only 8 clock cycles are enough to get the encrypted output hence it is named as throughput 

enhanced implementation of hummingbird cryptography.  

 
 

Figure 8: Output waveform of encryption of throughput enhanced design 

The simulation waveform of AR design shows that after the 16 clock cycles of start  pin high, the initialization 

output is obtained As shown in figure 9 for the given input 4444 after the 16 clock cycles of start pin high the 

initialization output 4e89 is obtained and encrypted output fb97 is obtained at the end of the next 16 clock cycles. 

So a total of 32 clock cycles are required to get the encrypted output thus it decreases the throughput but area 

consumption is reduced hence it is named the area-reduced implementation of hummingbird cryptography.  

 

Figure 9: Output waveform of encryption of area reduced  design 
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As shown in figure 10 for the given input 4444 after the 12 clock cycles of start pin high the initialization output 

4e89 is obtained and encrypted output fb97 is obtained at the end of the next 12 clock cycles. So a total of 24 

clock cycles are required to get the encrypted output,  thus it results in less area consumption than TE design and 

higher throughput than AR designs, hence it is named as a hybrid of TE and AR implementation of hummingbird 

cryptography.  

 

 

 
Figure 10:Output waveform of encryption of proposed hybrid design 

 

7.Performance comparison of TE, AR, and Hybrid algorithm:  

The design summary of TE, AR, and proposed hybrid design is shown below in tables 2,3, and 4 respectively. 

The analysis of this table verifies that the number of slice registers used in the modified design is less than that of 

TE design and slightly more than that of AR design. Other parameters like throughput, number of clock cycles 

required to get the ciphertext, minimum clock period, and memory usage is tabulated for TE, AR, and hybrid 

designs in table 5. 

Table 2:Design summary of TE design 

 

 

 
Slice Logic Utilization Used Available Utilization 

Number of Slice Registers 226 54,576 1% 

Number used as Flip 

Flops 134   

Number used as Latches 60   

Number used as Latch-

thrus 0   

Number used as AND/OR 

logics 32   

Number of slice LUTs 1,848 27,288 6% 

Number used as logic 1,848 27,288 6% 

Number using O6 output 

only 1,618   

Number using O5 output 

only 35   

Number using O5 and O6 195   

 

Table 3:Design summary of AR design 

 

Slice Logic Utilization Used Available Utilization 

Number of Slice Registers 172 54,576 1% 

Number used as Flip 

Flops 140   

Device Utilization Summary 
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Number used as Latches 0   

Number used as Latch-

thrus 0   

Number used as AND/OR 

logics 32   

Number of slice LUTs 1,823 27,288 6% 

Number used as logic 1,823 27,288 6% 

Number using O6 output 

only 1,540   

Number using O5 output 

only 35   

Number using O5 and O6 2485   

 

 

Table 4:Design summary of proposed hybrid  design 

 

Slice Logic Utilization Used Available Utilization 

Number of Slice Registers 174 54,576 1% 

Number used as Flip 

Flops 142   

Number used as Latches 0   

Number used as Latch-

thrus 0   

Number used as AND/OR 

logics 32   

Number of slice LUTs 1,752 27,288 6% 

Number used as logic 1,752 27,288 6% 

Number using O6 output 

only 1,464   

Number using O5 output 

only 37   

Number using O5 and O6 251   

 

Various parameters like area consumption, throughput, number of clock cycles required to get the ciphertext, 

frequency of operation are shown in table 5 for area reduced, throughput enhanced, and hybrid designs. The table 

4 shows that hybrid design requires less area than TE design and yields better throughput than AR design.  

 

 

Table 5: Area and throughput comparison of AR, TE, and proposed hybrid design. 

 

Parameter AR TE Proposed design 

Frequency(MHz) 29.94 36.18 30.202 
Number of slice register 172 226 174 
Number of clock cycles 32 8 24 

Minimum clock 

period(ns) 
33.401 27.639 33.110 

Memory usage(MB) 310 320 311 
Throughput(Mb/s) 479 578 483 

 
Table 6 shows the comparison of AR, TE, and hybrid designs in terms of area and throughput. The output 

waveform analysis of area reduced, throughput enhanced and hybrid design verifies that the number of clock 

cycles required to get the encrypted output for hybrid design is in between the value of the AR and TE designs. 

So it verifies that hybrid design is the optimized version of AR and TE  designs.   

 

8.Conclusion and future scope: 

There are various papers discussing hummingbird cryptographic algorithms on different platforms like 

microcontrollers based on ASIC, spartan-2 FPGA, spartan-3 FPGA, etc. In all of these, there is enhanced 

research on reducing area, power requirement, & increasing speed with aim of giving better security to resource-

Device Utilization Summary 
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constrained devices like RFID, sensor nodes. In this paper, the proposed hybrid design attempted to enhance the 

performance and reduce the area consumption of hummingbird algorithms by considering compromise between 

area reduced and throughput enhanced designs of a hummingbird. It shows that there is a need for further work 

to enhance the above parameter of hummingbird cryptography.  

In this paper, the encryption process of TE, AR, and hybrid designs is implemented. The decryption block 

cipher, inverse s-box required in decryption process, andimplementation of decryption process of  TE, AR, and 

hybrid designs are also done.   

 The robustness of the hummingbird cryptographic algorithm is not yet been considered even though there is 

more scope on checking the robustness of the security algorithms by applying the attacks like the one developed 

in(Xinxin Fan and Guang Gong, Honggang Hu-Remedying the Hummingbird Cryptographic Algorithm 

International Joint Conference of IEEE on Trust, Security and Privacy in computing and 

communications( TrustCom), Changsha, IEEE, pp772-778, 2011). So in continuous with this work, the 

robustness measurement of hummingbird cryptography can be considered for future work.  

 Further work is needed to increase the performance and reduce the area and power. It is also possible to 

design block cipher by rolling only two rounds of operations so it may be considered for further work.  
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