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Abstract. There is an increasing adoption of blockchain technology over
different environment for leveraging security features. After reviewing
existing blockchain-based approaches, it is noticed that there is still a
large scope of improvement towards data security using blockchain.
Therefore, this paper considers a case study of healthcare facilities,
where the sensitive information of patient are required to be accessed as
well as stored using a novel blockchain-based approach. The proposed
system contributes towards developing a novel access control policy as
well as a cost-effective authentication policy using a simplified hashing
scheme. The prime contribution of the study is to prove that without us-
ing sophisticated encryption, it is feasible to integrate blockchain with
hashing method for offering higher degree of threat mitigation measures
by proposed system.
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Introduction

The evolution of the blockchain is due to the modernization in the ar-
ea of artificial intelligence and Internet-of-Things [1]. This is one of the
most unique decentralized technology where the data can be subjected to
authentication, storing, and synchronizing over multiple users without
any dependencies towards third-party. It is claimed to offer highest de-
gree of data security as once the data is secured using blockchain that
cannot be subjected to any form of data alteration process without legit-
imate permission from the ledger. Blockchain technology is increasingly
reported to be used in cloud computing environment [2]. However, vari-
ous reported security problems has been discussed in recent times. Not
all the research work towards blockchain is claimed to offer fairness or
accountable. It doesn’t even guarantee regular update policies towards
its block structure according to existing studies [2]. Irrespective of dif-
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ferent levels of application of blockchain in cloud, there are many num-
ber of challenges too [3]. Existing approaches doesn’t ensure scalability
with less consideration of network performance. Apart from this, privacy
aspect and its success factor after implementing blockchain over large
scale of data remains unknown. Not all the security issues has been stud-
ied and still it is under development stages of research work. Apart from
this, its mechanism is quite complex to model for simplified data securi-
ty applications.Therefore, this paper introduces a simplified access con-
trol and authentication policy in blockchain deployed over cloud envi-
ronment considering healthcare as a case study. The organization of the
paper is as follow: Section 2 discusses about the existing research work
followed by problem identification in Section 3. Section 4 discusses
about proposed methodology followed by elaborated discussion of algo-
rithm implementation in Section 5. Comparative analysis of accom-
plished result is discussed under Section 6 followed by conclusion in
Section 7.

Related Work

There has been various existing approaches where blockchain has
been used for securing cloud system. The recent work of Huang et al. [4]
have used an auditing mechanism towards assessing integrity of cloud
data over consensus node.An incentive based scheme for secure sharing
of data has been discussed in study of Shen et al. [5]. Secure and fair
approach towards payment system has been reported in study of Yang et
al. [6] where multi-keywords has been used towards facilitating public
variability. Current work is also carried out towards privacy protection
where access control is designed to protect the data using blockchain as
seen in work of Yang et al. [7]. Audition scheme towards multi-cloud
data with multi-replica using blockchain is studied by Yang et al. [8].
Adoption of Signcryption scheme is considered in study of Yang et al.
[9] which was used for securing the healthcare data along with block-
chain. Apart from this, there are various other associated blockchain
based approaches e.g. cloud manufacturing scheme (Kaynak et al. [10]),
resource trading scheme (Yao et al. [11]), game-based service manage-
ment (Xiong et al. [12]), blockchain in the form of services (Zheng et al.
[13]), fog computing with blockchain (Memon et al. [14]), forensics us-
ing elliptical curve and software defined network (Pourvahab and
Ekbatanifard [15]), game-based monitoring of service quality (Taghavi
et al. [16]), deduplication based fair payment (Wang et al. [17]), cipher-
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text-policy attribute based encryption and blockchain (Wang et al. [18]),
resource management (Xiong et al. [19]). The next section briefs about
research problem. (Kumar et al. [20-22]) proposed an object detection
method for blind people to locate objects from a scene. They have used
machine learning based methods along with single SSMD detector algo-
rithm to develop the model.

Problem Description

The core problems of existing studies are as follows: i) majority of exist-
ing studies has used high-end encryption, ii) the user is not endowed
with any scheme to have complete ownership of data, iii) data addresses
and scheme of managing blockchain is not much emphasized, iv) not all
approaches are completely cloud-based and hence there is always an
access-related problems, v) there are lesser occurrences of any scheme
where simplified encryption is implement, and vi) less focus on compu-
tational complexity observed in existing blockchain approaches.

Proposed Methodology

The prime purpose of the proposed system is to offer an extensive
level of security for the transacted information in healthcare facility us-
ing blockchain technology. Fig.1 highlights the link among all the essen-
tial actors involved in proposed system.
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Figure 1 Schematic Architecture of AEOC
The central authority is responsible for generating master secret key
for all users in healthcare facility. The storage unit is meant for reposit-
ing all clinical information where there is a possibility of suspected at-
tacks. After the data is stored, the storage unit forward the access tree of
data, hash, and address to blockchain. Blockchain is further used by
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patient / physician to ensure that data is not tampered illegitimately. Pa-
tient is required to first enroll itself prior to use this system. It has to get
itself authenticated prior data uploading. Along with this, patient can
configure its data access tree, encrypt them, and forward it to storage
unit. The blockchain can be accessed by physician along with retrieval
of hash value and data access tree in order to verify the data.

System Implementation

The proposed system mainly presents a novel access-based policy with
an aid of blockchain mechanism. It is carried out in sequential phases of
operation to ensure that there is a higher degree of secrecy maintained
by all the parties of healthcare section.

1) Algorithm for Secure Enrollment

This algorithm is responsible for carrying out secure enroliment opera-
tion for patient and storage unit. The input to the algorithm is Caun (cen-
tral authority) while the output is Pubkey (public key). The algorithmic
steps are as follows:

Algorithm for Secure Enrollment

Input: Caun (central authority)

Output: Pubkey (public key)

Start

. Cauth=> (P2, scal, gen, hash)

. Cauth=> (pubiey, 0)

. Cauth=> (@UXkey)Phk

. Phké(PUbkey)hs

. Ni=>(SeCtok) Cauth

. Cauth=2 (yilAi)ni

. SUQ(MSU, Bsu)Cauth

. PUbkey(SU):msu.n

End

In the above mentioned algorithm, the central authority Caun generates a
cyclic group @< ®; x ®ialong with the generation of scalar attrib-
utescalalong with a random generator genwhich belongs to ®; group,
and hash function hash (Line-1). Further, a public key pubkey is generat-
ed using dot product of scal and gen (Line-2), The central authority Cauth
further constructs a secret key as scal and random number of prime or-
der. The variable 6 is meant for generating feature key calculated as
prime number divided by scal (Line-2). The next process of the algo-
rithm is to generate auxiliary key auxkey by the central authority Cauth and
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forwards them to k number of physician Phk (Line-3). The study consid-
ers that j™ healthcare unit forwards a message as a request to the central
authority Caun for generating the key. For this, j node forwards infor-
mation associated about identity of physician and patient with auxiliary
features of doctor to Cauth. Upon obtaining this message, Cauth computes
a secret key by hashing identity of doctor with gen as well as it also gen-
erates auxiliary key as follows,

aUXkey=6(q | 1) 1)
According to the expression(1), the variable g and rx represents natural
number and random k numbers respectively. The central authority Cauth
then forwards the private key of the doctor which it has carried out in
prior steps by hashing identity and gen (Line-4). Apart from this, a set of
auxiliary keys are forwarded to the j"" healthcare unit which is computed
by multiplying r« with prime number. Further, a public key is calculat-
edby the j healthcare unit and is forwarded to the physician Phk (Line-
4). Once, this operation is carried out, the next set of operation is about
forwarding three modalities of information to the blockchain i.e. identity
of patient and doctor, public key, and auxiliary key. The next phase of
implementation is about enrolling the patient and the storage unit carried
out by central authority in two important steps. In the first step, enroll-
ment of patient is carried out by transmitting their security token to the
Cauth Securely (Line-5). The computation of security token sectokis carried
out by hashing identity of the patient with a random number. Further, a
secured identity A; is computed by product of security token secto, scal,
and public key issued by the central authority. The information associat-
ed with secured identity A;i associated with vy; is forwarded to patient n;
securely (Line-6). Further, the patient n; generates a random natural
number which is required in further process. This natural number is
XORed with hashed value of identity information and primary random
natural number. The patient n; also generates enrollment attribute T
which is again a hash value of primary-secondary natural number,
hashed value of identity and primary natural number and secured identi-
ty. The next process is about enrolling storage unit where psy is comput-
ed by XORing identity of storage unit and random number Bs,and this
information is stored in Caun(Line-7). Further Cauth computes identity of
the storage units psy and secure key of storage units msy. This infor-
mation are stored in secure memory system within Caun, While the in-
formation of secured key of storage unit and security token sectwk. Final-
ly, an identity of the storage unique is computed by hashing the security
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token secwok with secure key of storage unit followed by computing a
public key Pubkey (Line-8). This completes the process of initialization,
generation of key till enrollment of patients and storage unit.

i) Algorithm for Authentication

This algorithm is the continuation of the prior algorithm which carry out
authentication of all the prominent actors in order to prove their legiti-
macy. The algorithm takes input of w (multi-modal security attributes)
to give outcome of Secdata (Secured data). The steps of the algorithm are
as follows:

Algorithm for Authentication

Input: w (multi-modal security attributes)

Output: Secqata (Secure authentication and data storage)

Start

1. If ti=w

2. njis given access to SU;

3. vi=>(Ti, ri, Pubxkey, 01, 62, 63, Li)

4. If [T1-T2|<Tthresh

5. Declare Ty as valid timestamp
6. Iff(er)=f(e2)

7. ni is authenticated

8. SeCdata: Ni—>T2(data)

9. End

10. End

11. End

End

In this operation, the authentication is carried out for patient n; and stor-
age unit su in order to establish a session key. First the identity as well
as credentials of the patient n; is fed to the hardware device (e.g. smart
card) which is capable of computing i by XORing random number with
hash valued of identity and credential. The next operation is about as-
sessing a logical condition stated in Line-1 where the variable 7; is com-
pared with a variable w for its equivalency. The variable w represents
hashed value of primary-secondary natural number along with hashed
credential and secure identity (Line-1). If this equivalency holds good,
then the storage unit permits the patient to have an access (Line-2). In
the next process, an arbitrary number ri is generated by the storage unit
along with time stamp T1. Further, computation of the public key is car-
ried out by obtaining a product of primary natural number, random
number, and prime number. It then carry out computation of three more
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parameters c1(product of fi, ri, pubkey(su)), c2(XORed operation of secu-
rity token and hash of o1), oa(hashed value of o1, Security token, time
stamp, and identity of storage unit) (Line-3). The system also computes
usu as product of secured identity and o2, followed by transmission of the
message by patient n;j to storage unit su using public channel. Upon re-
ceiving this information, the storage unit assess the validity of the ob-
tained information about the timestamp using the logical condition stated
in Line-4. According to this condition, if the difference of two
timestamp T1 and T2(receiving timestamp) is found less than a threshold
time Tiresh (Line-4) than the primary timestamp Ti is declared as valid
(Line-5). The study considers Tinresh as delay caused due to transmission
to highest extent linked with message transmission. If the above-
mentioned condition of equivalency (Line-4) is found valid than the
storage unit computes c1 using public key pubkey and secret key of stor-
age unit, it also computes security token seciwk and matches of hashed
value of the security token and secret key of storage unit matches with
identity of the storage unit. Once, it is found valid than the system en-
rolls the patient n;.

In the next stage of authentication, the storage unit computes the third
parameter o3 obtained by hashing of o1, security token, timestamp, and
identity of storage unit. The system further formulates another condi-
tional logic stated in Line-6. The left side of expression in Line-6 is
about a function f(x) considering a set ex with wi and public key. The
right side consists of using same function with security token seciok, o3,
and public key of central authority. The storage unit further computes
verification parameters with respect to current timestamp as well as
identity-related parameters. Then the storage unit forwards a message to
patient. Upon receiving the message, the timestamp T2 validity is
checked and once it finds to be valid, the secured data is transmitted by
the patient to storage unit (Line-8). The data are stored in secured man-
ner considering a tree-based logic. The function in Line-8 is used to fur-
ther carry out encryption on the data where the encrypted data is stored
over the tree structure. The structure and positional information of the
data over the tree is further hashed with respect to identity of the storage
unit, public key, and maximum timestamp. This record is uploaded by
the storage unit to the blockchain. The identity of the request by the user
is further retrieved from blockchain in case of retrieval. Further the algo-
rithms offers extensive security owing to multiple assessment in block-
chain.
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Results Discussion

The implementation of the proposed system is carried out considering
500 nodes representing patient and 250 nodes representing physician.
The analysis is proposed outcome is compared with existing studies car-
ried out by Tang et al. [20] and Wang et al. [21]. Both these existing
scheme focuses on using blockchain for similar purpose and hence com-
pared over similar test environment with respect to delay, throughput,
and response time. It cam be seen from Fig.2 that proposed system offer
considerably better performance compared to existing approaches. The
proposed system offers approximately 82% reduction in delay (Fig.2(a)),
75% improvement in throughput (Fig.2.(b)), and 57% of speedy re-
sponse time (Fig.2(c)); thereby exhibiting that proposed blockchain-
based authentication is better than existing approach.
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Figure 2 Comparative Analysis
Apart from this, it can be also said that proposed system offers resistivity
against any form of attacks related to identity theft, data tampering, dis-
tributed denial-of-service mainly. Any form of attacker with any scale of
threat is required to break multiple dependencies to have an access to the
original data. As the proposed system offers multiple layers of hashing
in incorporation of multiple dependable parameters, therefore, it is im-
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possible for the attacker to introduce attack in simpler attempt. Moreo-
ver, it is less likely for an attacker to introduce an attack on proposed
blockchain as it would require massive resources to obtain data blocks
and data access tree just from any one user. Therefore, a higher degree
of protection is offered in proposed blockchain.

7 Conclusion
This paper has introduced a scheme towards effective authentication
followed by secure access policy in healthcare facilities. Following are
the contribution/novelties: i) the blockchain is designed with both access
control and authentication scheme storing data access tree, address,
hash, ii) proposed system offers data integrity and scalability, iii) it of-
fers resistivity from multiple forms of attack, iv) without using any so-
phisticated encryption, it offers simple and cost effective data security
over cloud.
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