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Abstract: The Internet of Things (IoT) is a system of interrelated computing devices.  IoT involves mechanical and digital 

machines, objects, animals or people that are indicated with unique identifiers and the ability to transfer data over a network 

without requiring human-to-human as well as human-to-computer interaction.  Government of Malaysia in 2015 has 

introduced the National Internet of Things Strategic Road Map as a way to provide the backbone of modern and smart cities 

as well to sustain the economic growth.  However, the factors influencing IoT readiness in Malaysian organization needs to 

be further investigated. The purpose of this study is to investigate, identify and propose the readiness factors of IoT 

implementation.  A survey involving a distribution of questionnaire to 30 respondents to get a descriptive indication coupled 

with interviews with 5 key expert employees from relevant agencies were executed. As a result, there are five factors being 

proposed and validated descriptively to influence the readiness of implementing IoT in Malaysia.  These factors are Human 

Perspective, Technology Perspective, Governance and Management Perspective, Security Perspective and Policy and Law 

Perspective. For future work, this study suggest to include more participants using power statistics, hypothetical model testing 

and expand the questionnaire to other organization in order to develop a more comprehensive result of IoT readiness in 

Malaysia. 
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1. Introduction  

 

The Internet of Things (IoT) currently receiving much research attention and effort from the academia as well 

as the industry player to provide the backbone of modern and smart societies (Eiza et al, 2015).  Therefore, most 

of the organizations together with government sectors hunger for leverage the latest IoT solutions so that they 

can harness the IoT capabilities and extend their reach well beyond their traditional parameters like usual 

perception amongst citizens.  IoT technology has had a profound impact to our lives such as interactions with 

others to the tasks we perform and the way we entertain ourselves. 

 

The IoT refers to a collective of Internet-connected consumer devices, manufacturing systems, business tools, 

customer service appliances, medical equipment, agricultural sensors, and other things (Pujar and 

Satyanarayanab, 2015).  Hence, IoT is a system of interrelated computing devices, mechanical and digital 

machines, objects, animals or people that are provided with unique identifiers and the ability to transfer data over 

a network without requiring human-to-human or human-to-computer interaction. As IoT continues to evolve, 

communication is not only dialogue between people, yet the information is gathered and shared between people, 

devices as well as machine-to-machine. IoT allows to create a digital shadow of everyday processes and 

everyday items that are being used in our daily life as all the devices are connected and present around us in a 

variant types object such as putting sensors along with actuator, a radio-frequency identification (RFID) tags, 

mobile phones etc. (Xianping Wang et al, 2018).  Despite of all that technology to support the blooming of IoT, 

it is still considered as very early stages as everyone is verge trying to envision the roadmap to persuade the 

stakeholders with respect their needs (Asir, 2016).  The growth forecast of IoT is very high as it uses a set of 

technologies to connect to objects.  Besides this new paradigm is bound to impact new business models along 

with consumer experience and everyday life (Pujar and Satyanarayanab, 2015). Moreover, this evolve of 

technology in IoT will brings new opportunities, threats and solutions, with that it can trigger the organization as 

well as the stakeholder to be ready to adopt it (Saarikko et al, 2017).  Based on that, the technology as well as 

security can be appropriate factors towards IoT readiness in Malaysian public organisation. Increasing number of 

mobile users nowadays represent Internet users with mobile device penetration in Malaysia beyond 150 percent.  

According to Badarudin et al, (2019) this number will be increasing up to 280 percent in 2025. This factor 

encourages effort towards IoT readiness in public agencies and this require intensive study about human issues 

such as attitude, usage and expectations in the application of smart city areas including smart lighting, smart 

home, smart roads, smart phone detection and smart parking (Asir, 2016).  Hence, with the advancement of 

digital era have accentuated the use of smart devices has surpassed the number of populations in which Internet 

requirements are no longer an option but a necessity. As reported in Invest KL Malaysia (Burgess et al, 2018), 
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the extensive of this growth of connected devices in Malaysia, is expected to generate over 14,000 new jobs and 

contribute billions of ringgits to the economy.  This factor can have led technology opportunities that originated 

by IoT with predicted for: 1) Application and services amounting to RM34 billion in 2025 compared to RM7.5 

billion for 2020; and 2) Produces of the devices at RM1.0 billion an RM4.3 billion for years 2020 and 2015 

respectively (MIMOS, 2015).  

 

Due to significance of IoT, the government of Malaysia has introduced the National IoT Strategic Roadmap 

in 2014 as a way to sustain the economic growth (Zaidi and Faizal, 2017).  The importance of IoT that will be 

reframing and widespread driver of change and enhancement by potential append new dimensions to the industry 

in Malaysia.  The potential new dimensions to the industry are in following ways (MIMOS, 2015): 1) Testing 

facilities for interoperability, standards compliance and export-related testing; 2) Development of standardization 

software to address standard silos in order to facilitate the creation of niche application and services; 3) System 

integration services in order to create some specialists from speculators through interaction with various 

contributors in the ecosystem. In regard to IoT in public service, Dachyar et al. (2019) found that these include 

intelligent transportation system, smart campus, smart school, general education, city, traffic management, 

transportation system and water. According to analysis based on Google, The major challenges for the 

government are to understanding citizens‟ changing needs, as well as the obstacles they face in attaining those 

services (MAMPU, 2017).  Therefore, it is a major concern to investigate the readiness amongst public agencies 

to adapt and understand of IoT along with the issues or challenges that might exist during implementation 

 

2. Literature Review 

 

National IoT Strategic Roadmap reported the strengths and weaknesses of IoT Implementation based on 

Technology, Resource, Societal and Political factors (MIMOS, 2015). Among the key challenges include 

security and privacy concerns, adoption and adaptation fear, broken linkages across industries and multiple 

agencies working in silos.  

 

In this study in order for us to identify the IoT readiness factors, we have reviewed the related concepts from 

various readiness models that have been studied by previous researches according to areas in ICT domain.  

Hence, reviews of such as adoption of cloud computing, cultural e-government readiness model, organizational 

readiness model for digital innovation and Green readiness model were performed to better understand the 

theoretical background of technology readiness. This effort is supported by Elazhary et al. (2019) who claimed 

that there is an intersection of main research area between cloud computing, mobile computing and IoT.  

 

Kauffman et al. (2018) propose categories and measures to evaluate the readiness of adoption cloud 

computing and assess the required adjustments in strategy and management, technology and operations, and 

business policy.  Four relevant categories were identified in this readiness model, which is: 1) technological; 2) 

organizational; 3) economic; and 4) environmental.  Moreover, they also identified the sub-category for each of 

category and proposed a metrics suite consists of 21 measures to identified the readiness of firm level to adopt a 

cloud computing. Indeed, when evaluating the technology related to industry 4.0, it is important to develop a 

readiness model considering respective standard and structure to support managers for identifying the strategic 

action in improving readiness level (Lucato 2019) and (Hussain 2020). In the other study done by Lokuge et al 

(2018), multidimensional constructs to measure organizational readiness for digital innovation with sample of 

189 firms were used.  They proposed a construct under seven (7) categories with 21 measures, to identify the 

readiness of organization to implement the digital innovation since the rise and growth the products that strongly 

attribute to the advancements in modern technology. In regard to the industry 4.0, presence of a digital 

infrastructure coupled with the analytical capabilities in dealing with big data appear as dimensional indicators to 

readiness for Industry 4.0 (Castelo-Branco et al., 2019). A study accessing consumer readiness for participation 

in IoT based demand response business model yielded the importance of individual factors such as attitude as 

well as security perspective such as trust in organization (Radenković et al 2020). 
 

3. Methodology 

 

We employed a mixed methodology triangulation approach comprising quantitative and quantitative data 

collection and analysis techniques to describe the findings of this research work. As the aim of this project is to 

explore the IoT readiness descriptively among several government agencies in Putrajaya, we only used small 

samples size to fulfill our research query. Questionnaire survey was conducted and the questionnaire were 

distributed to the respective respondents using online survey tool. As a result, only 30 participants agreed to 

participate in the quantitative survey.  On the other hand, 5 technology experts were interviewed to get their 
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intense opinion regarding the factors influencing IoT readiness in public sector. They were selected purposively 

to help describe the readiness qualitatively. The selection of participants were done based on their experience in 

areas such as integrated systems thus are related and responsible with RFID and business intelligence, 

Information Communication Technology consultation, Information Technology (IT) operation, Block Chain 

technology, digital content as well as IT officer who adequately had experienced  working with project 

management and system monitoring system.  

 

4. Results and Discussion 

 

Based on literature review, we deduced five factors based on  frequency and significance in other related 

studies. These include: 1) Human factors [(Badarudin et al, 2019), (Katan et al, 2018), (Beck et al, 2018), 

(Hussain et al. 2017), (Asir, 2016)]; 2) Technology [(Kauffman et al, 2018), (Katan et al, 2018), (Asir, 2016), 

(Xiwei Wang et al, 2018)]; 3) Security [(Xiwei Wang et al, 2018), (Asir, 2016); 4) Policy and Law [(Katan et al, 

2018), (Beck et al, 2018, (Zaidi and Faizal, 2017)]; and 5) Governance and Management [(Katan et al, 2018), 

(MIMOS, 2015)]. 

 

4.1 Demographic Information 

  

Most of respondent are female with 66.7 percent or 20 female participants out of total 30 participants for item 

gender.  As for item experience area, the respondent is allowed to choose more than one area that related with 

their working experience or study.  Most of respondent are experience in network area and other IT domain area 

with 53.3 percent whereas block-chain only contributes 3.3 percent or only 1 respondent have experience in this 

area.  Item education, the respondent has been given six choices namely certificate, diploma, bachelor degree, 

master degree, PhD and others.  From this item most of participants are bachelor degree holder with percentage 

21.1 percent.  Whereas for item working experience most of participants have 11 to 15 years working experience 

in related area of ICT domain. In regard with readiness level, we used scale such as 1- not ready, 2- weakly 

ready, 3- moderately ready, 4- ready, and 5- strongly ready. The result is as shown in Figure 1. Majority of 

respondents are agreed that the IoT readiness level is moderately ready to be implemented in Malaysia.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. IoT Acceptance Readiness Level by Factors 

 

4.2 Reliability Test 

  

The outcome of reliability test using cronbach alpha indicator of all factors is above 0.7 except for Human 

factor (0.610). Nunnally and Berstein (1993) claimed that any internal consistency reliability value should be 

above 0.7 in early stages of research, and above 0.8 or 0.9 in more advanced stages of research are considered 

satisfactory. On the other hand, Henseler et al. (2009) claimed that only with loading value below 0.6 would be 

considered lack of reliability.  Based on reliability readiness analysis yielded in this study, all of five factors 

deduced from literature review are considered reliable as a readiness factors towards IoT implementation in 

Malaysia. In particular the results of cronbach alpha for each factor are as follows: Governance and 

Management: 0.802, Human: 0.610, Policy and Law: 0.901, Security: 0.871, Technology: 0.837 and Success 

Level: 0.895 
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4.3 Descriptive Analysis 

 

We enquire the participant to rate the importance of each sub-factors by using 5-likert scale (1- strongly 

disagree to 5- strongly agree). Descriptively all factors are reported to be significant as majority participants have 

shown high level of agreement for each factors. This indicates that these factors are important to ensure readiness 

of IoT implementation.  In particular factor namely Security has been viewed as most important indicator 

towards IoT acceptance among the participants as the median score appeared as strongly agree. Indeed the 

standard deviation for all factors is below 1.0 indicating high consensus among participants. The findings of 

descriptive analysis are as shown in Table 1. 

 

Table 1. Descriptive Results (N=30) 

Factor Sub-Factor Mean Median Standard 

Deviation 

Human Usage, Attitude,Expectation, Expertise  4.252 4 0.704 

Technology Infrastructure, Software, Hardware, Interoperability 4.383 4 0.649 

Security Protocol, Security Features, Standardization, Security 

Measures 

4.425 5 0.595 

Governance and 

Management 

Management Support, Financial Aid, Training & 

Awareness 
4.346 4 0.580 

Policy and Law Enforcement Body, Architecture, Policy and 

Regulation 

4.425 4 0.589 

 

4.4 Qualitative Result  
 

The interview session was conducted to gather information from IoT expert regarding the issue of concern 

based on 5 key informants opinion and perception. The excerpts were analyzed based on consensus points across 

responses. The rating shows that all factors are either important or very important. These decisions are made 

according to consensus, words strength and also brief scale scoring we asked them to rate. The details finding 

regarding the factors of IoT readiness is further explained. The summary of interview results is shown in Table 2. 

 

Table 2. Interview Excerpts 

Factor Rating Example of Excerpts 

Human  Important “…..Human is the really importance roles in ensuring IOT readiness. By knowing 

human perspective IOT can be done in correct way. Attitude must be in mood of 

following the IoT and not works in denial…..”  

(Participant 1) 

“….its all about attitude. People some time do not aware of the existence of the new 

technology that has been installed in front of them. They heard about the technology but 

does not eager to understand and adopt...“ (Participant 2) 

Technology  Very 

Important 

”…Technology readiness is something that really important in our daily life. Kuala 

Lumpur for example is really ready with terms such as infrastructure, technical 

framework but the remote area is still not ready with technology development.  The idea 

of IoT can really works if there are development done in remote area also. It is a right 

time to start with urban first then slowly to the remote and rural area…”(Participant 5); 

”…. technology perspective plays the main part in embarking to a new style of life.  

Infrastructure has to be ready first…” (Participant 2) 

Security  Very 

Important 

”...security is the key issue and very challenging in IoT implementation. However, the 

most important thing is the awareness of the user on the security...” (Participant 4); 

“….Absolutely, security is the key factor…” (Participant 5) 

Governance 

& 

Management  

Very 

Important 

“….Participation and involvement of management in an organization is very important, 

and based on my experience, without the involvement of management of a project is 

incapable of being implemented. It's the same in IoT's. Awareness and support from 

management can be especially helpful in financial terms for IoT budget applications, as 

well as after IoT projects are implemented for enforcement purposes and so on. The 

involvement of the management will determine the extent to which a project will be 

successfully implemented…” (Participant 3); “…..Management especially at the highest 

level should take a very crucial part in every single detail to support IoT. Management 
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should plan well in order to make sure that IoT is facilitate and it‟s ready to every single 

individual in company/organization…” (Participant 1) 

Policy and 

Law  

 

Important 

“….Yes. ICT security policy should always support the implementation of IoT to ensure 

the effective use of ICT,  To force everybody to make it. People in comfort zone always 

think that they don‟t need all this technology because they still can do their job with the 

traditional way….”  (Participant 4) 

 

5. Discussion and Conclusion 

 

The essential benefaction of the study is the five dimensional factors namely human, technology, secuirty, 

governance and management and policy and law and their respective elements. These factors were determined 

based on the data analysed from the preliminary study and interview with the selected key participants. In regard 

to quantitative result occupying 30 samples of participants, it could be concluded all factors particularly security 

are significant to be considered in assessing IoT readiness in public agencies. In regard to qualitative result, all 

five participants have expressed the importance of this readiness factors in IoT implementation. Some 

improvements bear anticipation in the future.  In order to gain further convincing outcomes, some sampling can 

be further gathered by examining the data with more power statistical techniques. In future, this five factors and 

their elements can be proposed as theoretical model of IoT readiness in Malaysian public agency and to be tested 

hypothetically employing larger sample size and power statistics. 
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